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A Filasco for an Adult

- CAM4 -



$whoami

Omer Faruk Culha
PurpleBox -> Cyber Security Engineer

Sakarya Universitesi -> Makine Miih.

https://twitter.com/0x1337root
https://tryhackme.com/p/0x1337root

https://www.linkedin.com/in/6mer-faruk-gulha-
b95880195




CAMA4 Nedir?




Neler Yasandi ?

» Safety Detectives
 Elastic Search Database
« Misconfiguration!!!




ans mi ? Talihmi ?

ASHLEY MADISON?

Life is short. Have an affair.”
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Sizinti Boyutu ?

« Ad - Soyad  Kullanici gorusmeleri

« Emall * Email yazigsmalarinin

e Ulke dokimu

- Kayit tarihi * Kullanici - Kullanici chat

. Cinsiyet * Kullanici - CAM4 chat

- Cinsel yonelim * Token bilgileri

- Cihaz bilgisi » Parola hashleri

. Konusma dill * |IP adresleri

+ Kullanici adlari ~ * SPam ve diger log
kayitlari

« Odeme loglari
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Potansiyel Hasar ?

o Kimlik Avi

Santaj
Dolandiricilik
Phishing
Malware Scams
Malicious Hosting




Korunma Yollar ?
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Referanslar

- https://www.safetydetectives.com/blog/cam-leak-report/
- https:/[teampassword.com/blog/what-happened-with-the-cam4-
data-leak
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https://www.safetydetectives.com/blog/cam-leak-report/
https://teampassword.com/blog/what-happened-with-the-cam4-data-leak

Thank you!
Any Questions?

f’ PurpleBox

www.prplbx.com



