
An Army of Zombies

- MIRAI -



$whoami
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Ömer Faruk Çulha

PurpleBox -> Cyber Security Engineer

Sakarya Üniversitesi -> Makine Müh.

https://twitter.com/0x1337root

https://tryhackme.com/p/0x1337root

https://www.linkedin.com/in/ömer-faruk-çulha-
b95880195



MIRAI Nedir?
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DoS - DDoS ?

• Denial of Service

• Distributed Denial of Service
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DDoS Çeşitleri ?

• Ağ ve Taşıma Katmanı
• TCP SYN Flood

• UDP Flood

• TCP RST Flood

• TCP FIN Flood

• Uygula Katmanı
• HTTP Flood

• DNS Flood
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Peki Nasıl ?
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• Geniş ağ taramaları

• TELNET (port:23)

• Varsayılan kullanıcı adı ve şifre 
kombinasyonları

• Brute-Force (Kaba-Kuvvet) 
saldırıları
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Potansiyel ?
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• TCP
• SYN

• ACK

• STOMP

• UDP
• UDP

• VSE

• DNS

• UDPPLAIN

• GRE
• GRE-IP

• GRE-ETHERNET

• Application
• HTTP
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Referanslar

• https://heimdalsecurity.com/blog/mirai-botnet-phenomenon
• https://www.imperva.com/blog/malware-analysis-mirai-ddos-botnet/
• https://www.imperva.com/blog/how-to-identify-a-mirai-style-ddos-

attack/
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