f‘ PurpleBox

An Incredibly
Organized Ransomware

- CONTI -

www.prplbx.com



$whoami

Omer Faruk Culha
PurpleBox -> Cyber Security Engineer

Sakarya Universitesi -> Makine Miih.

https://twitter.com/0x1337root
https://tryhackme.com/p/0x1337root

https://www.linkedin.com/in/6mer-faruk-gulha-
b95880195
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Grovp: NosssosaTens
Posts: 38

Joined: 11/29/2016
Nonsacsarans N1, 74 354
Actrvitiat: gurae

Reputation: §
(1% - xopown)

DOoWI/3017, 1723

Hermes 2.1 Ransomware The

software did not work and will not work on RU, UA, BY.
* Work offline, communication via emall,

* Written in C,

* Weight 45.55kb (each build is unigque).

* Work on x86 / x64, servers: 2003 and higher, XP, 7,8,10.
* Easy to crimble.

* Encryption AES256 + RSA2048, a unique key for aach system, and each file,
* Only the owner of a private RSA key can decrypt the files, BleepingComputer agrees with this.
= __ https: //www.bleepingcomputer.com/forums/t/640086/hermes-ransom-help-support-topic-decrypt-informationhtmi-ransom-note/

* Restore work after reboot if the encryption was not completed.

* Drop user-key and instructions In each folder.

* 809 file extensions, detailed information in the archive.

* Encrypt files of any size,

* Data is written on top of the current file, which greatly complicates data recovery with the help of R-studio, Recuva, etc.
* Request for privilege alevation from the user, delete shadow copies and backups

* Price of the set: § 300

* Rebid price for amail addresses: § 50

* Included: a bulld with 2 your email addresses, a decoder buillder, a unique pair of RSA keys.

PS: the implementation / change of almost any functional, on 3 separate financial component, is discussed.

There are no Manibekovs.,
We reserve the right to refuse sale without explanation,

AB scan at the moment: __https: //viruscheckmate.com/id/NuASrGO3jelV

* Software does not werk in RU, UA, BY countries.
* work offline, communication by e-mall,
* Write on C

* Build size 45-55kb.,
* Work on x86 / x84, servers: 2003 and higher, XP, 7,8,10.
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Cobalt Strike View Attacks Beporting Help
DR O E=E¢ 82U el fa B S

extemial intemal = listener user computer note pn

I?EW Prafile
162.244.,80,235
' B5.93.88.1&85 |

| This is the connect dialog. Youw should use iLEa
connect to a Cobalt Strike (Aggressor] team senser,

165141 63.120 Host: (82.118.21.1
SH e . cor E6i51
Lise —ookah

| | P-L‘IESWC'I"ﬂ sotcioiciololololololobololololobololok

=T Connect | Help|
Event Log X | Listeners :{| -

name = payload host port bindto beacons

| Edit |r Remove. [ Restart ” Heilp |

Hookah@82.118.21.1 Hookah@185.141.63.120 rlHﬂ-Euk'El.h@ l62.244.80.2 35_|
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« Compiler-based obfuscation teknikleri
kullanarak guvenlik urunlerinden kaginmaya
giris.

* rclone ile kurban verisini MEGA guvenli bulut
depolamaya cekmek.

* Ngrok guvenli tunel kullanilarak hacklenmis
aga nasil RDP ile baglanilir?

« SMB brute-force saldirilari gerceklestirme
Kilavuzu.

- |sletim sistemi ve Tor Uzerinden internet
trafigini anonimlestirme hakkinda bir egitim.

» Hedef ag icerisinde privilege escalation ve
admin yetkileri edinme egitimi.




Teknik ?

 PrintNightmare (CVE-2021-1675)
« CVE-2021-1675
« CVE-2021-34527
- CVE-2021-36958

 Fortigate Firewall RCE
« CVE-2018-13379
- CVE-2018-13374
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Ik Temas ?

 Phishing

» Genis zaafiyet taramalari
« Zararli siteler

« Sahte telefon cagrilari

* Brute-Force

* Distribator malware

Sign in to use your favorite productivity apps from any device

4 @ O @ e & @

0a Office 365 mj..l..

You Have Received (2) Pdf online
Message D "5467454678948-546"

Reference: MLK355344343434-S5894 22/02/2021

This E-mail was sent from Scanner "RNP583879051AFA"

CLICK HERE TO VIEW DOCUMENT>>>
Adobe PUF-Microson Online 2021
r MD(YO‘Oﬂ l ofﬁ(' o Revour e Tempisten Supponrt My accourt Buy rom
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Asama - Recon

 Domain-Controller
» Backup Sunuculari
* Yanal hareketler
 Kritik veriler
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Asama - Sizinti

* rclone
 MEGA
« ChaCha8
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Asama - Pazarlik

| readme.txt - Notepad - (m} X

File Edit Format View Help
All of your files are currently encrypted by CONTI strain.

As you know (if you don‘t - just “"google it"), all of the data that has been encrypted by our software cannot be
recovered by any means without contacting our team directly.

If you try to use any additional recovery software - the files might be damaged, so if you are willing to try - try it
on the data of the lowest value.

To make sure that we REALLY CAN get your data back - we offer you to decrypt 2 random files completely free of charge.
You can contact our team directly for further instructions through our website :

TOR VERSION :|
(you should download and install TOR browser first https://torproject.org)

http://contirecjdhbzmyzuydyzrvm2c65blmvhoj2cvf25zqj2dwrrgcq5oad.onion/

HTTPS VERSION :
https://contirecovery.best

YOU SHOULD BE AWARE!

Just in case, if you try to ignore us. We've downloaded a pack of your internal data and are ready to publish it on
out news website if you do not respond. So it will be better for both sides if you contact us as soon as possible.

---BEGIN ID---

-—-END ID---

| RyukReadMe.txt - Notepad

File Edit Format View Help
Your network has been penetrated.

All files on each host in the network have been encrypted with a strong algorithm.

Backups were either encrypted or deleted or backup disks were formatted.

Shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

We exclusively have decryption software for your situation
No decryption software is available in the public.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT REMAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

This may lead to the impossibility of recovery of the certain files.

To get info (decrypt your files) contact us at
WayneEvenson@protonmail.com

or

WayneEvenson@tutanota.com

BTC wallet:
14hVKm7Ft2rxDBFTNkkRC3kGstMGp2Adhk

Ryuk

No system is safe
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CONTI
Recovery
service

If you are looking at this page right now, that means that your network was succesfully
breached by CONTI team.

Alll of r_11::ur files, databases, application files etc were encrypted with military-grade
algorithms.

If you are looking for a free decryption tool right now - there's none.

Antivirus labs, researches, security solution providers, law agencies won't help you to
decrypt the data.

If you are interested in out assistance upon this matter - you should upload
README.TXT file to be provided with further instructions upon decryption.

lBrnwse... | Mo file selected.

Web mirror
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CONTI Recovery service

Hello, are you ready to I'IE'gDTiﬂIE?
& days ago

As you already know - your network and all of your data were encrypted by CONTI team. Besides
the encryption process we've downloaded a large pack of your internal documents and files that
will be published in case our negotiations fail. How it happens can be seen on our website
The recovery price is $100.000. If you want to make sure we can recover all of your data - you
can send us the two files of your choice and we will decrypt them free of charge.
If we reach mutual agreement your will be provided with decryption tool, none of your internal data
will be published and you will be provided with security tips on how to avoid further breaches.

® We strongly recommend to review our offer in a timely manner.

& days ago

Hi are you there?? Kindly help us please

yes
5 days ago

Kindly help us we are ready to pay
¥ § 34

5 d
Price is very high? can you provide some discount to u

5 ds

How much time will it takes to decrypt after sending money o you

‘;’Ue will give the decrypt app immediately after payment and you can decipher everything for an
our

5 days ago

In addition, we stole your 50 gigabyte data
@ Within 24 hours, we will download the list of what downloaded from your network

5 days aga

tell us where we have to pay and kindly provide some discount please

5 day=s ago

Do you wait for listing or want to pay fast?
5 days ago

@ full-listing_legacy.txt [ 4MB ]

& days ago




Payment confirmed. Soon we'll send you all the required info and data.

19 hours ago

We'll send the data as the transaction will be confirmed in the Blockchain.

18 hours ago

Here is your data:

mega.nz
B BT R
u Nl B R N R

16 hours ago

The decryptor is being prepared now.

16 hours ago

[ 108kB ]

16 hours ago

Decryptor:

1) Launch the decryptor under Administrative rights

2) Wait till the decryptor window is closed

3) if any of the files haven't changed the extension back to the original - repeat 1
and 2

16 hours ago

decryptor.exe
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We have penetrated your network using email compromise. So, first of all -
growde all your employees with strict instructions regarding security measures.

asic recommendations regarding network:
1. Implement better email filtering policies
2. Implement better password policies

3. Consider blocking some particular attacks like pass-the-hash and pass-the-

ticket
4. Update all of your internal systems to the latest versions

5. Review network segmentation and take care about buying hardware firewalls

with filtering policies

6. Block kerberoasting attacks

7. Conduct full penetrations tests (both external and internal)
8. Implement better AV/EDR systems

9. Review group policies, remove domain and local admin rights for some

users.
10. Implement better DLP software system

5 days ago
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“GLENBROOK AUTOMOTIVE G...
& http://glenbrookautomotivegroup.com

Q (260) 484-1533
100 W Coliseum Blvd
Fort Wayne, IN 46805

£ Glenbrook Automotive Group, LLC is
an automotive company based out of 100
West Coliseum Boulevard, Fort Wayne,
Indiana, United States.

READ MORE »

If you are a client who declined the deal and did not find your
data on cartel's website or did not find valuable files, this does
not mean that we forgot about you, it only means that data was
sold and only therefore it did not publish in free access!

Search

“CREATIVE EXTRUDED PRODU...

& http://creativeextruded.com

Q 1414 Commerce Park Drive
Tipp City, Ohio 45371 USA

Phone 800-273-1535 or
937-667-4485
Fax 937-667-3647

(> Creative Extruded Products is a

precision custom profile extrusion and

injection molding cumc!Jany. specializing in
p

small to medium sized profiles as well as
molded components. Since 1979 Creative
has developed an innovative, experienced
staff capable of developing the extrusion

and injection molding systems to solve
your problems. Our experience has

developed capabilities ranging from the
extrusion, injection molding, and
fabrication.

BUBMSEEBRMAES

(172 @ IE L I T ] =]
021 READ MORE »

Web mirror Tor mirror

“JVCKENWOOD”

& http:/iwww.jvckenwood.com

Q@ 3-12, Moriyacho, Kanagawa-ku,
Yokohama-shi

Kanagawa

221-0022

Japan

= JVCKenwood focuses on car and
home electronics, wireless systems for
the worldwide consumer electronics
market, professional broadcast, CCTV
and digital and analogue two-way radio
equipment and systems.

BUE NS HERI25EH

10/19/2021 @ READ MORE »

596
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Referanslar

- https://www.prodaft.com/resource/detail/conti-ransomware-group-
depth-analysis
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https://www.prodaft.com/resource/detail/conti-ransomware-group-depth-analysis

Thank you!
Any Questions?

f’ PurpleBox

www.prplbx.com



