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There is no cloud

it's just someone else's computer
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Genel Bakis

Cloud Computing Nedir?

Cloud Forensics Nedir?

Cloud vs. Digital Forensics
e Bulut Mimarisi Turleri
e Bulut Turleri

Cloud Forensics Adimlari

* Tanimlama (ldentification)

* Koruma ve Toplama (Preservation and Collection)
e Tespit Etme (Detection)

* Analiz (Analysis)

Cloud Forensics Zorluklari
AWS’te Cloud Forensics
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Bulut Bilisim:

* Gelecegin teknolojisi = bircok organizasyonun
stratejisinin, operasyonlarinin ve altyapisinin
ayrilmaz bir bileseni.

 Ozel ve kamu sektdri kuruluslari,
v Maliyetleri azaltmak,
v Veri yonetimini iyilestirmek
v lletisim ve isbirligini gelistirmek.
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Avantajlar: c

Yiksek kullanilabilirlik (High Availability)
Olceklenebilirlik, esneklik ve ceviklik

Hata Toleransi (Fault Tolerance)

Olaganusti durum kurtarma (Disaster
Recovery)

Maliyet optimizasyonu
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Dezavantajlar / Zorluklar: O

Regulasyonlar

Sinirh kontrol

Glivenlik ve Gizlilik

Atak Yiizeyi Fazlahgi

s glicU eksikligi

EKVKK (g

@ KISISEL VERILERI KORUMA KURUMU
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 Bulut bilisim—> saldirganlar icin yeni bir

saldiri alani. ') L

e Bu vakalari arastirmak icin bulut adli ® — =] coogecogpation é‘ o
bilisim (Cloud Forensics) . .-
* Cloud Forensics = Daha karmasik &
e Veriler tGclncu tarafa ait bir sunucuda?

e Bulut islemi saglayicilari (Cloud Providers) ‘ % " ey 51 S
";,,,0’ SV | - TR
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e AWS
* Google
* Azure

“Cloud forensics is the application of digital forensics in cloud computing as a subset of
network forensics to gather and preserve evidence in a way that is suitable for
presentation in a court of law.”
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Bulut Mimarisi Turleri

Enterprise IT Infrastructure - Platform Software
(legacy IT) B (as a Service) Q (as a Service) (as a Service)
— o — @©
Applications % Applications é [ Applications
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Operating Systems Operating Systems

Virtualization

Customer Managed

Servers

DSSBUE’W 12pINOI-

Storage
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Networking

Data Centers
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Bulut Mimarisi Turleri

e [aaS e PaaS

Elastic
Beanstalk

Amazon EC2

G I - ,
@ Cg?ngp?.lte App Engine
Engine

DigitalOcean
OPENSHIFT

e SaaS
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Dropbox

=l

s
HubSpbt



f‘PurpleBox
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Bulut Tlirleri
CUSTOMER
Public Cloud Hybrid Cloud
Cloud Service Providers:
Amazon Web Services Private Cloud
Google Cloud Platform On-Premise
Microsoft Arure

Customer Data

Platform, Applications, Identity & Access Management

Operating System,Network and Firewall Configuration

Client-side data encryption, data integrity and authentication

Server side encryption

Networking traffic protection

Software

Compute Storage Database Networking

Hardware/AWS Global Infrastructure

Regions Availability Zones Edge Locations
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Tanimlama (ldentification):

Faaliyetleri tanimlama asamasi:
* Bir kisi tarafindan yapilan bir sikayet,
e |DS tarafindan tespit edilen Preservation and Collection ﬁiﬁﬂ
anormallikler, -
* Bir denetim izi nedeniyle izleme ve
profil olusturma, 2 liailh, @

e Bir buluttaki sipheli olaylar.
Analysis ‘g
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Koruma ve Toplama (Preservation and Collection):

Identification

Hukuki ve adli standartlara uygun olarak, butin
kaynaktan, butlinliglne zarar vermeden veri
toplama asamasi:

* Buylk veri depolama alanlarina ihtiyac,

* Veri koruma ve gizlilik sorurllarl,. | Detection @

e Bulutta depolanan kanitlar Gzerindeki

etkilerine iliskin kural ve dizenlemeler.
Analysis ‘g
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Tespit Etme (Detection):

Identification

Birden fazla yol ve algoritma kullanarak (Filtering, Preservation and Collection !;T,_J
Pattern Matching) stipheli etkinligi veya kot amacli “

\

) Analysis ‘g
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Analiz (Analysis):

Identification

Analiz etme asamasi:

* Arastirma,

e Kanit bulmak icin sorular sorma,
* Raporlama.

n

Preservation and Collection S|~
e

Detection
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 Mimari: Cesitlilik, karmasiklik, kaynak, coklu kiracilik ve veri ayrimi ile ilgilenme.
e Veri toplama: Veri batunltgu, veri kurtarma, veri konumu ve gérutntuleme adresleme.

e Analiz: Korelasyon, yeniden yapilandirma, zaman senkronizasyonu, gliinlikler, meta veriler ve
zaman cizelgesi sorunlarinin belirlenmesi.

* Anti-adli: Adli analizleri 6nlemek veya yanlis yonlendirmek icin tasarlanmis sasirtma, veri gizleme
ve kotl amach yazilimlar.
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N

* Olayailk mudahale eden kisiler: Bulut saglayicilarinin gtivenilirligini, yanit sliresini ve yeniden
yapilandirmayi dogrulama.

* Rol yonetimi: Veri sahiplerine hitap etme, kimlik yonetimi, kullanicilar ve erisim kontrolleri.
e Hukuki: Yargi bolgelerine, yasalara, hizmet diizeyi anlasmalarina, sézlesmeler.
e Standartlar: Standart isletim proseddrlerini, birlikte calisabilirligi, test etme ve dogrulama.

e Egitim: Adli mifettislerin ve bulut saglayicilarinin yeterli bilgiye sahip olmasini saglamak.

©
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« Amazon Web Services (AWS), lider ve en yaygin
kullanilan bulut platformu,

* DlUnya capindaki veri merkezlerinden 200'ln
Uzerinde servis,

* En hizli buylyen startup'lar, en biayuk kuruluslar ve
onde gelen devlet kurumlarinin dahil oldugu
milyonlarca musteri.

[ sEsFamazon |

webservices /
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 AWS, musterilere karmasik, kurumsal dlcekli AWS ortamlarinda cloud forensics
konusunda yardimci olacak cesitli araclar saglar.

* Bu araclari ve servisleri kullanmak ve yonetimi bizim sorumlulugumuzda!

oy
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* v Amazcgrd Duty

AWS CloudTrail AWS Config

VPC Flow Logs




f‘PurpleBox
AWS'’te Cloud Forensics "0

m@ Y O @‘% Y 9
&

w “ L

vvvvvvvv = aws S

- Investigation Reparts




f‘PurpleBox

AWS’te Cloud Forensics

AWS CloudTrail: ‘

AWS CloudTrail

"9}

* Hesap etkinligini izleyip kaydederek depolama, analiz ve diizeltme eylemleri,

* “Who to blame?”

_

AWS CloudTrail
Records user activity and
APl usage in AWS services

Store
Deliver events to
Amazon 53 and Amazon
CloudWatch Logs

|[| 00
+0

Monitor
Detect unusual AP activity
with CloudTrail Insights or
Amazon EventBridge

o
©
L

Analyze
View recent events
in the AWS CloudTrail
console, or analyze log
files with Amazon Athena

lll

) Audit

Ny

”r_ Security
S Maonitoring

/H' Operational

. Troubleshooting
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AWS CloudTrail:

AWS CloudTrail

Filter: Select attribute Enter lookup value Time range: Selecttime range

Event time

2016-08-31, 12:01:55 AM skeddly-91617669819b49b... CreateTags snap-073936e644d3c0c22
2016-08-31, 12:01:55 AM skeddly-91617669819b48b. .. CreateTags snap-0f94c0668d6367137
2016-08-31, 12:01:43 AM skeddly-91617669819b49b... CreateSnapshot EC2 Volume and 1 more vol-Obc4a5a21549590d5 a...
2016-08-31, 12:01:41 AM skeddly-91617669819b49b... CreateSnapshot EC2 Snapshot and 1 more snap-0c05588186ff04bfe a...
2016-08-31, 12:01:41 AM skeddly-91617669819b49b... CreateSnapshot EC2 Snapshot and 1 more snap-06731e20f5eeabd83 ...
2016-08-31, 12:01:40 AM skeddly-91617669819b49b... CreateSnapshot EC2 Snapshot and 1 more snap-05c0663fc1942d5af a...
2016-08-31, 12:01:39 AM skeddly-91617669819b49b... CreateSnapshot EC?2 Snapshot and 1 more snap-02210794c53ad5d34 ...
2016-08-31, 12:01:38 AM skeddly-91617669819b49b. .. CreateSnapshot EC2 Snapshot and 1 more snap-092baSdaale61287b...
2016-08-31, 12:01:22 AM skeddly-271ecadd5ab6425... CreateTags vol-05047478457ee4707
2016-08-31, 12:01:19 AM skeddly-91617669819b49b... CreateSnapshot EC2 Volume and 1 more vol-559aafba and 1 more
2016-08-31, 12:01:18 AM skeddly-91617669819b49b... CreateSnapshot EC2 Volume and 1 more vol-d9cdc3c2 and 1 more
2016-08-31, 12:01:17 AM skeddly-91617669819b49b. .. CreateSnapshot EC2 Snapshot and 1 more snap-0e2a04d2173ae1fad ...
2016-08-31, 12:01:16 AM skeddly-91617669819b49b... CreateSnapshot EC2 Volume and 1 more vol-58a43340 and 1 more
2016-08-31, 12:01:16 AM skeddly-91617669819b49b. .. CreateSnapshot EC2 Volume and 1 more vol-0f3dfeOb0b6ad3029 an...

User name

Event name

Resource type

Resource name
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AWS CloudTrail:

AWS CloudTrail

Filter: Resource type =

Event time

k 2015-03-D4

k 2015-03-04

L] 2015-0c3-04

k 2015-03-04

k 2015-03-04

k 2015-03-04

] 2015-0c3-04

L 2015-0:3-04

k 2015-03-04

k 2015-03-04

L] 201500304

L 2015-0:3-04

L4 2015-0c3-04

i e I e e NI S

User name
1005442 AM John
10053018 AM John
10051559 A Jeffgarr
10:51:29 AM JeffBar
10050055 AM Jefmsarnn
10:4T:55 AM JonnDoe
10:45.08 AM Jeffdarr
1004448 AM Jetisam
1004434 AR JeffBarr
10043559 AM Shvakanth
10:4%:58 AM Sivakanth
1004358 AR Svakanth
101614 AM jaymul

Date range:

Event name

Stoplnstances
ConsoleLagin
CreateLoginProfile
Createllser
ConsoleLogin
ConsoleLagin
CreateLoginProfile
AddUserToGroup
Createlser
Runinstances
CreateSecurity Group
Authorize SecurityGroupingress

UpdateTrail

Resource type

Inslance

User

User

User

Group and 1 more

User

SecurityGroup and & mare
SecurityGroup and 1 more
SecuriyGroup

Bucket and 1 mare

(4]

Resource name

-BBINATT2
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admins and 1 more

T
e L -.M.n S
.-EFL*_'»'@&VM b -;'-;e%‘

50-e6idT 182 and T more

59-e6idT 182 and 2 more
sg-ebBidT182

cloudtrad-2014-lavnches and
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AWS VPC Flow Logs: =

VPC Flow Logs

* VPC'deki ag arayuzlerine gelen ve giden IP trafigi hakkinda loglama.

CloudWatch *> Log Groups »* /faws/vpc/demo > eni-08 NGNS -=

Message

2019-08-06 06:29:58
No older events found-at the-moment. Retry:

2 4 - -ni-0: I S.234.179.125 172.31.22.145 59003 82 6 3 140 1565072998 1565073000 REJECT OK

2 473N -ni-0cH - ©1.189.89.198 172.31.22.145 123 45139 17 1 76 1565873020 1565073037 ACCEPT OK

2 A - -ni-0C R RC.151.187.126 172.31.22.145 54553 8@ 6 1 6@ 1565873020 1565873037 REJECT OK

2 4/ oni-0c 27 .208.66.136 172.31.22.145 57975 80 6 4 240 1565073020 1565073037 REJECT OK
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AWS Macie: B

e S3 servisinde depolanan hassas verileri otomatik olarak kesfedip siniflandirarak veri
kaybini dnleyen AWS servisi.

L e J
Amazon Macie Continually evaluate your
Enable Amazon Macie $3 environment Discover sensitive data Take action
with one-click in the AWS Automatically generates an Analyzes buckets using Generates findings and
Management Console or a inventory of S3 buckets and machil_'le learn_ing and pattern sends to Amazon
single API call details on the bucket-level matching to discover sensitive CloudWatch Events for
security and access controls data, such as personally integration into workflows

identifiable information (PIl) and remediation actions
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AWS Config: O

AWS Corfig

 AWS kaynak yapilandirmalarini surekli olarak izleyen, kaydeden ve beklenmedik bir

vapilandirma oldugunda alarm ya da bildirim sistemlerinin entegre edilebildigi AWS
servisi.

—— AWS Confi
éi:/}@ . J;m APIs &ugnngsnle
O H nno {}:
:‘D| | — &~ {{E Amazon SNS
fﬁ‘ |_| @ M AWS Config
AWS Config records and Amazon

> . normalizes the changes &
Cg?jugr: ri:t;;:;r:] ::'E;gE into a consistent fomat. Q CloudWatch

resources.
@ Amazon 53
-=-[8
4
— | |0 — Access change history and

—|---[&- g - compliance results using the
consale or APls. CloudWatch
Events or SNS alert you
when changes oceur.
Deliver change history and
snapshot files to your 53
bucket for analysis.

AWS Config automatically evaluates
the recorded configurations against
the configurations you specify.
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AWS GuardDuty:

Amazon GuardDuty

* AWS hesaplarinizi korumak icin kot amacli etkinlikleri veya anormal davranislari
surekli olarak izleyen bir tehdit algilama hizmeti.

@» Amazon S3

' 'Ej Container o=
7\,‘ ‘\,.‘ @ D workloads il R

|
i

E

Amazon GuardDuty
A threat detection service
that continuously monitors
for malicious activity and
anomalous behavior

Activate GuardDuty
With a few clicks in the
console, monitor all your
AWS accounts without
additional software to
deploy or manage

S Accounts and users

L

D

Continuously analyze
Automatically and
continuously monitor
AWS workloads and
resources for potential
threats at scale

, VAl ﬁ/l j}\:}: Instance workloads &

Intelligently detect threats Take action

GuardDuty uses machine
learning, anomaly detection,
and integrated threat
intelligence to identify and
prioritize potential threats

Review detailed findings in the
console, integrate into event
management or workflow
systems, and initiate AWS
Lambda for automated
remediation or prevention
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