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Siber Tehdit Istihbaratinin Tanimi

Siber Tehdit Istihbarati (CTI), siber saldirilara karsi hazirlik, 6nlem veya miudahale eylemleri gerceklestirebilmek amaciyla
olgun kararlar verme yetenegi saglayan; tehditler ve tehdit aktorleri hakkinda aksiyon alinabilir bulgular toplanmasina ve

analiz edilmesine imkan veren bilgilerdir.

Istihbarat hem bir sonug, hem de bu sonuca ulasilan surectir.
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Temel Kavramlar

Siber Tehdit: Siber Tehdit, bir kontrol sistemi cihazina ve/veya
sebekesine yetkisiz erisime tesebbus etme ya da bir bilgisayar

agini bozma olarak tanimlanmaktadir.

« Ransomware

» Phishing/Sosyal MUhendislik

« O-day Zafiyetler

* Veri Hirsizligi

« Siber Dolandiricilik ve Siber Casusluk
 Hizmet Disi Birakma (DDoS)

« Donanim ve Techizata Hasar Vermek
o Kritik Altyapi Saldirilar

« Web Ataklar
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1. infection

Stuxnet enters a system via a USB stick and
proceeds to infect all machines running
Microsoft Windows. By brandishing a digital
certificate that seems to show that it comes
from a reliable company, the worm is able to
evade automated-detection systems.
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4. compromise

The worm then compromises the
target system’s logic controllers,
exploiting “zero day" vulnerabilities-
software weaknesses that haven't
been identified by security experts.

HOW STUXNET WORKED

2. search
Stuxnet then checks whether a given
machine is part of the targeted indus-

trial control system made by Siemens.

Such systems are deployed in Iran to
run high-speed centrifuges that help
to enrich nuclear fuel.

5. control

In the beginning, Stuxnet spies on the
operations of the targeted system. Then it
uses the information it has gathered to
take control of the centrifuges, making
them spin themselves to failure.

3. update

If the system isn't a target,
Stuxnet does nothing; if it is,
the worm attempts to
access the Internet and
download a more recent
version of itself.

6. deceive and destroy
Meanwhile, it provides false feed-
back to outside controllers, ensur-
ing that they won't know what's
going wrong until it'’s too late to do
anything about it.
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Temel Kavramlar

Tehdit Aktoru: Kurum ve kuruluslara yonelik tehditler, dUsman

hukUmetler, hacktivist gruplar, terorist gruplar, hosnutsuz

calisanlar ve kotu niyetli kisiler de dahil olmak Uzere cok sayida

kaynaktan gelebilir.
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Siber tehditlerle karsilasmadan énce hazirlikh olabilir miyiz ?
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Devlet Destekli
Tehdit Aktorleri:

Bu tehdit gruplari bagli olduklari
devlet tarafindan cok iyi finanse
edilmektedir ve siklikla karmasik
hedefli saldirilar
gerceklestirmektedir. Genelde
politik, ekonomik, teknik ve askeri
sebeplerden kaynakli
motivasyonlari/hedefleri vardir.

Esas amaclari ulke cikarlaridir.

Organize Suc¢ Ekipleri

Bu saldiri gruplari en fazla kari
getirecek eylemleri
gerceklestirmeyi tercih ederler.
Cenelde musterilerin ve
calisanlarin sosyal guvenlik
numaralari, saglik kayitlari, kredi
kartlari ve bankacilik bilgileri gibi
kisisel bilgileri ele gecirip bunlar
uzerinden fidye alma islemini

gerceklestirirler.

Hacktivistler:

Bu saldirganlar genelde politik
amaclar gutmektedir. Amaclari
propagandayl dagitmaya
yardimci olan yuksek profilli
saldirilar olusturmak veya karsi
olduklari kuruluslara zarar
vermektir. Temel amac
kendilerine fayda saglamak ve
problem olarak gérdukleri bir

konuya dikkat cekmektir.

Siber Teroristler:

Internet’i, tehdit ya da yildirma
yolunu kullanarak siyasi ve
Ideolojik kazanimlar elde etmek
amaciyla kullanmaktadirlar.
Bilgisayar virusleri, gibi araclar
araciliglyla internete bagl kisisel
bilgisayarlarin aglarini bozmasi
gibi eylemleri iceren bir internet
teror eylemi olarak kabul

edilmektedir.

Casuslar:

Siber casuslar, kisilerden,
rakiplerden, gruplardan,
hukumetlerden; kisisel,
ekonomik, politik ve askeri
acidan avantajlari dusmana karsi
kullanmak icin bilgi edinmeye

calisirlar.

Ticari Rakipler:

Ayni endustri icerisinde bulunan
firmalar, aralarindaki ticari
rekabetten dolayi karsi tarafa
zarar verme girisiminde
bulunabilirler. Bunu bagska
kurum ve Kisilerle
gerceklestirebilecekleri gibi
bireysel olarak da hareket

edebilmektedirler.

Isinden Memnun Olmayan

Mutsuz Calisanlar

Kurumlara karsi kotu niyetli
faaliyet gbsteren Kisilerin tamami
disaridan gelmek zorunda
degildir. Isinden memnun
olmayan, mutsuz calisanlar daha
fazla maddi kazanc elde etmek
veya is hayatinda karsilasilan
tatsiz olaylardan dolayi intikam
almak icin karsi firmalarla isbirligi

yapabilirler.
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Veri (Data): Bir konu hakkinda arastirma, tartisma, bilgi edinme, akil yUrutme
sonucunda olusmus olan islenmemis, yorum yapmaya yapmaya imkan verecek

duzeyde sistemlestirilmemis ham bilgidir.

Enformasyon (Information): Enformasyon (malumat) en genel anlamda belirli ve

dar kapsamli bir konuya iliskin, derlenmis bilgi parcasidir. (Siniflandirma)

Bilgi (Knowledge): En kisa tanimiyla bilgi, islenmis “veri"dir. Veri, olgularin harf, sayi,
renk gibi sembollerle ifade edilmesi iken, bilgi, herhangi bir konu ile ilgili verilerin
bir araya gelmesi ile olusan aciklayici ifadeler butunddur. Yani verilerin akil

suzgecinden gecirilmeden onceki eliminasyonudur.

istihbarat Hunisi

Information

Knowledge

Intelligence

Collection

' Processing

Analysis

N/
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Siber Tehdit Istihbaratinin Asamalari

» |[stihbarat sureci, tehditler hakkinda hicbir
fikrimizin olmadigi ve onlari bulmaya calistigimiz

“bilinmeyen bilinmeyenler” asamasinda baslar.

Known Knowns

« Tehditlerle ilgili verileri edindikten sonra “bilinen

bilinmeyenler” adi verilen ikinci asama; tehditlerin .
Intelligence
anlamlandirilmasiyla devam eder.
o Saldirilarin arkasindaki nedenler, izlenebilecek Unknown Unknowns

yaklasimlar icin tehdit aktorleri hakkinda bilgi

toplama sureci ve organizasyonlarin BT altyapisini
koruyabilmek icin alinabilecek aksiyonlar son

asamada; “bilinen bilinenler” olarak tanimlanir.

P—10
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Siber Tehdit istihbaratinin Turleri

Tehdit istinbaratinin turlert;

Stratejik

Taktiksel

Operasyonel

Teknik

P— 11
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Long-Term Use

Strategic

High-level information on
changing risks

Consumed by High-Level
Executives and
Management

Operational

Information on specific
incoming attack

Consumed by Security
Managers, Network
Defenders

High-Level

Tactical

Information on attacker’s
tactics, techniques, and
procedures (TTPs)

Consumed by IT Service
and SOC Managers,
Administrators

Technical

Information on specific
indicators of compromise

Consumed by SOC Staff,
IR Teams

Low-Level
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Siber Tehdit Iistihbaratinin Olusumu

Threat Intelligence Platform STRATEGIC Exposure Identification

Risk Assessment

Sensor/Filter Enrichment
Impact Assessment

. OPERATIONAL
Information

Processing

Current Investigations
TACTICAL TTP Analysis
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Security Analytics

| TECHNICAL Identify Active Campaigns/loCs

Security Information
and Event Management

P— 12
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Indikator Kavrami

Indicators of Compromise (loC)

loC gostergeleri, bir sistem ve agdaki olasi izinsiz girisimlerin adli delilleridir. Bu deliller bilgi guvenligi
uzmanlari ve sistem yoneticilerinin aga izinsiz giris denemeleri ve diger kotu niyetli etkinlikleri tespit
etmelerini saglar. Guvenlik arastirmacilari, belirli bir kot amacl yazilimin tekniklerini ve davranislarini daha

Iyl analiz etmek ¢in 1oC verilerini kullanirlar.

P—13
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Indikator Kavrami

loC Bulgulari
« Olagan Disi Ag Trafigi

Yuksek Yetkili Kullanict Hesaplarindaki Anormallikler

Cografi Aykiriliklar

Anormal Girisler

HTML Yanit Boyutu

Ayni Dosya Icinde Cok Sayida Istek

Veri Tabani Okuma Hacminin Artmasi

P— 14
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SOP ve loC lliskisi

IP Adresleri Domain Adresleri

 Hangl ag cihazlari organizasyon icin daha kritik?  Guvenlik analistlerinin domain trafigini analiz
etme kapasitesi var mi?
« Kritik ag cihazlarinin icerden veya disardan
sUpheli/zararli IP adresleri ile iletisimini tespit « Guvenlik analistleri domain adreslerine ait

edebilmek mumkun mu? ‘whois” sorgularint analiz edebiliyor mu?

P—15
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SOP ve loC lliskisi

URL Adresleri Zararli Yazilim Hash Degerleri ve Zararl Dosya Isimleri

« GuUvenlik analistleri stpheli/zararli URL « Guvenlik analistleri organizasyondaki herhangi
adreslerini ve organizasyondaki hangi bir cihazda tespit edilebilecek zararli yazilimlari
kullanicilarin o adresleri ziyaret ettigini takip tespit edebiliyor mu?

edebiliyor mu?

P— 16
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Siber Tehdit Istihbaratinin Guivenlik Uriinleri lle Korelasyonu

Siber guvenlik olaylarini belirleme, izleme, kaydetme, denetleme ve analiz etme gibi anlik SOC islevlerini yerine getirmektir.

BT varliklarinin dis tehditlere karsi zarar gormesini engeller.

P—17
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“Pyramid of Pain” Tanimi

Tools Challenging

Network/Host

Artifacts Annoying

Domain Names Simple

_Easy
_”“a'

P—18
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Siber Tehdit Istihbaratinin Onemi

Siber tehditlere karsi derinlemesine analiz ve icgoru saglar,

Veri sizintilarini ve itibar kayiplarini onler,

Hedef alinabilecek envanterlerin yonetimini saglar,

Stratejik ve taktiksel kararlar alinabilmesi adina aksiyon alinabilir bulgular sunar,

Potansiyel tehditlere karsi TTP (Teknik, Taktik ve Prosedur) saglar.

P— 19
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Siber Tehdit istihbarati Analistlerinin Sorumluluklari

Guncel ve dogdru verilerin Deep, Surface Web, istihbarat kaynaklari/araclari aracilidiyla toplanmasi.

« Toplanan verilerin analiz edilmesi ve siber guvenlik farkindaligina iliskin teknik aciklamalarin yapilmasi.

« Organizasyonun sahip oldugu risklerin belirlenmesi ve bulgularin, ust duzey sirket yoneticilerine paylasacak sekilde

Istihbarata donusturulmesi.

« Hem ic hem de dis tehdit aktorleri tarafindan gerceklestirilen saldirilarin belirlenmesi, izlenmesi, degerlendirilmesi ve

bunlara karsi sikilastirma uygulanmasi.

e GuUncel saldirilara ait TTP bulgularinin kesfedilmesi ve anlamlandiriimasi.

P—20
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Siber Tehdit istihbarati Analistlerinin Sorumluluklari

lliskisel bilgilerin, loC'lerin ve TTP'lerin analiz edilerek gelisen potansiyel tehditler hakkinda aksiyon alinabilir istinbarat

uretilmesi.

Tehdit aktorlerinin ozelliklerini ve aliskanliklarint analiz ederek dusunce yapilarinin anlasilmasi.

Etkili savunma ve sikilastirma stratejileri olusturmada organizasyonlara rehberlik edilmesi.

Zamanlamaya uygun olan tehdit raporlari olusturarak BT, olay mudahale ve SOC ekipleriyle isbirligi yapilmasi.

A
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Siber Tehdit istihbaratinin Yasam Dénguis:

Dissemination and Integration
* Deliver the intelligence to the intended
consumers at different levels
Strategic (High-Level Business Strategies)
Tactical (TTPs)
Operational (Specific Threats)
Technical (loCs)

Istihbarat bulgularinin

toplanmasi, karsilastirilmasi, Rl anid Brodadin

de@erlendirilmesi, \4S Combine information from phase 3 into
5 . a single entity
yorumlanmasi surecidir. Include facts, findings, and forecasts

Analysis should be
Objective
Timely
Accurate
Actionable
Perform confidence-based analysis

Planning and Direction

* Define intelligence requirements
Make a collection plan
Form an intelligence team
Send requests for data collection
Plan and set requirements for other phases

Threat Collection

Collect required data that satisfies

Lifecycle intelligence goals
* Collection sources include

OSINT

3 HUMINT
IMINT
MASINT, etc.

Intelligence 2 .

> e

Processing and Exploitation

* Process raw data for exploitation

* Convert processed data into usable format
for data analysis
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Siber Tehditler
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Siber Saldirilar ve Atak Vektorleri

« Yetkisiz erisim elde etmek! Atak Vektorleri

« Sisteme sizmak ve veri ele gecirmek  Cloud Tehditler

 APT Gruplari

« Zararli Yazilimlar

« Botnet Saldirilari

* |Insider Tehditleri

« Phishing Saldirilari

= Motivasyon + Metot + Zafiyet « Web/Mobil Uygulama Tehditleri

« loT Tehditleri

P—24
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Siber Tehditler ve Kategorileri

P— 25

Network Threats

Information gathering
Sniffing and eavesdropping
Spoofing

Session hijacking and Man-in-the-
Middle attack

DNS and ARP Poisoning
Password-based attacks
Denial-of-Service attacks
Compromised-key attacks

Firewall and IDS attacks

Host Threats

Malware attacks
Footprinting

Profiling

Password attacks
Denial-of-Service attacks
Arbitrary code execution
Unauthorized access
Privilege escalation
Backdoor attacks

Physical security threats

Application Threats

Improper data/Input validation
Authentication and authorization attacks
Security misconfiguration

Information disclosure

Hidden-field tampering

Broken session management

Buffer overflow issues

Cryptography attacks

SQL injection

Phishing

Improper error handling and exception
management
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Siber Tehditlerin Motivasyonu

Siber saldirilarin arkasindaki genel nedenler;

Isletme sUrekliligine zarar vermek veya bozmalk,

Bilgi hirsizligy,

Veri manipulasyonu,

« Kritik altyapilari bozarak korku ve kaos yaratmalk,

 Hedef sektor veya firmaya finansal kayip ugratmalk,

« Dinli veya siyasi iInanclari yaymak,

« Devletlerin askeri hedeflerini ifsa etmek, ele gecirmek, casusluk yapmalk,
« |ntikam almak,

* Fidye talep etmek.

P— 26
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CTI Nasil Uretilir,
Analistin Rolu Nedir?




No.02

CTI Nasil Uretilir Analistin Rolu Nedir

£ BANKA HESAPLARI SET VEYA YUZDE OLARAK KiRAYA VERILIR(Giivenli islem)

- Arama motorlari (Google, Yandex, Bing) Arkadaglar herkese merhabalar.

_ Tdm hesaplarimiz mevcuttur.

Isteyene SET olarak, isteyene KOMISYON karsiliginda kiraya verilir.
- 10T Scanner (Shodan, Fofa, Zoomeye, Censys, Netlas.io) Escrow vs. kendinizi garantiye almak isteyeceginiz her turli islem

kabul edilir.
sahipleri bizdedir.
. Sosyal medya Hesaplar sifirdir, herhangi bloke durumu séz konusu degildir.
B . Tiim Banka Hesaplan Saglamr )

« Telegram, Discord, ICQ ve Whatsapp gruplari, IRC Tim Bankalara ait . karti meveuttur.

1K'a kadar %25, 1K iizeri islemleriniz icin %20 pay talep edilir.
Bank Login, Kapora gibi bir siniflandirmam yok tiim islemleri hesaplara alabilirsiniz.

1 ADET KARTI + SIM CARD + INTERNET BANKACILIGI + SAHIBINE AIT ONLU ARKALI KIMLIK

Yiiksek tutarda ki islemler icin forum yonetimine ait Escrow

« Surface & Deep Web Forumlari

« Ransomware Gruplari

P— 28
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CTI Nasil Uretilir Analistin Rolu Nedir

3abnokupoBaH
PermcTpauwA 7 HoR 2016

CoobLeHuA 305
PeakLu1 400
bannobl 130
Skype 5]

25 ®es 2017

w AnthOny

Mpopado 6yaeT 3 noctyna. MNepBOMY KyMHUBLUEMY
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JabnoknposaH
PermcTpaumwAa 7 HoR 2016

CoobLeHnA 305
PeakLum 400
Bannoi 130
Skype 5]

4 @es 2017

B HaNW4Y“WKW MHOTO AOCTYNOB K NOYTaM aJMHH
KITWEeHTaMm, NapTHEpaM, a TaK e No BO3IMOMH
LleHa 3a 1 noyTy no BeIGOpKE - 18, LueHa GUKC
Takwe MOMHO NoKynaTb onTtom no 10-30-100
MpUHUMaD Kak qiwi - 7952**59*4 Tak 1 bic.

fl HE HECY OTBETCTBEHHOCTH 3a TO YTO Haxoay
CnMcKK OCTYNOB K NOYTE NOCTOAHHO NONont

KoHTaKTh! Nog, aBoil.

MepBbiM TPEM NHOBaA NOYTA U3 CNMCKA - Becr

o Xristianin, Laran112, Yuxya-Xya u ewle 1 yenosek
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CTI Nasil Uretilir Analistin Rolu Nedir
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CTI Nasil Uretilir Analistin Rolu Nedir
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TURKIVE IS BANKASIAS.

T.C. ZIRAAT BANKASIAS

T.C. ZIRAAT BANKASIAS.

TURKIVE GARANTI BANKASIAS.

TURKIVE VAKIFLAR BANKASIT.A. O

TURKIVE GARANTI BANKASIA. S

TURKIVE GARANTI BANKASIA_ S

TURKIVE VAKIFLAR BANKASIT. A O

TURKIVE GARANTI BANKASIAS.

T.C. ZIRAAT BANKASIAS

KUVEYT TURK KATILIM BANKASIA S

FINANSBANKA.S. - ENPARA

PAPARA ELEKTRONIK PARA VE ODEME

TURKIVE VAKIFLAR BANKASIT. A O

AKBANK TAS.

Buy&Check (6.59)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.5%)

Buy&Check (6.59)




CTI Nasil Uretilir Analistin Rolu Nedir

Open Source Intelligence
(OSINT)



04

Zararl Yazilimlar lle
Ornek Olay Incelemesi
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Virus

Bilgisayar virusu, kullanicinin izni
ya da bilgisi dahilinde olmadan
bilgisayarin calisma seklini
degistiren ve kendini diger
dosyalarin icerisinde gizlemeye
calisan bir tur bilgisayar

programidir.

P— 34
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2.

Keylogger (Tus Kaydedici)

Kurulduklari sistemin klavye
girdilerini, anlik ekran
goruntulerini, sistem loglarini,
program acilis ve kapanis

saatlerini bilgisayar uzerinden

alarak kotu niyetli kisiye gonderen

programlardir.

—

XD

Worm

(Solucan)
Solucanlar, viruslerin bir alt

dalidir. Kendilerini surekli farkli
cihazlara kopyalarlar. Bir
bilgisayara girdiginde digerlerine
sicramak icin cihaza takilan Flash
Disk, SD Card ve CD’lere

kendisini kopyalar.

—~
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Trojan (Truva Ati)

Kurbanin icerisinde ne oldugunu
bilmeden calistirdigi ve gayet
masum gorunen, cogu zaman AV
tarafindan tespit edilemeyen
yazilimlardir. Kurbana kendi istegi

lle indirtilip calistirilir.

A

~—

Adware (Reklam Yazilimi)

Bilgisayara herhangi bir zarar
vermezler ve bilgi calmazlar. Bu
yazilimlari yazan saldirganlar,
reklamlara tiklandikca para
kazandiklari icin maddi amaclarla

bu isi yapmaktadirlar.

«  LISTENING @898 #NYAN]

Clients Logs Builder
Country IP Address UserID
LocalHost 192.168.1.90 46AE11BAS731 TEST
OMLINE CLIENTS [1] SELECTED CLIENTS [0]
IN\'d =

—

p—

—

o

—

User Name Version Operation System

LimeRAT

Installation Anti Virus Ransomware

AVAILABLE KEYS TO DECRYPT [0]

—~

N
\\.}I

7PN

Ransomware (Fidye Yazilimi) Stealer Zararl Yazilimi

Ransomware, zararli yazilimin
kurbanin bilgisayarinda yaptigi
degisikliklerin geri alinmasi icin
bir ddeme talebinde bulunur.
Kurbanin sistemine normal

olarak erisimi engellemektedir.

Stealer bulastigi sistemlerden
bilgi toplayan bir Truva
zararlisidir. Toplanan veriler
tarayicilarda kayitli olan kullanici
adl, parola, kredi karti verileri gibi

ozluk bilgilerini icermektedir

Spread Ping M
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Telegram: https://T.

Build ID: @MegogoSell  Stealer Zararlsim Dagitan Tehdit Aktorindn Kulamc Adi

IP: 88.230.2mmmisll) Kurbanin IP Adresi

FileLocation: C:\Windows\Microsoft.NET\Framework\v4.e.3@319\AppLaunch.exe

UserName: nazik

Country: TR

Zip Code: 35240

Location: Izmir, Izmir

HWID: DBFE!BQABAm
Current Language: Turkish (Turkey)
ScreenSize: {Width=1920, Height=1880}
TimeZone: (UTC+@3:00) Istanbul
Operation System: Windows 1@ Home x64
UAC: Allowall

Process Elevation: False

Log date: 12/20/2021 3:16:03 AM

Available KeyboardLayouts:
Turkish (Turkey)

Hardwares:

Name: Intel(R) Core(TM) i5-446@ CPU @ 3.20GHz, 4 Cores
Name: NVIDIA GeForce GTX 1060 3GB, 3221225472 bytes
Name: Total of RAM, 8134.65 MB or 8529797120 bytes

Anti-vViruses:
Windows Defender

P— 36

User Info

<:> CBepanTe HUK

@Megogosell

ADD TO CONTACTS

URL: https://giris.hepsiburada.com/
Username: @gmail.com
Password:

Application: Google [Chrome] Default

URL: https://auth.riotgames.com/login
Username:
Password:
Application: Google [Chrome] Default

URL: https://isube.payfix.com.tr/register
Username:

Password:

Application: Google [Chrome] Default

URL: https://accounts.google.com/signin/v2/sl/pwd

Username:
Password:
Application: Google [Chrome] Default

URL: https://discord.com/login
Username:

Password:

Application: Google [Chrome] Default

URL: https://steamcommunity.com/openid/login
Username:

Password:

Application: Google [Chrome] Default

&

&

#
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Tehdit Verisi Beslemeleri

Zararli URL'ler/ Botnet C&Cs

Zararli baglantilari ve web sitelerini kapsayan bir dizi URL icermektedir.

abuse.ch

Dateadded (UTC) Malware URL Status Reporter Firstseen (UTC) | Malware Status Network (ASN) Country

2022-04-22 05:54:05  http 251:53955/1 [ Online |
s aakBot [N AS3462 HINET Data Communication Business Group B TW

2022-04-22 05:51:06  http .52.90 / [ Online | @Irz_urlhaus

122 055105 http://39.72.213.216:53637/Mozi.m  Oniine @Irz urlhaus 2022-04-22 01:50:12  1.161.126.6¢ s akot LI AS3462 HINET Data Communication Business Group B TW

2 05:51:05  http://59.99.137.220:52956/Moz @Irz_urlhaus 2022-04-21 15:50:32  31.215.214.189 s QakBot [EXIIT AS5384 EMIRATES-INTERNET Emirates Internet = AE

205:51:05  http://61.53. @Irz_urlhaus 022-04-21 14:10:57  72.252.157.17: ¥ QakBot AS30689 FLOW-NET B JM
2 05:51:05 http 13 7.225:52 ( urlhaus i i )
2022-04-21 14:10:52 140.0.79.30 3% QakBot AS23700 FASTNET-AS-ID Linknet-Fastnet ASN == D
2 05:51:04 nttp://2- 30.30.6:55905/mozi.m @tammeto
~ L 2022-04-21 14:10:30 : ¥ QakBot AS8151 Uninet S.A. de C.V. i1 MX
2 05:50:06 63.179.170.164:52310/Mozi.a @Irz_urlhaus

2 05:48:04  http://119 0.120:53159/i @geenensp 2022-04-21 13:45:54 201.172.23.68 ¥ QakBot AS11888 Television Internacional, S.A. de C.V. 11 MX

2022-04-22 05:36:10  httr . 5 @Irz_urlhaus 2022-04-21 13:45:50 174.95.174.163 ¥k QakBot AS577 BACOM I=1 CA
2022-04-22 05:36:10 http://58.53.59 Viozi.c @Irz_urlhaus . A 9 A9 AL 14 91C 314 10 = a2q, / e i
2022-04-21 13:45:49 31.215.214.189 ¥k QakBot AS5384 EMIRATES-INTERNET Emirates Internet = AE

2 05:36:10 nttp 5.57.177: /Mozi.m @Irz_urlhaus

2022-04-21 13:45:46 41.84.248 .41 ¥ QakBot AS19711 SWAZINET &3 SZ

22 05:36:10 http 215.36.19: ( urlhaus

053609 httr 2 109,632 @lrz urlhaus 2022-04-21 11:15:19 35.97. ¥ QakBot AS9121 TTNET = TR
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Tehdit Verisi Beslemeleri

Oltalama URL'leri
Kimlik avi saldirilarinda ve zararli yazilm kampanyalarinda kullanilan guncel

URL bilgilerini icermektedir.

An Anubis Botnet Incident Turkey ¢

|OC

From: evdekal20gbdestektr[.]Jcom

Name: 20gb_hediye_internet.apk
Hash:"1862cd3b830b9373d7c8f3f64e/4de3c54c12f47a6
c52c9c9d0bfcbe51a29e3f"

virustotal.com/qui/file/1862c...
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Tehdit Verisi Beslemeleri

Bothet C&C URL'leri

Zararli yazilimlarin iletisim kurmus olduklari Komuta ve Kontrol sunucularina ait

URL adreslerini ve bunlara ait IP adreslerini icermektedir.

A Covid-19 Cerberus Botnet Incident

|OC

From: virus-covid[.]Jonline

Name: covidMappia_v1.0.3.apk
Hash:"70439d393ccab5ede64971d923ed61c0dd332dad
5e2c31fdf8d225db1cf933e8"

P— 39

Cerberas

Main

Bots
Bank Logs
CC Logs
Mail logs
Inject list
Settings
Bots: 4 | Online: 0 | Offline: 4 | Dead: O

Banks: 4 | Cards: 2 | Mails: 4
Cerberus Android Bot 1.5.0.9

ID
d1xgrjykyplhOg4ho
ulfrksjxdwej8pno3
erhc8335xmaqrdrd2s

klhv947uy2vdv327a

Send sms

* OBEO

TEST

TEST

TEST

TEST

NO0@
EO@mB
NO0G
Eo@mB
@0®
Eo@mB
®0©
ES@B

17h
12h

12h

Send USSD

[ED, [ER

[E,

—

Date infection = Comment

2019-06-21
18:47
2019-06-22
15:14
2019-06-22
20:58
2019-06-22
21:02

MépTBbiit 60T

Forward call

Ooe
OO
Oo®
Oo®
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Tehdit Verisi Beslemeleri

Zararh Yazilim Hash'leri

Gecmisteki ve gunumuzdeki zararli yazilimlara ait dosya hash'lerini

Icermektedir. Boylece imza tabanli antivirusler ile sistemler korunabilmektedir.

Main object - "SQLi32bit.exe”

SHA256
SHA1
MD5

Dropped executable file

SHA256
SHA256

SHA256

SHA256

P— 40

CA\Users\adminm\AppData\Local\TempSetup.exe

CAUsers\admin\AppData\Local\Temp\~5QLi v 9 8 2.exe

CAUsers\admim\AppData\Roaming\Intel Corporation\Intel(R) Common User Interface\8.1.1.7800\svchos

L.exe

CAUsers\admin\AppData\Roaming\Microsoft\Windows\8.1.7601.1758/\svchost.exe

®OE

]

]

828505270f0ddf90117a1ca5f0c231801

pc6.down2.99downer.com

cfd fa149e41fd043d731f20a

6bf15ca027 865110b3af0a52538
829431bb61122cba3321958f0f9935deb

2031bd704c2a24d49 13f2ceae706

Trojan.Spy.Stealer.MSIL.Generic
Trojan.Spy.Stealer.MSIL.Generic
Win32.Downer.PUA
Win32.Downer.PUA
Win32.Downer.PUA

Trojan.Win32.A.Vigorf

Trojan.Win32.A.Vigorf

Backdoor.Linux.B.Mirai
Backdoor.Linux.B.Mirai

Trojan.Win32.0mgz.Scar

Apr 27,2020, 11:57:03 PM
Apr 27,2020, 11:57:03 PM
Apr 27,2020, 11:57:03 PM
Apr 27,2020, 11:57:03 PM
Apr 27,2020, 11:57:03 PM
Apr 27,2020, 11:57:03 PM
Apr 27,2020, 11:57:03 PM
Apr 27,2020, 11:57:03 PM
Apr 27,2020, 11:57:03 PM

Apr 27,2020, 11:57:03 PM
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Tehdit Verisi Beslemeleri

Android/IOS Zararh Yazilim Hash'leri

Siber uzaydaki butun teknikler ve zararlilar yalnizca sistemlerde ve sunucularda gerceklesmemektedir. Bunlar icerisinde Android
ve |OS Uzerinde paylasilan zararlilar da vardir. Internete acik APK'lar ve isletim sistemlerine ait uygulama satin alma

noktalarindaki uygulamalar surekli olarak taranarak zararli tespiti gerceklestirilmelidir.

covid-19 (info.abc.pk)

A Juan José Ruiz @jjrruiz - Apr 27, 2020
Replying to @jjrruiz and 2 others Android
#malware #3: easy13.ru.com (#Trojan #Cerberus with md5

49312107a91f649cbc0e2409e809aa42). Proofs on #virustotal
virustotal.com/gui/file/f6185...

Covid-INFO (dssrege.idrnmd.chqy)
@A Juan Jose Ruiz

@jjrrUiZ Android
#malware #4: http://sadclub .top/ (#Trojan #Cerberus with md5
76fd24ecf7/bb6c25c62040ca6a059c¢c13). Proofs on #virustotal

- corona virus. covid 19 news (com.my.photo.effect)
virustotal.com/gui/file/b571a... o N

Q  12:59 AM - Apr 27, 2020 O

Android

& See Juan José Ruiz's other Tweets

Covid-19 Mobile (byqazijlrifeaeltpf.cddlprjbsf.wmfl)

P— 41
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Ornek Olay incelemesi

Oltalama icerikli Giris Paneli Ornegi

vakifkampanyagiris.ga/hav/index.php
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wine

ID
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4668
4667
4666
4665
4664
4663
4662
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4660
4659
4658
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4655
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Sayfa

Ana Sayfa
Onay Ekrani
Onay Ekrani
Ana Sayfa
Onay Ekrani
Onay Ekrani
Onay Ekrani
Onay Ekrani
Ana Sayfa
Onay Ekrani
Onay Ekrani
Ana Sayfa
Onay Ekrani
SMS Sayfasi
Onay Ekrani
Onay Ekrani
Onay Ekrani
Onay Ekrani

Onay Ekrani

By
£

1
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2%

Sifre

274446
426538
320509
215487
065056
340853
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50
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i
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05
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05
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Tarih

15.02.2022 11:25

15.02.2022 11:23

15.02.2022 11:11

14.02.2022 16:25

14.02.2022 16:13
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13.02.2022 22:24
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13.02.2022 21:33
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13.02.2022 21:28

13.02.2022 21:24

IP
78.173.52.220
88.230.23.150
5475193
176.54.168.131
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945421115
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46.154.222 .35
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Ornek Olay incelemesi

Conti Tehdit Aktoru Veri Sizintisi Analizi

Rusya devlet ile iliskili oldugu dUsunulen Conti Ransomware grubuna ait 60.000 dahili mesaj, sunucu giris bilgileri, cesitli
zararl yazilimlara ait C2 (command-and-control) sunuculari, fidye pazarhiginin yapildigr Conti Recovery servisine ait bilgileri ve

Conti'nin siber saldirilari, bu saldirilarda kullandigi teknik-taktik-prosedurleri (TTPs) yer almaktadir.

>  Greetings,

Here is a friendly heads-up that the Conti gang has just lost all their
shit. Please know this is true.
https://twitter.com/Contileaks/status/1498030708736073734

The link will take you to download an 1.tgz file that can be unpacked
running tar -xzvf 1.tgz command in your terminal . The contents of the first
dump contain the chat communications (current, as of today and going to
the past) of the Conti Ransomware gang. We promise it is very interesting.

There are more dumps coming , stay tuned.
You can help the world by writing this as your top story.

It is not malware or a joke.
This is being sent to many journalists and researchers.

Thank you for your support

P— 47 )
Glory to Ukraine!
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Ornek Olay incelemesi

Jabber chat loglari incelendiginde, Conti Ransomware grubuna ait 30 adet

root 458074108

Linux sunucu kesfedilmistir.

E.:.
1Ly LY
AN L

626180bff4c] NL
.:'1 |._JI |"'-

gcYCinplB
MzPsufiplo
eASDzxe

P— 48 j: ] 8 12 23qwe H: Dzxc
oot 45 41204139 %aCBKbOmNEgF




root@e20178:~F cat . haﬂhr::

root@candan:~#% firejail --seccomp —-—-nonewprivs —--private-tmp torify ssh root@91.1%3.151.22 -ploz2l —=Xdz»0z, ZYQ~==RGzi ez s

eading profile fetc/firejail/server.profile e TR e - - _—

eading profile fetc/firejail/disable-common.inc gﬂﬁgéigﬁigi’g;}{:'g:m]:ﬂr —=&ZUHEZg =X=2=

eading profile fetc/firejail/disable-passwdmgr.inc c - T - 1wKZ) \ZaZ

eading profile fetc/firejail/disable-programs.inc —9_1.1;:-: Sq515!°=" :]:mﬁ=l={R_E=;= = 3=x'
e e e ——

# MNote: you can use —-noprofile to disakle server.profile ** E4Z I !’CEEE"H'-:JE‘E"'—=5f15'l?’*—3;-'a"r =U=Hl-1=3="'3 _"D=m=511“ E—IJ:H—E ==t

£
=

—c=U6r=
g L et e
"= t,8Z1-Twe=eB= 96z S F WA AT EWF L T\ Tk L g ( S+ 4T VNS S

hild process initialized in 34.02 ms =a=[1=s= —ill =_
The authenticity of host '[91.15%3.181.22]:1021 ([91.1593.181.22]:1021)"' can't be established. ———rp=Tzu<

CDSA key fingerprint is SHR2S56:dnégwyJZPpkzXMEpsGoXoUpJutEpFonT7alJaTCHEzZHNE. = e Ve

you sSure you want to continue connecting (ves/no/[fingerprint])? yes e

arning: Permanently added "[9%1.15%3.181.22]:1021"' (ECDSA) to the list of known hosts. b=ﬁ_?__;={zﬂ:1={ZHE{IEWEJWE| | 7TW

root@9l1.193.181.22"'"s password: D=.=r=d——Qh: k=smi= {3 HG T -
CIM1Zaf—=)B=#U==9==3=,= IS?=& ==3ZV7=
est o PC—=x=xT

?=—5uN

ensBr e U= S RS d P29 ] | StyeW=v ' Hoa= 0o
4Nz
=iG=P% 1:1:511:1: [=n=j=—=s=0Rm———n",

2—'|_I{EJ—|_ —T=R:U—u1 ﬂB.g:Yﬂl{—‘.'E— —uEG—
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Ornek Olay incelemesi

o o e e m —_—

Conti Ransomware'i kullanan her bir affiliateiate’in ayri bir hesabi oldugu ve sftp testuser2@91.193.181.22 : RhgaeSwaefie9eiDe0 - port: 1021

farkl kurbanlara ait datalarin bu sunucuda saklandigi gorulmustur. Cftp GoldB91.183.181.22 1 toTNoongfanTindwoe — port:

ey gy - - - S - . - . .- oy
n v i - — -

-:f_._ ] T yiE G iy ' T3 . P = I 'f__"-'_" I | 3
- o b A At S ol o L ed o L o i " SRR RN LR N ) e i Y LN e e L A e

ebasaedah’t - port 1021 sftp teico@91.193.181.22 : ocotheiFashad4theemo - port:
C hen iexb - port: 1027
h t: utuisZes - F-" r: 1[_.'._,1
_2 ‘i'||-3_'.::|-:r‘|r::|':n_E=4 ort: 1021 sftp ILS@91.193.181.22 : Rif7eudfiellWajeiv - port: 1021
ML "Ei | "1 1:_.1"'1 2_' haekZeikobletahfai - f_-_rt 1021
e -'u‘Irh'H i 1|r"|] ]:,". 8122 : UeepheengeiBuwoS8es - port 1021

P — W e e
(L e R It o - T . [P T T - e e w +
sftEr ~oncorQq@EdEl 1Y a3 . 101 .45 @ lEegUaljiEqelll] fjae — poITt: L=l

272 - modZmebahChoosulee - port 1021
22 asthoothelQuipbaxe - port: 1021
,*.__2:':qn;qhﬂﬁrjrkﬂq‘hruu - port: 1021 sftp idmuae@%1.1%3.181.22 : ohveingohvait4EeK

1Hu:pee:4— p_ _:rr 1__1
sftp AREAES1.153.181.22 : oorZteeM3iRlbeetai - port: 1021

- ‘-1._'_ noa, .r|~|n_4_-._r 1-—| ralye - p_ ort: 1021
22 Obigjeibgaesabahmi - port: 1021
24 THP'FFMJJ_FHUdI_hH-LLIT]qu sftp DUMAES1.153.181.22 : eengeephohviAimeesg - port: 1021
y D, _1:15:1.|’_"'1 15131"'1 2272 tohxaehir7haiquaYe - port: 1C I"1
T e lrll—'l_TI_l_llr_"-l 19318122 - Meloshasphiphik :||'1 - port: 1021

e i o m mw - - I .
=ef_.. -E"-—"" o r R - ettt Gl e T . = m | 3
SICE UWEPFaiRYl 193,101 .24 @0 QOacscod¥anshLnoeede — portcs L1
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Ornek Olay incelemesi

Devam edilen incelemelerde Conti'nin Rocket Chat sunucusuna ait bir kullanici giris bilgisi tespit edilmistir.

) httpsy//xflemdsxjrjilw34dsxpvrxp5whnaut7hc5xejwugseeqrkt77bxkwid.onion/home

"body": "https://scrytnuuszglaugg.onion/logini\n / D347uk3d!"
"body": "\n\nhttps://scrytnuuszglaugg.onion\n :D347uk34d!"
"body": "TH KODOa MHE "

"body": "Iam HOBHM [NAPOJE K 2"

Forgot your password?

New user registration is currently disabled

By proceeding you are agreeing to our Terms of Service, Privacy Policy and Legal Notice.

Powered by Open Source Chat Platform Rocket.Chat.
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contiv2/185.25.51.173-20200715.7s0n
5645: "body": "https://scrytnuuszglaugg.onion/login\nbotadmin / D347uk3d!"™

contivz2/185.25.51.173-20200709.)s0n
1127: "body": "\n\nhttps://scrytnuuszglaugg.onion\nbotadmin:D347uk3d!"

contiv2/185.25.51.173-20200907.7s0n
4025: "body": "TH KoDOma MHe botadmin”
4115: "body": "Jam HOBEM Napolk K botadmin?™
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. ver time: 20:46:09 UTC

Command Builder

-1

Command Type « Timeout

@

O L Tb10 3 | = 115 N e 0.15 CYPRES5S5INDUSTRI CIIPL188 021-12-2 [ 022-01-24 i offline
O 3434 g 0 £ i = g ] [ 217 JOELLIZ1-LT

SERVERT

apqg.local WHITIMA

nfadm.local

RTC

CDSOFFICE

ALCLTD
i.local

yojusd.us
irvingtexas.local

eng.fiv.edu

us.gopaschal.
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ar Server time: 20:45:57 UTC g

Command Builder

O Command Type O Run type Timeout Host Process C Select/Upload execution file O Parameters C

Run .exe Process Hollowing 1 min axe hd b Browse ..
O Mo Operation 1 min o Frowse
O Process Hollowing

Process Doppelganging

CreateProc

With se

0O _ Actions

0 : : =0 = 05 3 ITSNE 2 O )2 - 3 2-04 14:16:05

shmilyexpress.local DESKTOR 01-12 1-14 2320041

EISD
bps.local

EPCHA.local

TBESC.local RUTH-MID

bmh.org

CBKS

p 5 5 i 2d 11 : cmdservice
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CONTIL.News © 0623

Signin

CONTI.Recovery © 2158 & biol v

hitp:ifcontirec?nchrdsreéympezsrjldibngzh7ls

Chat created
oP
System message 2 days ago
Created at

2 days ago

Updated at

2 days ago

Online at

2 days ago

Name

Email

Domain

Iyonwaugh.net
Comment

Iyonwaugh .com
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CONTILRecovery [E Chals

ID
ybDIfd1mz TEPYo5dy|6)ZxMmDtmaf JIOFANIyOpQSiIAMHstTIGMe570USnFTRSM
UZeMXpgTHdBcxJuArkXwHbRhLfACCehyiZh70jFwZuogf14EvbfhDZETNIMBmuBH

PDU|TpuDovNaXeb01e2bZRIdfXHEQTreggpulWul3iHd9w2hAHpldLxOtoYoQhFo
HgdnaSMEV412Y JibtP QyquzEOJOEBRPhhtUmfDY SVV|67ZY XQD3MalltpPazrGg)l
otcpabUckEz6hoEarhld1fY20Lmo2s84P rqgrHRSAWaY R6Z4tZsLigfHza3ting
O34WUyhBlvwdcb4dURBNTbZULwWXS5LUEJCUZtbLMZUhZpBwebKsIPeVThRTCQaDr

Domain
WINNAVEGAS
LAV
RLDASSOC
TRANZ

AEE

TCEC

OoP
icen
icen
icen
icen
icen

icen

Status

Wait answer

el led
Repled

Wait answer

F'::.l |:.::

© 2026 & biol v

Updated at

22 hours ago
5 days ago
& days ago
[ days ago
15 days ago
20 days ago



No.02

Conti Cyber Kill Chain
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A SHODAN |

'\.J
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s X —— spider

TOOLKIT INTERNET CRAWLERS
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zoominfo

x‘“‘ COMPANY STATS .#_,;"'
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Istihbarat Bulgularini Raporlama

Terminoloji ve onemli anahtar kelimelerin aciklanmasi,

. |stihbarat bulgusunun hangi sektoru ve kimleri etkiledigi,

 Bulguyu inceleyecek, raporu analiz edecek ekiplerin belirtiimesi,

. |stihbarat bulgusunun etkileri,

. |stihbarat bulgusunun kaynag;,

« Kullanilan araclarin belirtilmesi ve aciklanmasi,

« Aksiyon alinabilir veri sunulmasi.
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Apt Groups Report Template
Dependency
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Must Read

VINNY TROIA

HUNTING
CYBER CRIMINALS

A Hacker's Guide to

Psychology . ‘Online Intelligence Gathering
of " .Tools and Techniques . - -
Intelligence SR s A ey
Analysis
by

Richards J. Heuer, Jr.

p— e e - S — — —_—

D CENTER for the STUDY of INTELLIGENCE
— 63
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Build Up!

Threat/Warning Analyst Work Role A\

(AN-TWA-001)

Develops cyber indicators to maintain awareness of the status of the highly dynamic operating environment. Collects,
processes, analyzes, and disseminates cyber threat/warning assessments.

Abilities

Capability Indicators

P—64

https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework/threat-analysis
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CTI Bookmarks

https://map.malfrats.industries/
https://osint.link/

https://darkfeed.io/
https://www.vx-underground.org/index.ntm|
https://inteltechniques.com/blog/
https://start.me/p/ZME8NnR/osint

https://github.com/rshipp/awesome-malware-analysis
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