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Linux Nedir ?

Linux



Linux Dosya Sistemi

Linux file system
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Linux Dosya Sistemi

o/ * /opt

* /bin * [proc

e oot Everything in Linuxis a file
* Jetc * /sbin

* /home * /tmp - ~ e

* /lib e Jusr ‘& p >

. imedia Jvar ey

* /mnt * /SYS




Linux Kullanici ve Grup Analizi

testuser:x:1481:1482:This is a test user:/home/testuser:/bin/bash

[Username] |
[Password]

[Userid]

[Groupid]

[User Information]

[User home path]
[User shell]



Linux Kullanici ve Grup Analizi

sudo: x : 24: devconnected,bob

.

group name GID Users in the group

password



Linux RAM Analizi
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Linux Disk Analizi




/proc

- Bellekte yer kaplamaz

- Sanal bir dizindir

- Bilgisayar hakkinda bilgiler icerir (CPU, Linux Kernel v.b.)

- Calisan processlerin dosyalari burada bulunur.

- Dosyalar ve dizinler bilgisayar basladiginda veya sistem
calisirken ve isler degistikgce aninda olusturulur/silinir.

- cwd, exe ve root processin dizinleri hakkinda bilgiler icerir.



Linux Sistem Yapisi ve Kanitlar

. Tarih - zaman bilgisi

. Isletim sistemi ve versiyon bilgisi
. Ag arayuzu

. Internet baglantilar

. Aclk portlar

. Calisan islemler

. Baglanan cihazlar



Tarith - Zaman Bilgisi
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Sun May 22 12:53:56 PM EDT 2022
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Isletim Sistemi ve Versiyon Bilgisi Z

=5

Linux kali 5.16.0-kali7-amd64 #1 SMP PREEMPT Debian 5.16.18-1kalil (2022-04-01) x86_64 GNU/Linux
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Ag Arayuz Bilgisi

ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.112 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::a00:27ff:fedb:966a prefixlen 64 scopeld 0x20<1link>
ether 08:00:27:db:96:6a txqueuelen 1000 (Ethernet)
RX packets 2625 bytes 574194 (560.7 KiB)
RX errors © dropped @ overruns @ frame 0
TX packets 1514 bytes 183722 (179.4 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets @ bytes 0 (0.0 B)
RX errors @ dropped @ overruns @ frame 0

TX packets 0 bytes 0 (0.0 B)
TX errors 0@ dropped @ overruns @ carrier @ collisions 0
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Ag Baglanti Bilgisi

letstat tulpn
Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 192.168.1.112:49944 ec2-52-33-84-190.:https ESTABLISHED
tcp 192.168.1.112:58558 server-52-84-119-:https ESTABLISHED
tcp 192.168.1.112:47962 93.184.220.29:http ESTABLISHED
tcp 192.168.1.112:58554 server-52-84-119-:https TIME_WAIT
tcp 192.168.1.112:58556 server-52-84-119-:https ESTABLISHED
udp 192.168.1.112:bootpc 192.168.1.1:bootps ESTABLISHED

Active UNIX domain sockets (w/o servers)
Proto RefCnt Flags Type State I-Node Path
unix 3 [ ] DGRAM CONNECTED 12586 /run/systemd/notify

N

unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix

DGRAM 12602 /run/systemd/journal/syslog
DGRAM CONNECTED 12608 /run/systemd/journal/dev-log
DGRAM CONNECTED 12610 /run/systemd/journal/socket
DGRAM 15879 /run/user/1000/systemd/notify
STREAM CONNECTED 18672

STREAM CONNECTED 16800 /run/dbus/system_bus_socket
STREAM CONNECTED 18228

STREAM CONNECTED 18068 /run/dbus/system_bus_socket
STREAM CONNECTED 17580

STREAM CONNECTED 41864

STREAM CONNECTED 16668

STREAM CONNECTED 17528

STREAM CONNECTED 16096 a/tmp/.X11-unix/X0

=~

W W wwwwwwlwhNO -
(o T e T s T s B e W e W s T e T e I s I s W s W |
e e e L e e e e e e e )




Incelenmesi Gereken Onemli Dizinler

KANIT ACIKLAMA

/etc/localtime

/usr/share/zoneinfo Time Zone bilgisi elde edilir.

/etc/passwd Temel kullanici bilgileri elde edilir.

/etc/shadow Parola hashleri elde edilir.

/etc/sudoers Admin yetkisine sahip kullanicilarin listesi.




Incelenmesi Gereken Onemli Dizinler

KANIT ACIKLAMA

/etc/hostname Bilgisayar adi.

/etc/cron/* . e et
/var/spool/cron/* Zamanlanmis gorevler goruntulenir.

/etc/inittab

itg'ﬁ;';d Hizmet baslangic komut dosyalari incelenebilir.

/etc/init.conf




Incelenmesi Gereken Onemli Dizinler

KANIT ACIKLAMA

/etc/hosts Statik IP atamalari bilgisi.

/var/lib/dhclient DHCP ile atanmis IP adresi bilgisi.

/var/log/* Cesitli log kayitlari.

$home/.ssh Uzaoktan saglanmis erisimler hakkinda bilgiler.
$home/.bash_history Komut gecmisi elde edilir.
$home/.recent-used.xbel | Son goruntllenen dosyalar elde edilir.




Linux Log Analizi

KANIT ACIKLAMA

/var/log/messages Sistem basglangici gibi global sistem loglar tutulur.
/var/log/lastlog Son kullanici giriglerini ve zaman bilgisini igerir.
/var/log/cron Zamanlanmig gorevlere ait loglar.

/var/log/secure Kimlik dogrulama, yetkiler ve guvenlik ile alakali loglar.
/var/log/dmesg Sistem boot edildikten sonra aygitlar ile ilgili tum mesajlarin

loglart.

/var/log/maillog

Sistem Uzerinde calisan mail sunucusuna ait loglar.

/var/log/cups

Sistemdeki tUm yazici ve bu yazicilardan alinmis ¢iktilarin
loglart.




Linux Log Analizi

KANIT

ACIKLAMA

/var/log/dpkg.log

Yuklenen, guncellenen, silinen tum paketlerin loglari.

/var/log/kern.log

Kernel loglari.

/var/log/daemon.log

Aktif, durmus, basarisiz tum daemonlara ait loglari icerir.

/var/log/boot.log

Sistem boot surecine ait tum loglar.

/var/log/user.log

Kullanici seviyesine ait loglar.

/var/log/auth.log

Sisteme yapilan giris denemelerine ait loglar.

/var/log/syslog Isletim sistemine ait hata ve uyari loglart.

/var/log/wtmp Hangi tarihte, hangi kullanici tarafindan basarili giris
yvapildigini iceren log dosyasi.

/var/log/btmp En son hangi tarihte, hangi kullanici tarafindan basarisiz

giris denemesini iceren log dosyasi.




Linux Browser Analizi

BROWSER ACIKLAMA
firefox $home/.mozilla/firefox/*.default
chrome $home/.config/chromium/Default




Linux Resim Metadata Analizi

ExifTool Version Number
File Name
Directory
File Size
File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
Permissions
Type
Type Extension
Type
Version
Byte Order

12.41

: index. jpeg

: /root/Downloads

: 6.7 KiB

1 2022:05:22 19:11:10+00:00
1 2022:05:22 19:11:10+00:00
: 2022:05:22 19:11:10+400:00

-rwW-r--r--

- PEG
: JpP9
: image/jpeg

1.01

: Big-endian (Motorola, MM)

X Resolution

Y Resolution
Resolution Unit
Artist

Y Cb Cr Positioning
Image Width

Image Height
Encoding Process
Bits Per Sample
Color Components

Y Cb Cr Sub Sampling

: 259
: Baseline DCT, Huffman coding
8
> .3
= YCbErd:2:0 (2 2)

1

1

: None

: FOR3N51C M45T3R
: Centered

194

194x259

¢ 0.050
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Referanslar

- https://academy.hackthebox.com/module/details/18

- https://nostarch.com/practical-linux-forensics
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Thank you!
Any Questions?

f’ PurpleBox

www.prplbx.com



