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Android Application Security




Baslamadan Once ...

e Open Handset Alliance liderliginde Google firmasi tarafindan akilli
telefon ve tablet bilgisayarlar gibi mobil cihazlar icin gelistirilmis Linux
tabanli isletim sistemi.

e Android cihazlarda uygulamalarin ¢alisabilmesi icin .apk uzantili
dosyalar ile uygulamalar yuklenir ve cihazlara dagitabilir.

e GuUnumuzde Native ve Hybrid uygulamalardan s6z edilmekte.




Neden Android ?

Acik kaynak kodlu

Linux tabanl

Kullanim yayginligi - telefonlar, tabletler, arabalar...
Gelismis ve Ucretsiz yazilim gelistirme ortami
sunmasi

e Acik uygulama marketi




Android Kullanim Alanlan

Cep telefonlari, tabletler, akilli saatler vs....
Arabalar, akilli ev sistemleri
Mobil bankacilik

Internet of Things (loT)




Istatistikler

Akademik ve is icin kullanilan akilli telefon ve tablet orani : %76
2015-2016 akilli telefonlari hedef alan zararl yazilim artis orani : %250
Platformlara gore zararl yazilimlar : Android (%73), iOS (%32)
Android zararh yazilimlarinin %5%’i casus yazilim, %44’u ise Truva ati.




Android Guvenlik Modeli

Linux guvenlik modeli baz alinmigtir (UID/GUID).

Uygulama bazli izinler kullaniimaktadir.

Uygulama izinleri, AndroidManifest.xml dosyasinda tanimlanmaktadir.
Uygulama kurulumu icin uygulamanin sertifika ile imzalanmis olmasi
gerekmektedir.

Her bir uygulama farkli bir DVM(Dalvik Virtual Machine) igerisinde
calismaktadir. Lollipop ve sonrasi surimlerde Android isletim sisteminin
icinde ART (Android Run Time) sanal makinesi bulunmaya bagladi.
Sistem guvenligi agcisindan kullanici kilit rol oynamaktadir.
Rootlanmamis bir cihaz icin root erisimi mumkun degildir. “su” uygulamasi
sistemde bulunmaz.




Android Guvenlik Modeli

Dalvik ART
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Dalvik vs ART




Android Guvenlik Modeli

UID: 1001

System Process
UID: System




Android Uygulamalari

e Java + Android SDK ile gelistirilir.
e Android Dalvik VM ile calistirilir.
e JAVA -> .class -> .dex




Android Uygulamalari

Android Studio ARM
Eclipse Dalvik VM (Makine)
JAVA JAVA ik
Bytecode Assembly
| ' '

CiHAZ
GELISTIRME ORTAMI




JAVA Archive

.

APK = JAR = ZIP

v

Android Application Package




APK

e Android Application Package File (APK)

dosyasi zip dosya formatina sahip .apk uzantili
dosyalardir.

e APK dosyasinin uzantisi .zip olarak
degistirildikten sonra WinZip, WinRAR gibi arsiv
programlari ile dosya icerigi goruntulenebilir.




Android Paket Icerigi
ﬁ Blah.apk

¢ armébé4-v8a/
x86/
o YE

YVYY Y v

APK =ZIP

META-INF/ MANIFEST.MF
B CERT_NAME.(RSA | DSA)
CERT_NAME.SF

lib/ armeabi(-v7a)/

res/ drawable-*/




Android Paket Icerigi
ﬁ Blah.apk

META-INF/ MANIFEST.MF 7 * Dosya imzalari (hash)
— |2=]) CERT_NAME(RSA|DSA) « Gelistirici Public Key'i
CERT_NAME.SF

lib/ armeabi(-v7a)/ lib*.so

¢ armé4-v8a/
x86/

res/ drawable-*/ *.png
‘::x::7 xml/ *xml

bbby L
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Android Paket Icerigi
ﬁ Blah.apk

META-INF/ MANIFEST.MF
B CERT_NAME.(RSA | DSA)
CERT_NAME.SF

lib/ armeabi(-v7a)/ lib*.so

¢ armé4-v8a/
x86/

mips/
res/ drawable-*/ *.png
Q 7 xml/ *xml
raw/

Islemci mimarisine
gore compile edilmis
native kUtuphaneler
(Native ELF dosyalari)

JAR Dosyalari
(kGtiphaneler)




Android Paket Icerigi

<=

META-INF/ MANIFEST.MF
. E CERT_NAME.(RSA | DSA)
CERT_NAME.SF

lib/ armeabi(-v7a)/ lib*.so
__+ # armé4-v8a/
x86/

res/ drawable-*/ *.png

—p QD o *xml

raw/

* anim: Compile edilmis

animasyon dosyalari
» drawable: Resim dosyalari
* layout: Ul/view tanimlamalari
* values: Diziler, renkler,
style’lar, string’ler dimensions
* xml: Compile edilmis XML
dosyalari
* raw: Compile edilmemis raw

dosyalar

Compile islemi AAPT (Android
Asset Packaging Tool) tarafindan

yapilir




Android Paket Icerigi

e
.- Blah.apk
META-INF/ MANIFEST.MF

—P |2= CERT_NAME.(RSA | DSA)
CERT_NAME.SF

lib/ armeabi(-v7a)/ lib*.so

..-..-’ ¢ armé4-v8a/
x86/

mips/
res/ drawable-*/ *png
- DD xml/ *xml e Coguzaman raw dosyalar
raw/

bulunur.
* Resimler, fontlar, ses dosyalari
* Bazimalware’ler bu dizinde
cihaza kurrmak Gzere APK
dosyalarn saklarlar




Android Paket Icerigi

'

YYYYY v v

e
.- Blah.apk

| &5
lib/
:D res/
assets/
AndroidManifest.xml
classes.dex
resources.arsc

META-INF/ MANIFEST.MF

CERT_NAME.(RSA | DSA)
CERT_NAME.SF

armeabi(-v7a)/ lib*.so

armé4-v8a/

drawable-*/ *.png
xml/ * xml
raw/

Uygulama meta-data’lari
* Paketismi
* Versiyon bilgisi
Uygulamanin talep ettigi
izinler
Uygulamada bulunan
komponentler
e Activity
* Service
* Bradcast Receiver
e Content Provider

Compile edilmis olarak paket
icerisinde yer alir.




Android Paket Icerigi

e
. - Blah.apk

META-INF/
ﬂ

:

YYYYY v

lib/
................... res/
................ asset S/

MANIFEST.MF
CERT_NAME.(RSA | DSA)
CERT_NAME.SF

armeabi(-v7a)/ lib*.so

arméb4-v8a/

drawable-*/
xml/
raw/

DEX: Dalvik Executable
Android’in EXE'si

Dalvik VM Uzerinde caligir
DEX: Dalvik VM igin compile
edilmis class dosyalari




Android Paket Icerigi

——
. - Blah.apk

META-INF/ MANIFEST.MF
E CERT_NAME.(RSA | DSA)
CERT_NAME.SF

armeabi(-v7a)/ lib*.so
armé4-v8a/

drawable-*/
xml/

Compile edilmis resource’lar
* R.java
e string.xml
e ids.xml

YRYYY Y v v

* layouts.xml




Kaynak Kod Donusumu - Decompile




Decompile
Dex -> JAR ->JAVA




Kaynak Kod Donusumu - Decompile

e Dex2jar araci ile class dosyasina donusturulmus olan
Android uygulamasi, JD-GUI araci ile kaynak koduna
(decompile) geri cevirilebilir.

e Decompile isleminin yetersiz oldugu durumlarda
incelenecek uygulamayi Disassembling isleminden
gecirmek gerekebillir.




Android Tersine Muhendislik
Dex2Jar

Adindan da anlasilacagi uzere dex dosyalarini jar dosyalarina
cevirmektedir.

Resimde goruldugu uzere apk dosyamizi jar haline getirdik.




Android Tersine Muhendislik

Dex2Jar

C:\Mobil Pentest\dex2jar-0.0.9.15>dex2jar.bat insecurebank.apk
this cmd is deprecated, use the d2j-dex2jar if possible
dex2jar version: translator-0.0.9.15

dex2jar insecurebank.apk -> insecurebank dex2jar.jar

Done.

C:\Mobil Pentest\dex2jar-8.0.9.15>




JD-GUI

JAR haline
getirdigimiz
dosyamizi
goruntulemek
IciN
kullanacagiz.

Android Tersine Muhendislik

[ jovaw.exe (Admin)
File Edit Navigation Search Help
= ® | e

SR WEINLE:

I f insecurebank_dex2jar.jar 53

&l-Js DoTransfer.dass
#1-Jp FilePrefActivity.dass
- LoginActivity.dass
¥y MyBroadCastReceiver. dass
l-Jap MyWebViewClient.dass
l ’F) Postiogin.cass
@t R.dass
311 TrackUserContentProvider.dass
- Jup ViewStatement.dass
-y Wronglogin.dass
B- 8 googe
+- 8 ads
48 androd.gms




Kaynak Kod Donusumu - Decompile

e Decompile edilmis JAR kodu tekrar compile edilerek
calistirilabilir hale getirilemez.

e Decompile edilen kod yaklasik koddur. %100 geri
donusum gerceklestiriiemez.

e Dex2jar ciktisindan elde edilen JAR kodu calistirilamaz.

e Dalvik Bytecode, JAR koduna donusturulerek kolay
okunabilir ve anlasilabilir hale gelir.




Disassembling




Disassemble
Dex -> .smali

Dex Disassembler
> Baksmali
> Dedexer
> apktool




Mobil Sizma Testi Araclari
APKTool

APKTool apk dosyalarini decompile ederek smali kodlarina
donusturdar.

Kullanimi oldukca basit asagidaki resimde goruldugu uzere b
parametresi ile decompile etmekte.




Android Tersine Muhendislik
APKTool

[Version 10.9.14393]
rosoft Corporation. Tim haklari saklidir

insecurebank.apk
ption in thread "main” b"Jt.d 1'UA1L AndrolibException: brut.di y.PathNotExist: apktool.yml
at brut.androlib.Androlib.readMetaFile(Androlib.java:143)
brut.androlib.Androlib.build(Androlib. java:160)

t.androlib.Androlib.build(Androlib. java:155)
apktool.Main.cmdBuild(Main. java:182)
apktool.Main.main(Main.java:67)

t t: apktool.yml
ctﬁi”e'to", getFileInput(A ""“ac*lee tory.
.readMetaFile(Androlib. java:




Disassembling
Disassemble DEX -> .smali

DEX dosyasi okunabilir Dalvik Bytecode’a donusturuluyor.
.smali uzantil Dalvik bytecode modifiye edilebilir.

Modifiye edilen Dalvik bytecode tekrar imzalanir,
paketlenir ve cihazda calistirilabilir.

Baksmali araci ile disassemble iglemi yapilabilir.




Alinabilecek Onlemler / Anti Reversing

Kod Karmasiklastirma - Obfuscation

D

Progaurd Dexgaurd

, S,

‘ ——

allatori Java
obfuscators




Alinabilecek Onlemler / Anti Reversing

Kod Karmasiklastirma - Obfuscation

Kullaniimayan siniflar, metodlar temizlenir.

Bytecode optimize edilir.

Kullanilmayan instructionlar temizlenir.

Geriye kalan siniflar, metodlar, alanlar ve degiskenler
anlamsiz kisa isimlerle adlandirilir.

ProGuard, DexGuard ile obfuscation onlemi alinabilir.
ALLATORI ile analistleri cildirtacak obfuscation onlemleri
alinabillir.




Alinabilecek Onlemler / Anti Reversing

Kod Karmasiklastirma - Obfuscation

obfuscuie
| classpy




Alinabilecek Onlemler / Anti Reversing

Kod Karmasiklastirma - Obfuscation

MyVehicleClass{
Motor myMotor;
Tekerlek myTekerler;
int vitesSayisi;

int suratHesapla(int sure){

sonSurat;

A{
B a;
L b;
int -

int a(int a){




Deobfuscation - Simplify

806 Js . . £ 8606 JEB - smali_simple.dex <
- s
i—(_f_l)'uc {POOXNCX ) ) @H|FE QO XNCX
; : gax ~ ~
:vu ASSEmbIVM'""[‘),ecor:lilliti']?\:iﬁ“ Strings Constants Notes gfx  Assembly Decompiled Java % Strings Constants Notes
fao smv.hnn = 2; ok h SWV.RRY = Z30Z5
s smv.hmv = new int[]{75, 163099954, 300, 176529550, 1202, 31458303, 481¢ hdm :::::c s :;“ IAtLI(7S, 163099954, 300
P66 12I4T—30P042—6W/60, 1231553, 9627); 1 <hav & weit NLLI{(78, 163609098, 39, 176329330, 1392, S1458303,
£ smv.olz = kut.ger(kut.hnn()); . - ' . 33346830637}
gdk smv.jtw = kut.ger(kut.hav()); J sav.olz = :600006081";
gfx smv.dsr = kut.ger(kut.olz()); mi sav.jtw = "000000010°;
h smv.eos = kut.ger(kut.jtw()); Jpw smv.dsr = "000000100°;
smv.bst = kut.ger(kut.dsr()); jun ShY 408 & _eewemeo ;
hdm smv.vav = kut.qer(kut.eos()); : smv.bst = “000010000";
i smv.dvf = kut.qer(kut.bst()); sav.vav = "000100000°;
j smv.xrh = 2131298007; ksz smv.dvf = "001000000";
jni sav.djc = 2131298008; kut $aV.XPA = 2131298007 ;
: smv.wun = 2131298009; 1 sav.djc = 2131298008;
Jpw smv.gqo = 2131298010; 1kh smv.wun = 2131298009;
jun smv.yln = 2131298011; smv.gqo = 2131298010;
k smv.mmj = kut.qer(kut.vav()); " swv.yln = 2131298011;
ksz smv.nco = kut.ger(kut.dvf()); . sav.saj = "7887°;
Kkut smv.dxs = kut.ger(kut.xrh()); o smv.nco = "9293316 2012 560";
1 smv.bdo = kut.ger(kut.djc()); p sav.dxs = "7052°; &
smv.ibv = kut.ger(kut.wun()); pnb smv.bdo = "1301 0012 5497;
1kh smv.fdh = kut.qger(kut.gqo()); smav.ibv = "25357;
m smv.ysv = kut.qer(kut.yln()); pzh smv.fdh = "2168 0012 557°;
" smv.pop = kut.ger(kut.mmj()); q sSmv.ysv = :androidAte.lephony.SmsHannger";
o smv.ufo = kut.qger(kut.nco()); r smv.pop = "getDefault®;
smv.fqa = kut.ger(kut.dxs()); fot smv.ufo = —send‘l’e)'(t'lcssage";
p smv.vpx = kut.ger(kut.bdo()); 5 smv.fga = “getMobileDataEnabled”;
pnb smv.rvg = kut.ger(kut.ibv()); smv.vpx = “"setMobileDataEnabled”;
pzh smv.owb = kut.ger(kut.fdh()); sav smv.rvg = “DEFAULT_NETWORK_PREFERENCE";
! smv.rbb = kut.ger(kut.ysv()); t smv.owb = :isNe(uorkTypeValld";
. sav.soi = kut.qer(kut.pop()); > smv.rbb = "androld.contenf.BroadcastRecexver :
smv.esi = kut.ger(kut.ufo()); v srrv.soi{ = .abortBroadcast 3
rot smv.cbp = kut.ger(kut.fqa()); ) smv.esi = "android.provider.Telephony.SMS_RECEIVED";
S smv.uwp = kut.ger(kut.vpx()); vil smv.cbp = “http:\\/\\/([a-zA-Z@-9\\.\\/]+)\\?key=[a-zA-Z20-9]+";
smv smv.atj = kut.ger(kut.rvq()); vah smv.uwp = "[\\W\\d]";
. smv.phy = kut.qer(kut.owb()); " sev.at = " \\d{1,2}(?1\\d\\s\\ub44e| \\s\\ue4se)";
" SV, Frays. W Fing[]{smv.qer("556fe3ba"), smv.qer("7381 x smv.phy = "\\d{4,6}";
smv.qer("d97286f3"), smv.qer("6601f115"), smv.qger("eb755ea3"), y : i 3 - " - ® wagn o
v smv.qer("3135¢@93"), smv.qer("162¢fa99"), sav.qer("48c93072" ) eb7s5ea3”, "83c133b3", "3135f@93", "162ffa99", 48¢93072"
vil s qor (*EE"), wov.qur( SnkiabC))); ‘ smv.aly = Arrays.asList(new String[]{"beg9gzcernitanlra6elllfh”,
ooy smv.aly = Arr l sav begd lccrnitdnlrdstll £h" » ggmenu 134bvahxulltb365y4hUciez“, "9fubesbymlrnmdq8blk22nayp”,
H smv. (- Jyxm. Orz871vuwgvsofa™, “"emwe7irlgi3dcman835jbqhzwq”,
eSdm2adin e ”emonlsl lacx16dp2qxs2r”, "6dlruwénqypktwzj8se6lasjd”,
x smv.qer("510s59qf1 1a6v4m8yxk 1x* ), smv. qer( efceﬂﬂlkldsa(n » purchase rsxprihpédxft”, "7jz64rqubmdanxlebusBmc8zdb™,
y "6diruwbnqypktwzj8se6lasjd”), smv.qer("7ujsam@svvayuwddhwe7iyo2 " 1wcr7x4rqs(lekstxnukuhh"))
Show inner cla smv.qer("7jz64rqubnddpx1ebus8mc8zb”), smv.qger("6reumwfimusiksiv __bsettings smv.lej = Arrays.asList(new String[]{"vtxlald2wh9@4p3z91liwlnwe",
Show inner classes smv.awa = Arrays.aslist(new String[]{"73g@yar3psiriqtap6dz3068b",




OWASP MOBILE TOP 10
F

j B N7 -Clen: Code Qualy

5 Code Tanperine.

M3-Insecure Communication Ay

L M9-Reverse Engineering.

M10-Extraneous Functionality

M4-Insecure Authentication —
MS5-Insufficient Cryptography

https://www.owasp.org/index.php/Mobile_Top_10_2016-Top_10



https://www.owasp.org/index.php/Mobile_Top_10_2016-Top_10

Android Sizma Testi Ortam Kurulumu

Genymotion : https://www.genymotion.com/fun-zone/

Xposed Installer: https://repo.xposed.info/module/de.robv.android.xposed.installer

RootCloak : https://repo.xposed.info/module/com.devadvance.rootcloak?2

JustTrustMe: https://github.com/Fuzion24/JustTrustMe/releases
SSLUnpinning - Certificate Pinning Bypass : https://repo.xposed.info/module/mobi.acpm.sslunpinning

Inspeckage : https://github.com/ac-pm/Inspeckage/releases/tag/v2.4



https://www.genymotion.com/fun-zone/
https://repo.xposed.info/module/de.robv.android.xposed.installer
https://repo.xposed.info/module/com.devadvance.rootcloak2
https://github.com/Fuzion24/JustTrustMe/releases
https://repo.xposed.info/module/mobi.acpm.sslunpinning
https://github.com/ac-pm/Inspeckage/releases/tag/v2.4

Ortam Kurulumu

\j Oracle VM VirtualBox Yoneticisi

OO Genymotion

Dosya Makne Yardim

‘:s/ v {23 Aymtiar (B8 Ankk Gariintider (1) [ + o
Baglat
Se About

a) Add
= Genel & Onizleme

Google Nexus 5 - 4.4.4 ) }
e Soranti - Othar s (2000 Your virtual devices
B 64 4 le f:eP);UISQS 2 D Google Nex 4.4.4-API 19 - 1080x1920
fgoma: 4 '1080x1920
s s x (] mobsrvm02
Haandema:

& Ekran
Gorunt Belleg: 2m8

Uzak Masalstl Sunuausy:  Ethkisidestnid
Gorunti) Yakalama: Etlisidestrid

Denetieyia: IDEController
IDE Primary Master; androd_system_dsk. vndk (Normal, 2,03 GB)

I0€ Primary Save: androd_data_disk. vadk (Normal, $,51 GB)
IDE Secondary Master:  sdcard.vdh (Normal, 16,00 GB)

B Ses
Anamaiine Suricus:  Windows DrectSound
Denetieyic: TCH AC97

&P Ay

8l User- ahmetgurelyazilim@gmail. com




Ortam Kurulumu

OQ Genymotion

> +

Start Add

TUE, FEBRUARY 21

Your virtual devices

U Google Neoss 5 - 4.4.4 - AP119 - 1080x1920
S 102



Ortam Kurulumu

WIDGETS
@ Genymotion for personal use
OO Genymotion

> + o]

Start Add Settings About

Your virtual devices

Email

Gmai



Android Uygulama Dosyalan

/ S -M F_VM_0.2 (7...
Genymotion for personal use - MobSF_VM_0.2 (7... Genymotion for personal use NobSF_VM_0.2 (
# < @207

< H206
ta data com.android.insecurebankv2 databases

data data com.android.insecurebankv2

Parent folder

mydb

cache
20.00KB rw-rw— Feb 13,2017 00:17:12 AM

Feb 13,2017 00:17:11 AM
databases mydb-journal
B.52KB rw- Feb 13,2017 00:17:12 AM

Feb 13,2017 00:17:11 AM

Parent folder
PWXIWX--X

T
lib

TWXIWXIWX Feb 13,2017 01:57:15 AM

shared_prefs

TWXIWX=X

Feb 13,2017 00:17:24 AM




Xposed Modulleri

Xposed Modulleri Android cihazda uygulamalari
ozellestirmek degistirmek icin kullanilir.

Uygulama  gelistirilirken  yazilan  kontrollerin,

izinlerin degistiriimesine imkan verebiliyor.

Mesela yukarida gordugumuz RootCloak modulu
bir uygulama cihaz root lumu diye kontrol edip,
calismiyorsa bu kontroli engelleme/atlatmaya
yaramaktadir ve guvenlik testleri icin onemli bir yer
tutmaktadir.

Bunun gibi bircok modul bulunmaktadir.

—- Android Blue Pill

2¢»  Anti-Anti-Emulator

.ﬁ. Droidmon
CuckooDroid API Monitor

.a' JustTrustMe

Kills SSL certificate validation

; RootCloak
Hides root from chosen apps.




SSL Pinning Bypass

SSLUnpinning

FoCep

com.fordotosan.focep

JustTrustMe
just.trust.me

RootCloak
com.devadvance.rootcloak2

Android Blue Pill

com.emulator.antidetect

SuperSuU

eu.chainfire.supersu

Diva unpinned

jakhar.aseem.diva

-




SSL Pinning Bypass

Android 7.0'da, Google, kullanicilarin Sertifika Yetkililerine (CA) givenme biciminde degisiklikler
getirdi. Bu degisiklikler, tguncu sahislarin uygulamadan gelen ag isteklerini dinlemelerini engeller:

£ levyitay / AddSecurityExceptionAndroid @Watchv 4 S Star 105 | YFork 19
<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights
Branch: masterv | AddSecurityExceptionAndroid / network_security_config.xml Find file =~ Copy path
B Itay Levy First Commit 3c211al on 3 Dec 2016

0 contributors

15 lines (14 sloc) 385 Bytes Raw Blame | History [J 4 [T

<?xml version="1.0" encoding="utf-8"7>
<network-security-config>
<base-config>
<trust-anchors>
<certificates src="system" />
<certificates src="user" />

</trust-anchors>
</base-config>
<debug-overrides>

<trust-anchors>

<certificates src="user" />

</trust-anchors>

</debug-overrides>
</network-security-config>




Android Uygulama lzinleri
O

"normal’

"dangerous"

"signature”

"signatureOrSystem"

The default value. A lower-risk permission that gives requesting applications access to isolated application-
level features, with minimal risk to other applications, the system, or the user. The system automatically
grants this type of permission to a requesting application at installation, without asking for the user's
explicit approval (though the user always has the option to review these permissions before installing).

A higher-risk permission that would give a requesting application access to private user data or control over
the device that can negatively impact the user. Because this type of permission introduces potential risk,
the system may not automatically grant it to the requesting application. For example, any dangerous
permissions requested by an application may be displayed to the user and require confirmation before
proceeding, or some other approach may be taken to avoid the user automatically allowing the use of such
facilities.

A permission that the system grants only if the requesting application is signed with the same certificate as
the application that declared the permission. If the certificates match, the system automatically grants the

permission without notifying the user or asking for the user's explicit approval.

A permission that the system grants only to applications that are in the Android system image or that are
signed with the same certificate as the application that declared the permission. Please avoid using this
option, as the signature protection level should be sufficient for most needs and works regardless of
exactly where applications are installed. The "signatureOrSystem" permission is used for certain special
situations where multiple vendors have applications built into a system image and need to share specific

features explicitly because they are being built together.




Android Uygulama lzinleri

& AndroidManifest.xml x '

<?xml version="1.0" encoding="utf-8"7>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
" > « I|>
<uses-permission android:name="android.permission.INTERNET" />

rmission android:name="android.permission.ACCESS_NETWORK_STATE" />

android:allowBackup="true"

el android:icon="@mipmap/ic_launcher"
android:label="My Application"
android:supportsRtl="true"
android: theme="@style/AppTheme">

<activity android:name=".MainActivity">
<intent-filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>
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ADB (Android Debug Bridge)

"Android Debug Bridge (Android Ayiklama Koprusu - adb), bir
emulator kopyasinin veya Android'li bir cihazinin durumunu
yonetmeye izin veren ¢ok yonlu bir arac.
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ADB (Android Debug Bridge)

e ADB push : Cihaza dosya gonderir. adb push uygulama.apk
/sdcard/uygulama.apk

e ADB pull : Cihazdan dosya alir. adb pull /system/app/uygulama.apk

e ADB install : Cihaza uygulama yukler. adb install uygulama.apk

e ADB shell : Cihazin komut satirina (terminal) baglanir. adb shell
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ADB (Android Debug Bridge)

adb.exe install canyoupwnme.apk
3254 KB/s (9 71 bytes in 2.837s
WARNING: linker: libdvm.so has text relocations. This is wasting memory and is
WARNING: nker: app_process has text relocations. This is wasting memory and
/data/local/tmp/canyoupwnme.apk

data/data/com.andr: nsecurebankv2/databases/mydb
bytes in ©.027s)

asec
app-1lib
-private
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Andro Guard

AndroGuard python ile gelistirilen statik kod analizi yapan bir aragctir.
San Toku’nun icinde kurulu olarak gelmektedir.

AndroGuard Santoku tzerinde bu sekilde ¢alistirimaktadir. ik olarak kurulu oldugu
dizine gittik ve apk dosyamizi da oraya tasidik. ./androlyze.py -s ile calistirdik. ilk
satirmiza

a,d,dx= AnalyzeAPK(“Insecurebankv2.apk”, decompiler="dad”) komutunu
yazarak apk dosyamizi gostererek decompile ediyoruz. Daha sonra programin
parametreleri ile birgok analiz edebilmekteyiz. Resimde uygulamanin activitylerini
ve izinlerini getirdik.
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Andro Guard

ahmet@santoku: Jusr/share/androguard

python2

frontend”™ pé

n.android.
m.google.ar

n.google.an
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Burp Suite
Burp gelismis bir proxy yazilimidir.

Bunun disinda bircok teste yardimci olmakta ve imkan
tanimaktadir.

Web Testlerinin olmazsa olmazi Burp Mobil testlerimizde de o
kadar onemli.

Simdi Burp Suite Emulatorumuzden baglanmayi bakalim
beraber.
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B u rp S u ite Genymotion for personal use - MobSF_VM_0.2 (7.

Genymotion for personal use - MobSF_VM_0.2 (720x1280, 320

Proxy

Manual

The HTTP proxy is used by the
browser but may not be used by

the other apps.
Proxy hostname

192.168.169.2

Proxy port

8080

Forget network

Modify network Bypass proxy for

IP settings

DHCP

Cancel

£
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Burp Suite

Ayarlara ( Settings) e girerek daha sonra Wi-Fi ye tiklayarak

WiredSSID nin Uzerine basili tutarak Modify network diyerek
Proxy belirliyoruz.

Burada IP adresi test yaptiginiz makinenin IPsidir kendi ana

makineniz ya da yukarida bahsettigim makinelari indirdiyseniz
onun |P adresidir.
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Burp Suite

B Burp Suite Fr

Burp Intruder Repeater Window He

[Targei I Proxy I Spider ISeannef

| NSSSSSEESF VEE SRS

‘1'3 Add a new proxy listener

:_[ Binding | Request handing | Certifcate |

[ Intercept T HTTP history T WebSock

@ Proxy Listeners

@ Burp Proxy uses listeners to rec

‘«m iARunn'ng |_i
— | @ 1
Edit

Remove

Each instaliation of Burp genera’
Burp.

(oot exort cA crttcad

BJ These settings control how Burp binds the proxy listener.

8080|

Bind to address. (O Loopback only
O Allinterfaces

Bind to port:

@ Specific address: | 192.168.169.2

=)

[2] Intercept Client Requests

X

=
N
/

I tools or another installation of

Cancel | &

-
v
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Burp S

& M ® P B
| & |72 | 7

ware Visual Studio NetBeansIDE Dev-C+ JetBrains JetBrains Intelll) IDEA™S = WinSCP= #
'.'./cul-‘statl... 2013 8.1 PyChar.. PhpStor... 3

X qurelahmet.com

‘ Burp Suite Free Edition v1.7.03 - Temporary Project

Burp Intruder Repeater Window Help

[Target T ] Spider T Scanner ] Intruder T Repeater T Sequencer T Decoder ] Comparer TExtender T Project options ‘[ User options TAlens ]

€Dt I HTTP history T WebSockets history I Options ]

#| Request to http://gurelahmet com:80 [109.232.220.231]

[ Forward J L Drop J Intercept is on Action

[ Headers | Hex

GET / HTTP/1.1

Host: gurelahmet.com

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8

User-Agent: Mozilla/5.0 (Linux; Android 4.4.2; MobSF_VM_0.C Build/KOT4SH) AppleWebKit/537.3€ (KHTML, like Gecko) Version/4.0 Chrome/30.0.0.0 Mobile
Safari/537.36

Accept-Encoding: gzip,deflate

Acceprt-Language: en-US

¥=Requested-With: com.andreoid.browser

Connection: close

-
v

0 matches




Mobil Sizma Testi Araclari
Burp Suite

Request Response

ﬁ Params Headers Hex E Headers Hex

POST & - ey &= = = o mEw = HTTP/1.1 200 OK
Host: t e o L Cache-Control: no-cache
ActivationId: | n B Pragma: no-cache
Cookie: Content-Type: application/json; charset=utf-8
== Expires: -1
= X-Powered-By: ASP.NET
Accept: */* Date: Mon, 22 Jan 2018 07:20:54 GMT
Connection: close Connection: close
Channel: Moblle Content-Length: 137
AuthKey: - Set-Cookie:
Accept-Language: tr-TR;g=1.0, en-TR;g=0.9, en;g=0.8 L u u

Accept-Encoding: gzip, deflate §
ApplicationVersion: 5.0.45

Language: tr

SessionToken: il fulaifie ik P i b | Bk (i ' b §

User-Agent: mimmii s 2 § B Tl S . B . e
" -

DeviceModel: 1OS|Apple\1Phon58 4]10.3.3

IPAddress: =

Content-Length: 223

(”PersonalNote”: "HasSms":false, "Status":"Undefined", "EmailAddress":")
+"PeriodType":"Once", "HasEmail":true, "HasPush" true,"Date"~”201

8-01-22T00:10: 21|" "Note":"<svg onload=prompt(2)>\n\n","Id":-1}}

? < + > Type a search term 0 matches ? < + > Type a search term

Content-Type: application/json {"ResponseBody":{}, "Header": { "ResponseStatus" :true, "ResponseCode"
DeviceId: !mm mmmimi sl gy smmiine mm woln St e i seMessage":"Bagarili", "ResponseDetailMessage":"Success"}}
b, = N

, "Respon

0 matches

498 bytes | 11,930 millis
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Burp Suite

. about://(null)
n | e —— 1 dk. 6nce

<svg onload=prompt(2)>

isimli hatirlatmanizin tarihi bugundur.
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Sqlite Veritabani incelemede Sqlite Browser ve Sqlite3 Kullanimi

Uygulamay! cihazimiza aktardiktan sonra eger dosyalar
cihazda tutuluyorsa veritabani dosyalarint ADB ile kendi
bilgisayarimiza indirebiliriz.

Bu database dosyalarinin icerigini Sqlite Browser ile
goruntuleyebiliriz.

Bunun disinda da Sqlite3 ile veritabanini segerek sorgular
yazip bununla da goruntuleyebilmekteyiz.
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Sqlite Veritabani incelemede Sqlite Browser ve Sqglite3 Kullanimi

A cmd.ee (Admin) [B sqlitebrowser.exe (Admin) ~d~-al@=| “
File Edit View Help
& New Database & Open Database = Write Changes % Revert Changes
DB Sche&ma & X
Database Structure Browse Data Edit Pragmas Execute SQL
Name Type
|_o Create Table .1 Modify Table g Delete Table v [Z] Tebles 3)
> || android_metadata
Name Type Schema B names
v || Tables(3) > | sqlite_sequence
> [] android_metadata CREATE TABLE android_metadata (locale TEXT) Indices (0)
> ] names CREATE TABLE names (id INTEGER PRIMARY KEY Al M| Views (0)
|| sqlite_sequence CREATE TABLE sqlite_sequence(name,seq) &f Triggers (0)
Indices (0)
¥ Views (0)
L] Triggers (0)
< >
< >
SQL Log Plot DB Schema
UTF-8
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Sqlite Veritabani incelemede Sqlite Browser ve Sqlite3 Kullanimi
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AndroBugs Framework

AndroBugs Framework, Android uygulamalarda guvenlik testi
gerceklestiren frameworklerden bir tanesidir.

Kullanimi oldukcga basittir. Konsol Uzerinden biz androbugs -f
apk_dosyasi seklinde kullanarak frameworkumuzu
calistirdik.

Bunun sonucunda kendi klasorunun altinda Reports
klasorunun altinda detayli rapor olusturmaktadir.
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Bugs Framework

B Komut [stemi

klidair.

\AndroBugs>androbugs.exe -

Vulnerability Scanner

droBugs, ttp:// roBi
androbugs . frame:
[Platform: Android
o o om. android.in ankv2
/ersion Name: 1.0
Version Code:

analyzing
elapsed time:
rsis report is genera

.android.insecurebankv2_c8ecc7441c76ef482alcet@0476b33c817370029df385c0417b1¥ 1a4110ebbb7138d844541e3f9cf¢
>1bae7c789¥957c15326d7¢

\AndroBugs>
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AndroBugs Framework

B C:\AndroBugs\Reports\com.android.insecurebankv?_cBecc7441cT66£40231ce600476b33c8173700290385¢0417b1f18e1a4110ebbb 71380844541 e3f0cfcaaddef61baeTc 785 7¢ 15326470 T117e48c0cad bt - Sublime Text 2 (UNREG..

File Edit Selection Find View Goto Tools Project Preferences Help

com.android.insecurebank CCT441 (76140221 ce600476b33¢817370029d385c0417b118¢1a4110ebbb71380844541e3f9cf caad43ef61bae7c
PIUVAUGE =7 LUMe GIM VAU ANISECUS CUBIIAYE - || GUAUSE! WBILEIILE | UV Aus
[Critical] <SSL_Security> SSL Connection Checking:
URLs that are NOT under SSL (Total:2):
http://plus.google.com/
=> Lcom/google/android/gms/common/internal/zzm;-><clinit>()V
http://www.google.com
=> Lcom/google/android/gms/internal/zzgk$zza;-><init>(Landroid/content/Context;)V
[Critical] <WebView><Remote Code Execution)(NCVE»2013-4719#ﬂ WebView RCE Vulnerability Checking:
Found a critical WebView "addJavascriptInterface" vulnerability. This method can be used to allow JavaScript to
control the host
application.
This is a powerful feature, but also presents a security risk for applications targeted to API level JELLY_BEAN(4.2)
or below,
because JavaScript could use reflection to access an injected object's public fields. Use of this method in a WebView
containing
untrusted content could allow an attacker to manipulate the host application in unintended ways, executing Java code
with the
permissions of the host application.
Reference:
1."http://developer.android.com/reference/android/webkit/WebView.htmli#addJavascriptInterface(java.lang.Object,
java.lang.String) "
2.https://labs.mwrinfosecurity.com/blog/2013/089/24/webview-addjavascriptinterface-remote-code-execution/
3.http://50.56.33.56/blog/?p=314
4.http://blog.trustlook.com/2013/09/04/alert-android-webview-addjavascriptinterface-code-execution-vulnerability/
Please modify the below code:
=> Lcom/google/android/gms/internal/zzig;-><init>(Lcom/google/android/gms/internal/zzig$zza;
Lcom/google/android/gms/ads/internal/client/AdSizeParcel; Z Z Lcom/google/android/gms/internal/zzan;
Lcom/google/android/gms/ads/internal/util/client/VersionInfoParcel;)V (@x11lc) --->
Lcom/google/android/gms/internal/zzig;->addJavascriptInterface(Ljava/lang/Object; Ljava/lang/String;)V

[Warning] Dynamic Code Loading:
Dynamic code loading(DexClassloader) found:
=> Lcom/google/android/gms/internal/zzal;->zz1(Landroid/content/Context;)V (Oxae) >
Ldalvik/system/DexClasslLoader;-><init>(Ljava/lang/String; Ljava/lang/String; Ljava/lang/String;
1 saval/lanal/Claccl nadan-
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Mobile Security Framework (MobSF)

AndroBugs gibi MobSF de mobil uygulama analizi yapan bir
frameworktur.

Su an en kullanigli ve saglam arac denebilir. Oldukca populer ve
guzel bir aractir.

MobSF i indirdikten sonra Windows, Linux ve OSX e
kurabilirsiniz. Kurduktan sonra localhostunuzda tarayicida

calismakta ve apk dosyasini secerek direk calismakta. Oldukca
basit bir kullanimi vardir.

Adres olarak 127.0.0.1:8000 adresinde calismaktadir.
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Mobile Security Framework (MobSF)

:VeBSF

Drag files here or click Upload & Analyze

#» Upload & Analyze




Mobil Sizma Testi Araclari
Mobile Security Framework (MobSF)

N meEePOB s

#» Upload & Analyze

Analyzing....
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Mobile Security Framework (MobSF)

Static Analysis - lceweasel

Recent Scans About Search MDS

File Information

B2y InsecureBankv2.apk

App Information

=TS com.android.insecurebankv2

[ size EXITT) T com.android.insecurebankv2.LoginActivity
EII 5e2482906564019c936ac861d1650ffc | Target sox EEY min sox BEY Max sok |
B8 sobs53f20a3c9e6bfd98311f5b26ccdded1bf0age 1.0

BB b12af2a0e44d7634bbcdf93664d9c7822695€050393fcfbbSeaba1f902d194a4 Android Version Code BI

ACTIVITIES SERVICES i = PROVIDERS
View ©
EXPORTED

ACTIVITIES
o

EXPORTED
SERVICES
o

EXPORTED
RECEIVERS

EXPORTED
PROVIDERS

1
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Mobile Security Framework (MobSF)

Static Analysis - lceweasel

Recent Scans About

== Android Permissions

PERMISSION STATUS INFO DESCRIPTION

android.permission.SEND_SMS m send SMS messages Allows application to send SMS messages. Malicious applications
may cost you money by sending messages without your
confirmation.

android.permission.READ_CONTACTS X  read contactdata Allows an application to read all of the contact (address) data
stored on your phone. Malicious applications can use this to send
your data to other people.

android.permission.USE_CREDENTIALS

use the authentication
credentials of an

Allows an application to request authentication tokens.

account

android.permission. ACCESS_NETWORK_STATE view network status Allows an application to view the status of all networks.

android.permission. ACCESS_COARSE_LOCATION coarse (network- Access coarse location sources, such as the mobile network
Start Dynamic Ana 3 based) location database, to determine an approximate phone location, where
available. Malicious applications can use this to determine

approximately where you are. .
android.permission.INTERNET m full Internet access Allows an application to create network sockets.
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Drozer

Drozerda mobil testlerde kullanilan dinamik analiz yapan bir
frameworktur.

Uygulama calisirken test etme imkani verir.

Diger AndroBugs ve MobSF de ise statik analizi yaptik fakat
uygulama calismiyordu. Drozer’da uygulama calisirken testlerimizi
gerceklestiriyoruz.

Drozer’i kendi test pcnize kurduktan sonra ayni zamanda
emulatordeki mobil cihaza da yUkleyerek birbirleri ile haberlesmesini
sagliyoruz.
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Drozer

Kendi test pc nize drozeri kurduktan sonra agent.apk y1 emulatore
atmayi unutmayiniz.

Bunu ister surukle birak ile istersenizde adb. install agent.apk
komutu ile yapabilirsiniz.

Yukledikten sonra agent.apk yi emulatorde acgarak off dan on’a
aliniz.

Daha sonra kurulum sayfasinda gosterdigi gibi adb forward
tcp:31415 tcp:31415 komutunu verip drozer console connect
diyerek drozerin komut satirina dusebilirsiniz.
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B drozer Agent

drozer.bat

O OZ @ o e e i

~ config fi

Embedded Server @

31415

S o )
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esisand..pr
randroidsneme.
torandroids+.
ctorandroidsn:.
.U!‘:i'h:."!)i(J‘»Y\"‘Iﬂ\“. .o
run ..isandp,..,rot randro, ..,idsnem.
app.package.list .isisanfj{;: .T a'jcrjo%d: .sne.misisi
,andprotecto dsnemisisandprotec.
-f insecurebank .torandroid ndprotectorandroid.
. .snemisisand orandroidsnemesisan:
kOfT1UtU ”e .dprotectorath nemesisandprotector.
kurulu paketler

arasinda adi
insecurebank run app.package.list -f insecurebank
. com.android.i ] 2 (InsecureBankv2)

olan paket' d run app.package. com.android.insecurebankv2
aryoruz. Pafkagg: c?m.arde‘ i curebankv2

Application | 13 ureBankv2

Process Name: com. .insecurebankv2

Version: 1.0

Data Directory: /dat jata/com.android.insecurebankv?2

APK Path: /data/app/com.android.insecurebankv2-1.apk

UID: 10054

GID: [3ee3, 1028,

Shared Libraries

Shared User ID:

Uses Permissions

- android.perm \

- android.permission.WRIT TERNAL_STORAGE

drozer Console (v
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dz> run app.package.list -f insecurebank
com.android.insecurebankv2 (InsecureBankv2)
dz> run app.package.info -a com.android.insecurebankv2
Package: com.android.insecurebankv2
Application Label: InsecureBankv2
Process Name: com.android.insecurebankv2
Version: 1.0
Data Directory: /data/data/com.android.insecurebankv2
APK Path: /data/app/com.android.insecurebankv2-1.apk
UID: 10854
GID: [3003, 1828, 1015]
Shared Libraries: null
Shared User ID: null
Uses Permissions:
- android.permission.INTERNET
- android.permission.WRITE_EXTERNAL_STORAGE
android.permission.SEND_SMS
android.permission.USE_CREDENTIALS
android.permission.GET_ACCOUNTS
- android.permission.READ PROFILE
- android.permission.READ_CONTACTS
android.permission.READ_PHONE_STATE
- android.permission.READ_CALL_LOG
- android.permission.ACCESS_NETWORK_STATE
- android.permission.ACCESS_COARSE_LOCATION
- android.permission.READ_EXTERNAL_STORAGE
Defines Permissions:
- None

dz> |
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Drozer

drozer.bat console devices
Could not find java. Please ensure that it is installed and on your PATH.

If this error persists, specify the path in the ~/.drozer config file:
[executables]
java = C:\path\to\java

of Bound Devices

Manufacturer
i1a@30ff Samsung
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Drozer

drozer.bat exploit 1li
Could not find java. Pl ensure th it is installed and on your PATH.
If this error persists, specify the path in the ~/.drozer_config file:
[executables]
java :\path\to\java
exploit.remote.browser.addjavascriptinterface WebView addJavascriptInterface Remote Code Execution (CVE-2012-6636)
exploit.remote.browser.knoxsmdm Abuse the New enrolment/UniversalMDMApplication application in Samsung Knox
install rogue drozer agent
exploit.remote.browser.normalize Webkit Node Normalize (CVE-2010-1759)
exploit.remote.browser.useafterfree Webkit Use After Free Exploit (B

.remote.dos.remotewipe_browserdelivery Invoke a USSD code that performs a remote wipe on Samsung Galaxy SIII

.remote.fileformat.polarisviewerbof_browserdelivery
Deliver Polaris Viewer 4 exploi i over browser (Mobile Pwn20wn 2012)

.remote.fileformat.polarisviewerbof_generate
Generate Polaris Viewer 4 exploi (Mobile Pwn20wn 2012)

.remote.socialengineering.unknownsources
Deliver the Rogue drozer Agent over browser and hold thumbs the

exploit.usb.socialengineering.usbdebugging Install a Rogue drozer Agent on a connected device that has USB debugging enabled




Mobil Sizma Testi Ornekleri

Activity Bypass / InsecureBankv2 Login

== Postlogin

Transfer

View Statement

Change Password

Rooted Device!!

run app.activity.start —.component com.android.insecurebankv2 com.android.insecurebankv2.PostLogin

adb shell am start -n com.android.insecurebankv2/com.android.insecurebankv2.PostLogin
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Root Detection Bypass

w RootCloak

Add/Remove Apps

Add/Remove Keywords Hidden by
RootCloak

Add/Remove Commands Hidden by
RootCloak

Instructions
Turn On/Off Debug

About
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Root Detection Bypass

Transfer
View Statement
Change Password

Device not Rooted!!
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DIVA (Damn Insecure and Vulnerable App)

Welcome to DIVA!

DIVA (Damn insecure and vulnerable App) is an App
intentionally designed to be insecure. The aim of
the App is to teach developers/QA/security
professionals, flaws that are generally present in
the Apps due poor or insecure coding practices. If
you are reading this you want to either learn App
pentesting or secure coding and | sincerely hope
that DIVA solves your purpose. So, sit back and
enjoy the ride.

1. INSECURE LOGGING

2. HARDCODING ISSUES - PART 1

3. INSECURE DATA STORAGE - PART 1

4. INSECURE DATA STORAGE - PART 2

5. INSECURE DATA STORAGE - PART 3

6. INSECURE DATA STORAGE - PART 4
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DIVA Insecure Logging

> diva-beta.apk AndroidManifestxml

<?xml version="1.0" encoding="utf-8"7>
<manifest xmlns:"http://schemas.android.com/apk/res/android" android:versionCode="1" android:versionName="1.0" package="jakhar.aseem.diva™ platformBuildVersionCode="23" platformBuildVe
rsionName="6.0-2166767">
<uses-sdk android:minSdkVersion="15" android:targetSdkVersion="23" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE™ />
<uses-permission android:name="android.permission.INTERNET" />
<application android:theme="8style/AppTheme" android:label="@string/app_name" android:icon="€mipmap/ic_launcher” android:debuggable="true” android:allowBackup="true" android:suppor
tsRtl="true">
<activity android:theme="@style/AppTheme_NoActionBar™ android:label="@string/app_name" android:name="jakhar.aseem.diva.MainActivity™>
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
<activity android:label="@string/d1” android:name="jakhar.aseem.diva.logActivity” />
<activity android:label="8string/d2" android:name="jakhar.aseem.diva.HardcodeActivity" />
<activity android:label="@string/d3” android:name="jakhar.aseem.diva.InsecureDataStoragelActivity” />
<activity android:label="@string/d4™ android:name="jakhar.aseem.diva.InsecureDataStorage2Activity” />
<activity android:label="8string/d5" android:name="jakhar.aseem.diva.InsecureDataStorage3Activity” />
<activity android:label="@string/d6" android:name="jakhar.aseem.diva.InsecureDataStorage4Activity” />
<activity android:label="8string/d7" android:name="jakhar.aseem.diva.SQLInjectionActivity"” />
<activity android:label="@string/d8" android:name="jakhar.aseem.diva.InputValidation2URISchemeActivity" />
<activity android:label="@string/d9" android:name="jakhar.aseem.diva.AccessControlliActivity" />
<activity android:label="@string/apic_label” android:name="jakhar.aseem.diva.APICredsActivity™>
<intent-filter>
<action android:name="jakhar.aseem.diva.action.VIEN_CREDS" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
<activity android:label="8string/d1@" android:name="jakhar.aseem.diva.AccessControl2Activity" />
<activity android:label="@string/apic2_label" android:name="jakhar.aseem.diva.APICreds2Activity”>
<intent-filter>
<action android:name="jakhar.aseem.diva.action.VIEN_CREDS2" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
<provider android:name="jakhar.aseem.diva.NotesProvider" android:enabled="true"™ android:exported="true" android:authorities="jakhar.aseem.diva.provider.notesprovider™ />
<activity android:label="€string/d11" android:name="jakhar.aseem.diva.AccessControl3Activity"” />
<activity android:label="@string/d12" android:name="jakhar.aseem.diva.Hardcode2Activity" />
<activity android:label="@string/pnotes” android:name="jakhar.aseem.diva.AccessControl3NotesActivity" />
<activity android:label="8string/d13" android:name="jakhar.aseem.diva.InputValidation3Activity" />
</application>
</manifest>
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1. Insecure Logging

Objective: Find out what is being logged where/how
and the vulnerable code

Hint: Insecure logging occurs when developers
intentionally or unintentionally log sensitive
information such as credentials, session IDs,
financial details etc

ahmet — -bash — 74x13
Y Ahmet-MacBook-Pro:~ ahmet$ adb shell ps | grep 'diva'
u@_a75 1667 172 573696 49400 ffffffff b76ce@7b S jakhar.aseem.diva
Ahmet-MacBook-Pro:~ ahmet$ adb shell logcat | grep -i 1667
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alala | ala

ahmet — grep -i 1667 — 74x13
489373317,"result":"","class" :"android.os.SystemProperties”, "method"”: "get"
, "type" :"content","args" : ["debug.hwui.overdraw"]}

W/EGL_genymotion( 1667): eglSurfaceAttrib not implemented

E/diva-log( 1667): Error while processing transaction with credit card: 12
34567890

D/dalvikvm(C 1667): GC_CONCURRENT freed 611K, 12% free 5410K/6084K, paused
3ms+@ms, total 7ms

I/Xposed ( 1667): Droidmon-apimonitor-jakhar.aseem.diva:{"timestamp"”
489458965, "class":"java.lang.reflect.Method"” , "method" : "invoke", "hook

hod" : "checkout"”, "hooked_class": " jakhar.aseem.diva.LogActivity","type":"
lection”,"args" :["android.support.v7.widget.AppCompatButton{52930ef8 VFED.
.C. ...PH... 260,556-460,652 #7f0c@@7c app:id\/button}"]}

1234567890

CHECK OUT
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</> diva-beta.apk jakhar aseem diva HardcodeActivity.java

'package jakhar.aseem.diva;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

public class HardcodeActivity extends AppCompatActivity {
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) C@200R.layout.activity_hardcode);
}

public void access(View view) {
if (((EditText) findViewById(C020@R.1id.hcKey)).getText().toString().equals("vendorsecretkey”)) {
Toast.makeText(this, "Access granted! See you on the other side :)", @).show();
} else {
Toast.makeText(this, "Access denied! See you in hell :D", @).show();
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=

2. Hardcoding Issues - Part 1

Objective: Find
Hint: Develc
sensitive inf

vendorsecretkey

ACCESS

Access granted! See you on the other side :)
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3. Insecure Data Storage - Part 1
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Objective: Find out where/how the credentials are
being stored and the vulnerable code

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
i.e. poor encryption, plain text, access control
issues etc

hassasveri

3rd party credentials saved successfully!
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Yukaridaki resimde gordugunuz gibi hassasveri adinda username ve password
girdik.

Girdigimiz bu verileri yazilimci /data/data/jakhar.aseem.diva/shared_prefs/
jakhar.aseem.diva_prefences.xml dosyasinda tutmaktadir.

Adb ile cihazda shell alarak cihaz uzerinde bu dosyaya giderek
goruntuledigimizde girdigimiz username ve passworda ulasmaktayiz.
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3. Insecure Data Storage - Part 1

Objective: Find out where/how the credentials are
being stored and the vulnerable code

Hint: Insecure data storage is the result of storing
confidential information insecurelv on the svstem
ahmet — adb shell — 80x24
| (Ahmet-MacBook-Pro:~ ahmet$ adb shell

root@mobsec:/ # cd data/data/ja

jackpal .androidterm/ jakhar.aseem.diva/
root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # 1s
cache

databases

lib

shared_prefs
root@mobsec:/data/data/jakhar.aseem.diva # cd shared_prefs/
root@mobsec:/data/data/jakhar.aseem.diva/shared_prefs # ls
jakhar.aseem.diva_preferences.xml

erences.xml
<?xml version="1.0' encoding='utf-8' standalone='yes' ?>

<map>

<string name="user">hassasveri</string>

<string name="password">hassasveri</string>
</map>
root@mobsec:/data/data/jakhar.aseem.diva/shared_prefs #
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Bu bolumdede guvensiz veri saklama yontemlerinden kaynaklanan zafiyet
bulunmaktadir.

Bu sefer girdigimiz bilgiler veritabanina kaydolmaktadir.

Fakat kaydoldugu yer cihazin iginde /data/data/jakhar.aseem.diva/databases
dizininin altindadir.
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4. Insecure Data Storage - Part 2

Ahmet-MacBook-Pro:Desktop ahmet$ adb shell
root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # l1s
cache

databases

1ib

shared_prefs
root@mobsec:/data/data/jakhar.aseem.diva # cd databases/
root@mobsec:/data/data/jakhar.aseem.diva/databases # 1s

divanotes.db

divanotes.db-journal

ids2

ids2-journal

sqli

sqli-journal

root@mobsec:/data/data/jakhar.aseem.diva/databases # exit
Ahmet-MacBook-Pro:Desktop ahmet$ adb pull /data/data/jakhar.aseem.diva/databases
/ids2

/data/data/jakhar.aseem.diva/databases...lled. 6.2 MB/s (16384 bytes in 0.003s)
Ahmet-MacBook-Pro:Desktop ahmet$
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4. Insecure Data Storage - Part 2

Objective: Find out where/how the credentials are

being stored and

Masalstl — sglite3 ids2 — 80x24
Ahmet-MacBook-Pro:Desktop ahmet$ sqglite3 ids2

SQLite version 3.16.2 2017-01-06 16:32:41

Enter ".help" for usage hints.

sqlite> .tables

android_metadata myuser

sqlite> select * from myuser;

gizliverilgizliveri

sqlite>



[Ahmet-MacBook-Pro:~ ahmet$ cd app_webview/
[Ahmet-MacBook-Pro:app_webview ahmet$ 1s -la

total 120

drwxr-xr-x 8 ahmet staff 272°16 Agu 15:59 .

drwxr-xr-x+ 38 ahmet staff 1292 16 Agu 15:59 ..

drwxr-xr-x 121 ahmet staff 4114 16 Agu 15:59 Cache

-rw-r--r-- 1 ahmet staff 7168 16 Agu 15:59 Cookies
-rW-r--r-- ahmet staff 4640 16 Agu 15:59 Cookies-journal
drwxr-xr-x ahmet staff 136 16 Agu 15:59 Local Storage
-rw-r--r-- ahmet staff 38912 16 Agu 15:59 Web Data
-rW-r--r-- 1 ahmet staff 512 16 Agu 15:59 Web Data-journal
[Ahmet-MacBook-Pro:app_webview ahmet$ sqlite3 Web\ Data

SQLite version 3.16.2 2017-01-06 16:32:41

Enter ".help" for usage hints.

sqlite> .tables

autofill autofill_profile_names autofill_profiles_trash
autofill_dates autofill_profile_phones credit_cards
autofill_profile_emails autofill_profiles meta
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Bu kisimdada yine guvensiz veri saklama sorunlarindan birine deginilmis.

Uygulama bulundugu klasore gecici bir dosya olusturarak hassas verileri buraya
kaydetmekte.

Bu tip tespitler igin her zaman uygulamanin klasoru,databases ve shared
prefences dizinleri incelenmelidir.

Bunun disinda apk dosyasi decompiler edilerek kaynak kodu incelenmeli ve
mutla Android Manifest.xml dosyasindaki izinler ve diger bilgiler analiz
edilmelidir.
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public void savelredentials{View parasView)
{
EditText localEditTextl = (EditText)findVienByld(2131493006);
EditText localEditText2 = (EditText)findVienByld(2131493007);
File localFilel = new File(getApplicationInfol().dataDir);
try
{
File localFileZ « File. createTempfilel"uinfo”, “"tmp”, localFilel);
localFileZ, setReadable(true);
localFilel. . setWritable(true);
FileWriter localFileWriter = new FileWriter(localFile2);
localFilefriter . write(locolEditTextl, getText(). toString() « ":~ + localEditText2. getText(). toString() « "\n");
locolFilefriter.close();
Toast . makeText(this, "3rd party credentials saved successfully!™, 0).show();
return,

}
Yukaridaki resimde gordugunuz kodda uinfo adinda gecici bir dosya
olusturmakta ve alinan degerler buna yazilmaktadir.
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Objective: Find out where/how the credentials are
being stored and the vulnerable code

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
I.e. poor encryption, plain text, access control
Issues etc

ahmet — adb shell — 80x24

Last login: Sat May 13 11:38:29 on ttys001
Ahmet-MacBook-Pro:~ ahmet$ adb shell
root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # 1s
cache

databases

lib

shared_prefs

uinfo0968176505tmp

root@mobsec:/data/data/jakhar.aseem.diva # cat uinfo968176505tmp
6nemlibilgi:énemlibilgi

root@mobsec:/data/data/jakhar.aseem.diva #
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DIVA Insecure Data Storage - Part 4 Dol st o Bl e e

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
1.e. poor encryption, plain text, access control
Issues etc

Bu kisimdada yine girilen bilgiler cihaz iginde !
guvensiz sekilde tutulmaktadir. Gizlibilo

Verilerimizi girip save diyoruz. Bu sefer sdcard’'da bir
dosya olusturup ona kaydedilmektedir.
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<» diva-beta.apk

jakhar aseem diva InsecureDataStoragedActivity.java

package jakhar.aseem.diva;
import android.os.Bundle;
import android.os.Environment;

import android.support.v7.app.AppCompatActivity;
import android.util.log;

import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

import java.io.File;

import java.io.FileWriter;

public class InsecureDataStorage4Activity extends AppCompatActivity {
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) (@200R.layout.activity_insecure_data_storage4);
}

public void saveCredentials(View view) {
EditText usr = (EditText) findViewById((0200R.id.ids4Usr);
EditText pwd = (EditText) findViewById(C0200R.id.ids4Pwd);
try {
File uinfo = new File(Environment.getExternalStorageDirectory().getAbsolutePath() + "/.uinfo.txt");
uinfo.setReadable(true);
uinfo.setWritable(true);
FileWriter fw = new FileWriter(uinfo);
fw.write(usr.getText().toString() + ":" + pwd.getText().toString() + "\n");
fw.close();
Toast.makeText(this, "3rd party credentials saved successfully!", @).show();
} catch (Exception e) {
Toast .makeText(this, "File error occurred”, 9).show();
Log.d("Diva", "File error: " + e.getMessage());
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root@mobsec:/mnt/sdcard # 1ls -la

drwxrwxrwx
-rWXrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

2015-10-05
2017-05-13
2016-03-07
2014-06-02
2014-06-10
2015-09-05
2017-04-13
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-06
2017-03-31
2014-06-07

.RootBrowser
.uinfo.txt
150273

Alarms
Android

DCIM

Download
Movies

Music
Notifications
Pictures
Podcasts
Ringtones
XSSLUnpinning
romtoolbox

root@mobsec:/mnt/sdcard #
root@mobsec:/mnt/sdcard #
root@mobsec:/mnt/sdcard # cat .uinfo.tx
gizlibilgi:gizlibilgi
root@mobsec:/mnt/sdcard #
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Bu kisimda input kontrol eksikliginden kaynaklanan zafiyetlere deginilmigtir.
Buradaki input girilen degeri aramaktadir.
Varsa ekrana getirmekte yoksa bulunamadi olarak ¢ikti vermekte.

Sql injection denemesi yapmak icin “ tirnak kullaniyoruz fakat bize user
bulunamadi olarak cikti vermekte.

" tirnak denedigimizde ise her hangi bir user bulunamadi ¢iktisi vermemekte bosg
dondurmektedir.
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7. Input Validation Issues - Part 1

Ob)ectlve Try to access all user data without

any user name. There are three users by
default and your task is to output data of all the
three users with a single malicious search

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. W oping components that take
input from ou , always validate it. For ease of
testing there are three users already p ent in the
databa for example one of them is admin, you
can try :’;o(uchmq for admin to test the output

Objective: Try to access all user data without
knowing any user name. There are three users by
default and your task is to output data of all the
three users with a single malicious search

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, a s validate it. For ease of
testing there are three users already present in the
database, for example one of them is admin, you
can try arching for admin to test the output

User: (1) not found

er: () not found
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public void search(¥Viem paramView)
{
EditText locolEditText = (EditText)findVienSyla( 2151493017 ;
try
{
Cursor localCursor « this =D, ronQuery("SELECT * FRIM sqliuser BMERE user «
StringButlder locolStringBuilder « new StringBuilder(™");
if ((localCursor '« null) A8 (lecalCursor.getCount() > 2))

{
localCursor moveToFirst(),;
do
localStringBut lder . append{ “User: (" + locolCursor.getString(®) « “) pass
while (lecalCursor moveToNext()):
}
while (true)
{
Toast . sakeText(this, localStringButlder toStringl), @).show();
return;

locolStringBut Lder append "User: (7 « localEditText getText(), toString() +

(

-

localEditText getText(), toString() «

", mll);]

« localCursor.getString(l) + ) Credit card: (" «

) not found™ ).
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Objective: Try to access all user data without
knowing any user name. There are three users by
default and your task is to output data of all the
three users with a single malicious search

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. For ease of
testing there are three users already present in the
database, for example one of them is admin, you
can try searching for admin to test the output

7' or 1]

User: (admin) pass: (passwd123) Credit card:
(1234567812345678)

User: (diva) pass: (p@ssword
(1111222233334444)

User: (john) pass: (password123) Credit card:
(5555666677778888)
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8. Input Validation Issues - Part 2

)

12}
%))
]

Objective: Try
apart from a
Hint: Improper o

when the input

Objective: Try accessing any sensitive information
URL

no input
ot filtere
sloping components that take

apart fromav
Hint: Imprope
when the input
using it. When ¢
input from outside, always validate it

sue arise

ted before

components that take
validate it

using it. \ F
input from outside, alv

http://www.gurelahmet.com file:///sdcard/.uinfo.txt

VIEW

%ﬁmef Giirel

VIEW

gizlibilgi:gizlibilgi
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Erisim control sorunlari baslikli bu bolumde activitylerin
AndroidManifest.xml dosyasinda gerekli sekilde konfigurasyonu ve
izinleri ayarlanamadiginda activityler disaridan butonlara tiklanmadan
acilabilmektedir.

Drozer ve adb gibi araclarla bu islemler yapilabilmektedir.
Bu kisimda View Api Credentials a tikladigimizda yeni bir activity

acilarak api bilgilerini getiriyor.
Buraya tiklamadan disaridan komut ile activity baslatilabilmektedir.
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9. Access Control Issues - Part 1

Objective: You are able to access the API
credentials when you click the button. Now, try to
access the API credentials from outside the app.
Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected. Components such as activities, services,
content providers are prone to this.

VIEW API CREDENTIALS
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Vendor API Credentials

% ahmet — -bash — 71x23

Last login: Sat May 13 15:00:26 on console
Ahmet-MacBook-Pro:~ ahmet$ adb shell am start -n jakhar.aseem.diva/.API
CredsActivity -a jakhar.aseem.diva.action.VIEW_CREDS
WARNING: linker: libdvm.so has text relocations. This is wasting memory
and is a security risk. Please fix.

WARNING: linker: app_process has text relocations. This is wasting memo
ry and is a security risk. Please fix.

Starting: Intent { act=jakhar.aseem.diva.action.VIEW_CREDS cmp=jakhar.a
seem.diva/.APICredsActivity }

Ahmet-MacBook-Pro:~ ahmet$

adb shell am start —n jakhar.aseem.diva/.API CredsActivity —a jakhar.aseem.diva.action.VIEW_CREDS
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Erisim control sorunlarinin ikinci kismida illk kismina benzer sadece bu
sefer uygulama acildiginda onumuze iki segenek suruyor Kayit ol ve
Zaten Kayith Kullaniclyim tarzinda kayit ol segenegine tiklandigi zaman
PIN sormakta.

Fakat Zaten kayitli kullaniciyim sekmesinde ise direk activity aciimakta.
Bizim amacimiz zaten kayitli kullaniciyim butonuna basmadan bu
activity'i disaridan calistirmak.
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10. Access Control Issues - Part 2 Tveeter API Credentials

Objective: You are able to access the Third Party Register yourself at http:/payatu.com to get your
app TVEETER AP credentials after you have PIN and then login with that PIN!

registered with Tveeter. The App requests you to
register online and the vendor gives you a pin,
which you can use to register with the app. Now, try
to access the API credentials from outside the app
without knowing the PIN. This is a business logic
problem so you may need to see the code.
Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected and some may also accept external
inputs. Components such as activities, services,
content providers are prone to this.

(O Register Now. (0) Already Registered. Enter PIN received from Tveeter

VIEW TVEETER API CREDENTIALS TVEETER AP| CREDENTIALS
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Tveeter API Credentials

TVEETER API Key: secrettveeterapikey
APl User name: diva2
APl Password: p@ssword2
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Kaynak kod incelendigi zaman check pin true gibi bir kod satiri
gorulmekte ve biz bunu adb ile activity’i baslatirken —ez check_pin false
parametresini ekleyerek activity’i disaridan tetikleyip hig¢ bir butona
basmadan calistirilabilmektedir.
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Tveeter API Credentials

TVEETER API Key: secrettveeterapikey
APl User name: diva2
APl Password: p@ssword2

4 ahmet — -bash — 77x24

Last login: Sat May 13 15:54:23 on ttys000

Ahmet-MacBook-Pro:~ ahmet$ adb shell am start -a jakhar.aseem.diva.action.VIE

W_CREDS2 -n jakhar.aseem.diva/.APICreds2Activity —ez check_pin false

WARNING: linker: libdvm.so has text relocations. This is wasting memory and i
s a security risk. Please fix.

WARNING: linker: app_process has text relocations. This is wasting memory and §
is a security risk. Please fix.

Starting: Intent { act=jakhar.aseem.diva.action.VIEW_CREDS2 pkg=—ez cmp=jakha

r.aseem.diva/.APICreds2Activity }
Ahmet-MacBook-Pro:~ ahmet$
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Bu kisimda yine erigsim control sorunlarina
deginiimis.
Kullanicidan bir pin kodu girmesi istenmektedir.

Girilen PIN kodu sharedpreferences dizinin
altinda xml dosyasina yazilmaktadir. Buradan
PIN koduna ulasabilmekteyiz.

11. Access Control Issues - Part 3

Objective: This is a private notes application. You
can create a PIN once and access your notes after
entering the correct pin. Now, try to access the
private notes from outside the app without knowing
the PIN

Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected and some may also accept external
inputs, Components such as activities, services,
content providers are prone to this

Enter 4 Digit PIN

CREATE/CHANGE PIN

GO TO PRIVATE NOTES
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F?xml version='1.0' encoding="utf-8'
standalone='yes' ?>
<map>

<string name="notespin">1234</string>

<string name="password">hassasveri</string>

<string name="user">hassasveri</string>
</map>
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Bu asama daha once degindigimiz kaynak kodda bulunan parola ve
dogrulama degerlerinden kaynaklanan guvenlik acgikliklaridir.
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#include <jni.h>
#include <string.h>
#include "divajni.h"

#define VENDORKEY "olsdfgad; lh"

#define CODE ".dotdot"
#define CODESIZEMAX 20
VES

* Verify the key for access

*

* @param jkey The key input by user

*

* @return 1 if jkey is valid, @ otherwise. In other words

@ if the user key matches our key return 1, else return 0.

*/
JINIEXPORT jint JNICALL Java_jakhar_aseem_diva_Divalni_access(JINIEnv x env, jobject jobj, jstring jkey) {

const char x key = (xenv)->GetStringUTFChars(env, jkey, 0);

return ((strncmp(VENDORKEY, key, strlen(VENDORKEY)))?0:1);

Kaynak kodda bulunan bu key apk decompiler islemlerinden sonra elde edilebilir durumdadir.
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@ player © QB = 0 %7
& @ Genymotion for personal use - MobSF_VM_0.2 (720x12...
Ahmet-MacBook-Pro:x86 ahmet$ strings libdivajni.so A T H#H =& <+ L6114
——cxa_finalize
—_cxa_atexit 5
PR ..o chk_fail 12. Hardcoding Issues - Part 2
S "= Java_jakhar_aseem_diva_Divalni_access
Java_jakhar_aseem_diva_Divalni_initiateLaunchSequence
strcpy Objective ‘. nd
JNI_OnLoad Hint:Developert
_edata ol
—-bss_start
—end
libstdc++.so
libm.so
libc.so
libdl.so
libdivajni.so
dser
olsdfgad;lh
-.dotdot

;28" olsdfgad;lh]
GCC: (GNU) 4.8
gold 1.11

.shstrtab ACCESS

.dynsym




Mobil Sizma Testi Ornekleri
DIVA Input Validation Issues — Part 3

@ ® Genymotion for personal use - MobSF_VM_0.2 (720x12...

AH# # & < W635 =)

Genymotion for personal use - MObSF_VM_0.2 (720x12.

®®e®
A #H
13. Input Validation Issues - Part 3

Objective: This is a Missile Launch App. Spread love
not War! DOS the Damn thing! Your objective here is
to NOT find the code and then launch the missiles,
rather it is to crash the app (and then find the root
cause the crash)

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. This is a
classic memory corruption vulnerability. If you can
get code execution, | would love to hear from you. | Unfo nately, Diva has
dont expect anyone to go that far though stopped.

AAAAAAAAAA
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I0S (iPhone OS) Temelleri

iIOS (iPhone OS) Apple'in orijinal olarak iPhone igin geligtirdigi
ancak daha sonra iPod Touch ve iPad'de de kullanilan mobil
isletim sistemidir.

Mac OS X'den turetilmistir. Cekirdegi ve sistem kutiphaneleri
ARM islemciye gore modifiye edilmistir. iOS icinde 4 katman
bulundurmaktadir: Core OS tabakasi, Core Servisleri tabakasi,
Medya tabakasi ve Cocoa Touch tabakasi.



I0S (iPhone OS) Temelleri

Cocoa Touch

Core Services



IOS (iPhone OS) Temelleri

1. Core OS Katmani

Donanima en yakin katman olup gli¢ yonetimi, dosya sistemi ve diger donanima yakin programlama gereken birimlerin oldugu
katmandir.

2. Core Services katmani

Networking, dosya erisimleri, SQLite gibi uygulamalarin Core OS kullanilarak hazirlanmis servislerin bulundugu katmandir

3. Media katmani

OpenAL, OpenGL ES gibi goriinti ve ses tUzerine hazirlanmis kitiphanelerin bulundugu katmandir.

Uygulamalarda videolar nasil ¢calistirilir, nasil kaydedilir, ses nasil kaydedilir vs. gibi hepsi bu katmandadir.

4. Cocoa Touch Katmani

Kullaniciya en yakin katman olan Cocoa Touch katmani ise kullanici ile iletisimi sadlayan goérsel arabirimleri saglayan siniflarin yer
aldigi katmandir.

Dokunmatik ekran tzerinde yapilan parmak hareketleri algilayan bir yapiya sahiptir.



I0S (iPhone OS) Temelleri

iOS Geligtirme Ortami

Apple iOS cihazlarda gelistirme yapilabilmesi igin ¢ikardigi Objective-C ve Swift programlama dili ile
geligtirilir. Gelistirme ortami1 Xcode dur. Mac OS’te gelistirme zorunlulugu vardir gunkl Xcode sadece Mac
OSX igletim sisteminde galismaktadir. Bunun haricindede Android diinyasinda oldugu gibi hybrid uygulama
gelistirme platformlari ile de iOS uygulama geligtirilebilmektedir. JavaScript ve diger programlama dilleri
kullaniralarak Xamarin, React Native gibi frameworkler ilede gelistirme yapilabilir. Native uygulama icin
Objective-C ve Swift programlama dilleri kullaniimalidir.

iOS Depolama

iOS cihazlar uzerinde 2 adet depolama ile kullanici dosyalari ile sistem dosyalari birbirinden ayriimis
durumdadir. Biri System Partition digeri ise User Partition dir. Ayni Anrodid sizma testinde bahsettigimiz gibi
cihaz orjinal igletim sisteminde kullanicinin erigemedigi kisimlara cihazi rootlayarak root kullanici haklari ile
erismistik. iOS sizma testlerinde yine ayni sekilde Jailbreak yukleyerek en yetkili kullanici olan root
kullanicisina gegis yaparak cihaz Uzerinde ki hassas bilgilerin ve uygulama dosyalarinin tutuldugu alanlara

gegis yapacagiz.



IOS (iPhone OS) Dosya Yonetimi ve IPA Uzantili Dosya Yukleme

IOS isletim sistemi yUklu cihazinizi bilgisayariniza bagladiginiz
iTunes uygulamasi mevcutsa onun uzerinden agip dosyalarinizi
ve cihazinizi yonetebilirsiniz.

Ayni zamanda bazi kisitlamalar olmadan islem yapip cihaziniza
dosya ve uygulamalarinizi yonetmek istersenizde uguncu parti
uygulama olan iFunBox gibi yazilimlar mevcuttur.



IOS (iPhone OS) Dosya Yonetimi ve IPA Uzantili Dosya Yukleme

__ iFunbox | the File and App M x

C  ©® www.i-funbox.com

" iFunbox Home About iFunbox Contact us Privacy protection clause End user agreement English ™

IFunbox

the File and App Management Tool for iPhone, iPad & iPod Touch.

It's available on Windows and Mac OSX, ... and It's Free !
o000

Windows + Mac

" m#l Download iFunbox
==

[Announcement] iFunbox new Version V4.0 released, also please check Promo Codes for black friday deals Entry >

Sekilde gorilen sayfa tzerinden igletim sisteminize uygun kurulum dosyasini indirerek iFunBox uygulamasini cihaziniza kurabilirsiniz.




IOS (iPhone OS) Dosya Yonetimi ve IPA Uzantili Dosya Yukleme

@ ® iFunBox

I F U n box M ac http://ifunboxmac.com
File Manager for iPhone, iPad and iPod Touch

g
==

‘ULT

h_m_un_w/}"

# w iFunbox is also available on Windows ©
£ w nhttp:/i-funbox.com
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iFunBox

iPhone 5 | iPhone 5

Current Di

My Mac

£
0
Jel

Bv = Desktop <

¥ % iPhone 5(iPhone 5, i0S10.3.3)[
‘2 App File Sharing Favorites "
» /A User Applications [E Recents :
¢ Shortcuts #3; Applications >
General Storage » »p/File
@ Ccamera () Desktop > 1d iPod Touch

iBooks
[w] Facebook.ipa hone file system

B4 Voice Memos > n a way just like Finder
€ Raw File System > |PA Easily transmit files
> with the performance
© Downloads " _—
3 rag
& iCloud Drive : Facebook.ipa srtable Disk for general
5 ilemory on iPhone with
[$ Documents § 0S App - 162,4 MB B/s.
Devices > d 13 July 2018 Friday 18:12
ed 13 July 2018 Friday 18:13
©) Remote Disc . Last opened -- 1 just by a click and
> . Rip and pack
Tags > Add egs:. pa packages for
® Blue : ‘h

iystem of iPhone/iPod
Cancel name and sizes. Seach
m ne within a specified
folder.
Recover Music and Movie on iPhone/iPod
Download Apple iTunes© managed audio and video
in iPhone or iPod to Mac as a backup copy or burn
to CD. Scan and recover music and movie files in
iPhone and iPod even when iTunes is refused to
connect. Copy from iPhone and iPod.

Idle

3 items, 11.11 GB available




IOS (iPhone OS) Dosya Yonetimi ve IPA Uzantili Dosya Yukleme

Su an bagladigimiz cihaz iPhone 5 ve iOS strumui 10.3.3 dar. Cihazin isletim sistemi

jailbreak islemi yapilmistir Install App yazan kisimdan ipa (i0OS App Store Package) uzantil
IOS igletim sistemi i¢in uygulamalarin kurulum dosyalari ile uygulama kurmak istedigimizde
kurabiliriz.

Fakat Jailbreak yapilmamis cihazlarda guvenlik sebeplerinden dolayi bir cok uygulamanin
kurulumuna izin vermemektedir. iTunes ya da Apple Store Uzerinde markette bulunan
uygulamalar kurulabilmektedir.

Android sizma testi kisminda android dunyasinda ayarlardan yabanci kaynaklardan
uygulama yuklemeyi kabul ettigimizde APK dosyalari ile markette olmayan uygulamalarida
kurabilmekteydik. iOS isletim sistemine ipa dosyasi ile uygulama kurabilmek igin ya bir
Gelistirici (Developer) hesabiniz olmali ya da Jailbreak yapilip root haklarinda g¢aligsan bir
iIOS igletim sistemine sahip olmaniz gerekmektedir.

Android cihazlara rootladiktan sonra ADB ile ulagip cihaz dosyalarina erigmistik iOS isletim
sisteminde Jailbreak yapildiginda cihaza ayni ag Uzerinden ya da kablo Uzerinden SSH ile
erisilmektedir.



iOS (iPhone OS) Jailbreak Islemi

I0S igletim sistemini 6zgurlestirip, daha fazla erisim saglamak igin yapilan isleme "Jailbreak"
adi verilmigtir. Jailbreak iglemi isletim sistemine "root" erigimi saglamak igin kullanilan bir
yontemdir.

Bu islem yapilirken isletim sisteminde yetki yukseltme zafiyetini kullanarak yapiimaktadir.
Bunun igin her surumde Jailbreak yapilamamaktadir. Yapilan suriumlerde de Apple gegmis
versiyonlarin imzalarini kaldirdigi igin biraz zorlayici bir stureg¢ olabilmektedir.

Burada Jailbreak yapacagimiz cihaz iPhone 5 olup iOS versiyonu 10.3.3 dr. ilk olarak
Cydia Impactor aracini bilgisayarimiza indirip kurmamiz gerekmektedir.



iOS (iPhone OS) Jailbreak Islemi

[ ] [ ] [ Cydia Impactor x

<« C  ©® www.cydiaimpactor.com

% Cydia Impactor

Cydia Impactor is a GUI tool for working with mobile devices. It
has features already, but is still very much a work-in-progress.
It is developed by saurik (Twitter and website).

You can use this tool to install IPA files on iOS and APK files
on Android. It also can help you exploit the series of Android
"Master Key" vulnerabilities.

Download whatever the latest version of Cydia Impactor is
for Mac OS X, Windows, Linux (32-bit), or Linux (64-bit).
(These URLs will always redirect to the most recent versions,
so feel free to directly link to the packages from howto guides.)

Note: Do not "Run as Administrator" Impactor; doing this
makes drag/drop of files not work on Windows 10.

Also: Tons of people are ding Cydia Imp in
an attempt to install some kind of Pokemon Go hack in
the form of an IPA file... to their Android device... an IPA
file is for devices running iOS only, not Android.

If you are on Windows, you may have to install a device driver
to talk to your Android device over USB. If your device is not
detected, use Impactor's USB Driver Scan feature to attempt
to automatically construct and install a driver for your device.
You do not need the Android SDK installed to use Impactor.

For iOS, if you are using wither Windows or macOS, you
definitely need to have iTunes installed for this tool to work (for
different reasons). You do not need Xcode installed to use
Impactor (even for features such as signing IPA files).

To download new versions, use "Check for Updates..." under
the Impactor menu from inside of the application. Impactor will
also occasionally prompt about new versions that come out.

| https://cydia.saurik.com/api/latest/1 (This featiire is ctirrentlv nnt availahle in the | iniiy vercinne \




iOS (iPhone OS) Jailbreak Islemi

Cydia Impactor

Cydia Impactor
iPhone 5 [c848e7dc012b8b807fffa2b2b77201fd968a2263]

install Cydia Extender Start




i0S (iPhone OS) Jailbreak Islemi

®  ® @& pownload H3lix Jailbreak for = x

& C' @ Secure | https://iosninja.io/ipa-library/download-h3lix-jailbreak-ios-10-3-3-iphone-ipad

H3lix Jailbreak for iOS 10.0.1 - 10.3.3

Description: Jailbreak 32-bit devices on iOS 10.0.1 - 10.3.3 with H3lix jailbreak.

This jailbreak has been developed by tihmstar and siguza. For more information, visit their official website.
Version: 1.0-RC5

Size: 8.8 MB

Last updated: Jan 05, 2018

iPhone 5 cihazimizin iOS versiyonu 10.3.3 oldugu igin H3lix Jailbreak 10.0.1-10.3.3 suriimleri arasinda jailbreak iglemi yapmaktadir. Sekilde gorilen
site Uzerinden indirilebilir.




iOS (iPhone OS) Jailbreak Islemi

.

Cydia Impactor

iPhone 5 [c848e7dc012b8b807fffa2b2b77201fd968a2263]

@ @® Apple ID Username

This can be your iTunes e-mail login.



iOS (iPhone OS) Jailbreak Islemi

Sekillerde goruldugu Gzere indirdigimiz h3lix ipa dosyasini Cydia Impactor Uzerine
surukleyerek birakiyoruz.

Yukleme iglemi icin iTunes hesabi mail adresi ve parola istemekte.

Yoksa iTunes Uzerinden Ucretsiz hesap olugturabilirsiniz.
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2

Cydia Impactor

iPhone 5 [c848e7dc012b8b807fffa2b2b77201fd968a2263]

h3lix-RC5.ipa"
27BN
e e

® O Apple ID Password

Your password is only sent to Apple.

cancel  (CISNNN




iOS (iPhone OS) Jailbreak Islemi

No SIM = 00:49 @ %} %100 2 4 No SIM = 00:49 @ %100 @ 4

{ Settings  General ¢ Back lis a"@gmail.com

Apps from developer “iPhone Developer:

Restrictions Off pgmail.com (X Ao
trusted on this iPhone and will be trusted until
all apps from the developer are deleted.

Date & Time

Delete App

Keyboard

APPS FROM DEVELOPER “IPHONE
) DEVELOPER: YGMAIL.COM
Language & Region (! )"

Dictionary £ h3lix Verified

iTunes Wi-Fi Sync

VPN Not Connected

Profiles & Device Management 2
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No SIM = 23:27

':e@

O
FaceTime Calculator Podcaﬂs Watch

Extras h3lix Cydia

No SIM = 8:23 PM

jailoreak

iOS 10.x jailbreak by
tihmstar and siguza

Special thanks to
qwertyoruiop
k9357




I0S (iPhone OS) SSH ile Baglanma

Ayni Ag (Wi-Fi) Uzerinde Bulunan Cihaza SSH Baglantisi Kurmak

iOS cihazimiza jailbreak yaparak root kullanici haklarinda ¢alismasini sagladik. Simdi
cihazimiza baglanarak cihaz uzerinde komut calistirip dosya ve dizinleri inceleyerek cihaz
uzerinde ki testleri yapmamiz gerekmektedir. Android dinyasinda ADB ile baglanirken bu iOS
duinyasinda SSH ile saglanmaktadir. Jailbreak yapilan cihaza gelen Cydia uygulama marketi
acllarak OpenSSH uygulamasi kurulmalidir.
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NoSIM = 23:30 @ %68 ) No SIM = 23:30 @ %68 No SIM & 23:30 @ %67 =)

No SIM = 23:30 @ %67 @

About Home Reload Q_ Open SSH (%] { Search Details Install Cancel Confirm Confirm

N\ . ™ OpenSSH Conti i
Welcome to Cydla from Cydia/Telesphoreo (Networking) oPenSSH i Queumg ’
by Jay Freeman (saurik) secure remote access between machines -
S RES G STATISTICS
) ; " 7| Open .
n Cydia > U saurk > '" fﬂm T, @ Change Package Settings > Downloading 573.9kB

launch apps from the command-line

Featursd 3 @ Themes Author Jay Freeman (saurik) » MODIFICATIONS
& sshpass
from BigBoss (Utilities) s L Install OpenSSH
- | pen
= 3G i tick WiFl-only apps o Provide non-interactive password acces... @ This is a console package! >
= UnrestrlCtOf i0S 7, LTE supported
curl, whirl, and fade through icons OpenURL DESCRIPTION

o Barrel fun home screen page transitions > from ModMyi (Tweaks)

Open urls from command line secure remote access between machines
8 Manage Account ’ SSHLock OpenSSH Access How-To >

from ModMyi (Tweaks)

Upgrading &Jailbreaking Help ) A command-line tool to lock the device... SECURITY WARNING

If you install OpenSSH, you need to change
. your device's root password to prevent the
Developer library for overriding link desti... possibility of unsavory people remotely

Find Extensions for Applications m

More Package Sources b logging into your device using the default
AN A AT
e nasswnrd
= e .
* 0 0 © Q w O O ©® Q SRR ) Q
Cydia Sources Changes nstalled Search Cydia Sources Changes Installed Search Cydia SOUrCes Changes Installed Search
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23:30

Running

Downloading OpenSSH
Done: OpenSSH
Running Debian Packager

Selecting previously unselected package openssh.
(Reading database ... 1202 files and directories

currently installed.)

Preparing to unpack .../openssh_6.7p1-
13_iphoneos-arm.deb ...
Installing OpenSSH

Unpacking openssh (6.7p1-13) ...
Preparing OpenSSH

Unpacking OpenSSH

Preparing to configure OpenSSH
Running Debian Packager
Setting up openssh (6.7p1-13) ...
Configuring OpenSSH

Configuring OpenSSH
(C—

23:33
Complete
Downloading OpenSSH

Done: OpenSSH
Running Debian Packager

Selecting previously unselected package openssh.
(Reading database ... 1202 files and directories

currently installed.)

Preparing to unpack .../openssh_6.7p1-
13_iphoneos-arm.deb

Installing OpenSSH

Unpacking openssh (6.7p1-13) ...
Preparing OpenSSH

Unpacking OpenSSH

Preparing to configure OpenSSH
Running Debian Packager
Setting up openssh (6.7p1-13) ...
Configuring OpenSSH
Configuring OpenSSH

Installed OpenSSH

Return to Cydia

No SIM = 23:33 @ %67 W)
< Search Details Modify
OpenSSH
6.7p1-13 4736 kB
@ Change Package Settings >
D Author >
This is a console package! >

DESCRIPTION

secure remote access between machines

OpenSSH Access How-To

SECURITY WARNING

If you install OpenSSH, you need to change
your device's root password to prevent the
possibility of unsavory people remotely
logging into your device using the default

nasawnrd
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Jailbreak yapiimig iOS cihazimiza Cydia uygulama marketi Uzerinden OpenSSH’|
basaril bir sekilde kurduktan sonra hem bilgisayarimizi hemde iOS cihazimizi ayni ag
(Wi-Fi)'ye bagliyoruz.

Daha sonra telefonumuzun IP adresine SSH baglantisi yapacagiz. Kurdugumuz
OpenSSH uygulamasinin varsayilan kullanici adi “root” parolasi “alpine” dir.




I0S (iPhone OS) SSH ile Baglanma

'XOK ) " ahmet — ssh root@192.168.1.31 — 120x30

~ — ssh root@192.168.1.31

Last login: Tue Jul 10 17:42:28 on ttys901

[Ahmets-MacBook-Pro:~ ahmet$ ssh root192.168.1.31

The authenticity of host '192.168.1.31 (192.168.1.31)"' can't be established.

RSA key fingerprint is SHA256:3150Tqckg6BuENptIoLLOchIyzyG+AaxP1/M+wWudT1Q.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.1.31' (RSA) to the list of known hosts.

[root®192.168.1.31's password:

[iPhone-5:~ root# id

uid=0(root) gid=0(wheel) groups=0(wheel),1l(daemon),2(kmem),3(sys),4(tty),5(operator),8(procview),9(procmod),20(staff),29
(certusers),80(admin)

[iPhone-5:~ root# pwd

/var/root

[iPhone-5:~ root# 1ls

Library/ Media/
iPhone-5:~ root# [
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Goruldugu uzere ssh root@IP_Adresi olarak baglanti saglayarak parola kismina
“alpine” girdigimizde cihazimiza basaril bir sekilde baglanip root haklariyla komut
calistirabildigimiz gorulmektedir.

Ayni ag uzerinden SSH baglantisi yapildiginda bazi yavasliklar ve kopmalar
olabilmektedir. Daha saglikh bir baglanti icin USB ile iiOS cihazimizi bilgisayara
baglayarak SSH’1 USB kablo ile yapmak daha saglikli olacaktir.
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USB ile Baglanilan Cihaza SSH Baglantisi Kurmak

OpenSSH uygulamasi cihaza kurduktan sonra USB ile iOS cihaza SSH baglantisi yapabilmek
icin usbmuxd-1.0.8 aracini kullanacagiz. 'usbmuxd', "USB multiplexing daemon" anlamina gelir.
Bu daemon sorumlu USB Uzerinden bir iPhone veya iPod touch'a ¢oklayici baglanti kurmamiza
yarar.

Kullanicilara gore USB Uzerinden muziginizi, rehberinizi, fotograflarinizi vb. senkronize
edebilirsiniz. Gelistiriciler ise cihazdaki herhangi bir dinleme localhost soketine baglayabilme gibi
ozellikleri vardir. Usbmuxd aracini
https://github.com/WildDylan/iOS-Reverse-Tools/tree/master/usbmuxd-1.0.8 adresinden
indirebilirsiniz.



https://github.com/WildDylan/iOS-Reverse-Tools/tree/master/usbmuxd-1.0.8

I0S (iPhone OS) SSH ile Baglanma

() i0S-Reverse-Tools/usbmuxd- x

> | @ GitHub, Inc. [US] | https://github.com/WildDylan/iOS-Reverse-Tools/tree/master/usbmuxd-1.0.8

Branch: master v i0S-Reverse-Tools / usbmuxd-1.0.8 / Create new file  Upload files  Find file  History

ﬂ WildDylan Commit all tools. Latest commit ef8¢328 on Dec 28, 2016

B Modules Commit all tools. 2 years ago
@ common Commit all tools. 2 years ago
s daemon Commit all tools. 2 years ago
I libusbmuxd Commit all tools. 2 years ago
@ python-client Commit all tools. 2 years ago
i stuff Commit all tools. 2 years ago
| tools Commit all tools. 2 years ago
m udev Commit all tools. 2 years ago
[ .gitattributes Commit all tools. 2 years ago
[ .gitignore Commit all tools. 2 years ago
[£) AUTHORS Commit all tools. 2 years ago
[E) CMakelLists.txt Commit all tools. 2 years ago
[E) COPYING.GPLv2 Commit all tools. 2 years ago
[E) COPYING.GPLv3 Commit all tools. 2 years ago
[E) COPYING.LGPLV2.1 Commit all tools. 2 years ago
[E) README Commit all tools. 2 years ago
[E) README.devel Commit all tools. 2 years ago
[E) libusbmuxd.pc.in Commit all tools. 2 years ago
README
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Usbmuxd aracini indirdikten sonra python-client dizinine giderek burada ki tcprelay.py aracini

calistirarak Goruldugu uzere python tcprelay.py 22:2222 ile port yonlendirmesi yapilmaktadir.

[ NON python-client — Python tcprelay.py 22:2222 — 181x31

~/Desktop/usbmuxd-1.0.8/python-client — Python tcprelay.py 22:2222 | ~/Desktop/usbmuxd-1.0.8/python-client — ssh root@Ilocalhost -p 2222

Ahmets-MacBook-Pro:python-client ahmet$ pwd

/Users/ahmet/Desktop/usbmuxd-1.0.8/python-client

Ahmets-MacBook-Pro:python-client ahmet$ python tcprelay.py 22:2222

Forwarding local port 2222 to remote port 22

Incoming connection to 2222

Waiting for devices...

Connecting to device <MuxDevice: ID 11 ProdID @x12a8 Serial 'c848e7dc@12b8b807fffa2b2b77201fd968a2263' Location 0x14100000>
Connection established, relaying data

® ® python-client — ssh root@localhost -p 2222 — 181x31

~/Desktop/usbmuxd-1.0.8/python-client — Python tcprelay.py 22:2222 ~/Desktop/usbmuxd-1.0.8/python-client — ssh root@localhost -p 2222

Last login: Tue Jul 1@ 23:50:53 on ttys00e

Ahmets-MacBook-Pro:python-client ahmet$ ssh root@localhost -p 2222

The authenticity of host '[localhost]:2222 ([127.0.0.1]:2222)' can't be established.

RSA key fingerprint is SHA256:3150TqckgéBuENptIoLLOchIyzyG+AaxP1/M+WudT1Q.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[localhost]:2222' (RSA) to the list of known hosts.

root@localhost's password:

iPhone-5:~ root# id

uid=0(root) gid:@iwheel) groups=0(wheel),1(daemon),2(kmem),3(sys),4(tty),5(operator),8(procview),9(procmod),20(staff),29(certusers),80(admin)
iPhone-5:~ root#
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IOS dosya ve dizin yapisina gegmeden once IPA (iOS App Store Package)
dosya yapisina deginelim. IPA dosyalari ust bolumlerdede degindigimiz gibi iOS
cihazlarda g¢aligsan uygulamalarin kurulum dosyalaridir.

Ayni Android dunyasinda ki APK dosyasi gibidir. IPA dosya uzantisi aslinda
sikistirilmig bir arsiv dosyasidir. Uzanti olarak .ipa olan dosya .zip olarak
kaydedilip arsiv dosyalari ile agilabilir.
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iTunesArtowork: Uygulama simgesini barindirir.
iTunesMetadata.plist: Uygulamaya ait bilgiler icerir.

Payload klasoru ise icerisinde Facebook.app dizini bulunur. Uygulamaya ait tum dosyalar bu
.app dizini igerisindedir. Bir IPA dosyasinin igerigi bu sekilde incelenebilir.

IPA dosyalari market disindan iFunBox ile cihaz Uzerine kurulumunu anlatmigtik.

Simdi ise SSH ile baglanti yapabildigimiz iOS cihaza IPA dosyasinin yuklenmesini yapacagiz.
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[Ahmets-MacBook-Pro:python-client ahmet$ scp -r /Users/ahmet/Desktop/Facebook/Payload/Facebook.app/ root@192.168.1.31:/Application
[root@192.168.1.31's password:

Localizable.json 100% 233KB 1.7MB/s 00:00
AdsCountriesConfig.json 100% 11KB 844.0KB/s 00:00
Localizable.strings 100% 640KB 2.3MB/s 00:00
InfoPlist.strings 100% 1997 381.9KB/s 00:00
DateFormatConfig.json 100% 2340 435.8KB/s 00:00
NumberFormatConfig.json 100% 218 47.1KB/s 00:00
AppIntentVocabulary.plist 100% 329 15.2KB/s 00:00
CurrencyFormatConfig.json 100% 4077 419.3KB/s 00:00
CodeResources 100% 567KB 2.2MB/s 00:00
ResourceRules 100% 6 0.8KB/s 00:00
Default-fbapi~ipad.png 100% 4152 495.5KB/s 00:00
Localizable.json 100% 373KB 2.4MB/s 00:00
AdsCountriesConfig.json 100%  14KB  1.4MB/s 00:00
Localizable.strings 100% 1045KB 2.2MB/s 00:00
InfoPlist.strings 100% 3415 224 .1KB/s 00:00
DateFormatConfig.json 100% 2449 321.6KB/s 00:00
NumberFormatConfig.json 100% 218 49.5KB/s 00:00
Localizable.stringsdict 100% 1710 333.1KB/s 00:00
AppIntentVocabulary.plist 100% 371 82.3KB/s 00:00
CurrencyFormatConfig.json 100% 4747 661.6KB/s 00:00
Localizable.json 100% 191KB 1.3MB/s 00:00
AdsCountriesConfig.json 100% 12KB 1.1MB/s 00:00
Localizable.strings 100% 517KB 2.6MB/s 00:00
InfoPlist.strings 100% 1679 324.9KB/s 00:00
DateFormatConfig.json 100% 3024 232.9KB/s 00:00
NumberFormatConfig.json 100% 218 49.0KB/s 00:00
AppIntentVocabulary.plist 100% 162 24.7KB/s 00:00
CurrencyFormatConfig.json 100% 3812 429.1KB/s 00:00
Icon-Production20x20@2x~ipad.png 100% 1315 255.7KB/s 00:00
Localizable.json 100% 258KB 2.8MB/s 00:00
AdsCountriesConfig.json 100% 13KB 1.4MB/s 00:00
Localizable.strings 100% 725KB 2.9MB/s 00:00
InfoPlist.strings 100% 2212 274.2KB/s 00:00
DateFormatConfig.json 100% 3001 418.4KB/s 00:00
NumberFormatConfig.json 100% 218 39.6KB/s 00:00
AppIntentVocabulary.plist 100% 227 49.5KB/s 00:00
CurrencyFormatConfig.json 100% 4190 550.2KB/s 00:00
Default-fbauth@2x~iphone.png 100% 5854 693.3KB/s 00:00
Icon-Production29x29~ipad.png 100% 973 194.2KB/s 00:00
Localizable.json 100% 80 8.5KB/s 00:00
AdsCountriesConfig.json 100% 11KB 986.3KB/s 00:00
Localizable.strings 100% 64 13.2KB/s 00:00
InfoPlist.strings 100% 1690 318.2KB/s 00:00
DateFormatConfig.json 100% 2446 296.1KB/s 00:00
NumberFormatConfig.json 100% 218 36.5KB/s 00:00
AppIntentVocabulary.plist 100% 290 70.6KB/s 00:00
CurrencyFormatConfig.json 100% 3826 517.9KB/s 00:00
Default-fbauth~ipad.png 100% 3882 669.9KB/s 00:00
Localizable.json 100% 198KB 2.5MB/s 00:00
AdsCountriesConfig.json 100% 12KB 1.3MB/s 00:00
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scp -r /[Users/ahmet/Desktop/Facebook/Payload/Facebook.app/ root@192.168.1.31:/Application
komutu ile arsiv olarak kaydedilen IPA dosyasindan elde edilen Payload dizini altinda ki .app dosyasi
scp ile ssh Uzerinden cihazimizin Application dizinini kopyalanmaktadir.




[Ahméts—MacBook—Prc:python—client ahmet$ ssh root@192.168.1.31

[root@192.168.1.31"'s password:

[iPhone-5:~ root# cd /Application/Facebook.app/
[iPhone-5:/Application/Facebook.app root# ls

APResources.bundle/
Assets.carx

ComponentScriptBundle-packed.bchundlex

ComponentScriptBundle.bcbundlex
ComponentScriptBundle.js*
Default-568h\@2x~iphone.png*
Default-667h\@2x.png*
Default-736h\@3x.png*
Default-812h\@3x.png*
Default-Landscape\@2x~ipad.png*
Default-Landscape~ipad.png*
Default-fhapi-568h\@2x~iphone.png*
Default-fbapi\@2x~ipad.png*
Default-fbapi\@2x~iphone.png*
Default-fbapi\@3x~iphone.pngx
Default-fbapi~ipad.pngx
Default-fbauth-568h\@2x~iphone.png*
Default-fbauth\@2x~ipad.png*
Default-fbauth\@2x~iphone.png*
Default-fbauth\@3x~iphone.png*
Default-fbauth~ipad.png*

Default\@2x~ipad.png*
Default\@2x~iphone.pngx
Default~ipad.png*
FBAvatarEditorResources/
FBPrivacyModule.bundle/
FBVideoHomeKitResources/
FB_FBPN_min11p8db.cafk
Facebook

Facebook.crcx

Frameworks/

Ghay*

Icon-Production-120.png*
Icon-Production20x20\@2x.png*
Icon-Production20x20\@2x~ipad.pngx
Icon-Production20x20\@3x.png*
Icon-Production20x20~ipad.pngk
Icon-Production29x29\@2x.png*
Icon-Production29x29\@2x~ipad.png*
Icon-Production29x29\@3x.png*
Icon-Production29x29~ipad.png*
Icon-Production4@x40\@2x.png*

[iPhone-5:/Application/Facebook.app root# chmod +x Facebook
[iPhone-5:/Application/Facebook.app root# ./Facebook

Killed: 9

iPhone-5:/Application/Facebook.app root# uicache

iPhone-5:/Application/Facebook.app root#
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Icon-Production4@x40\@2x~ipad.png*
Icon-Production4@x40\@3x.png*
Icon-Production4@x4@~ipad.pngk
Icon-Production6@x60\@2x.png#
Icon-Production60x60\@3x.png*
Icon-Production76x76\@2x~ipad.png*
Icon-Production76x76~ipad.pngk

Icon-Production83.5x83.5\@2x~ipad.png*

Info.plistx
MobileTopUpProducts.jsonx
PkgInfox

PlugIns/
Settings.bundle/
Sys.dylib
_CodeSignature/
assets/
clash_units.plistx
cs.lproj/
da.lproj/
de.lproj/
diskstores.jsonx

el.lproj/

en-GB.1lproj/

en.lproj/

es-ES.lproj/

es.lproj/

fi.lproj/

fr.lproj/

hi.lproj/

hr.lproj/

hu.lproj/

id.1lproj/

it.lproj/

ja.lproj/

ko.lproj/

libloader/
libuasharedanaltyics.dylib
libuasharedanaltyicsflurry.dylib
libuasharedtools.bundle/
libuasharedtools.dylib
libuasharedtoolsgoogle.dylib
main.jsbundlex

meetspinner.3fx
ms.lproj/

nb.lproj/

nl.lproj/
nuxes.plistx
pl.1lproj/
pt-PT.1proj/
pt.lproj/
react_native_routes.jsonx
ro.lproj/

ru.lproj/

sk.1lproj/

sv.lproj/

th.1lproj/

tr.lproj/
updateAvatarState.js*
vi.lproj/
zh-Hans.1lproj/
zh-Hant-HK.lproj/
zh-Hant.1lproj/
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Kopyalama islemi basaril bir sekilde tamamlandiktan sonra $ekilde goruldugu Uzere cihaza SSH
baglantisi yapilarak baglaniyoruz. Daha sonra cd /Application/Facebook.app ile kopyaladigimiz dizini
giderek chmod +x Facebook komutu ile ¢alistirma yetkisi veriyoruz. Son olarakta uicache komutu ile

islemi tamamliyoruz. iFunBox haricide IPA dosyasi ile uygulama kurulumunu SSH Uzerinden bu sekilde
gerceklestirebilirsiniz.
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~ — ssh root@192.168.1.31

Last login: Wed Jul 11 22:34:05 on ttys@0@

[Ahmets-MacBook-Pro:~ ahmet$ ssh root@192.168.1.31
[root@192.168.1.31's password:

'iPhone-5:~ root# pwd

/var/root

[iPhone-5:~ root# cd /

iPhone-5:/ root# ls

Applications/ Library/ User@ boot/ dev/ 1lib/ private/ tmp@ varQ@
Developer/ System/ bin/ [JX/ etc® mnt/ sbin/ usr/
[iPhone-5:/ root# cd private/

'iPhone-5:/private root# ls

etc/ system_data/ var/

[iPhone-5:/private root# cd var/

[iPhone-5:/private/var root# 1ls

Keychains/ MobileSoftwareUpdate/ db/ keybags/ 1log/ networkd/ spool/ wireless/
Managed\ Preferences/ backups/ empty/ lib/ logs/ preferences/ stash@
MobileAsset/ cache/ folders/ local/ mobile/ root/ tmp/

/ containers/ installd/ [N/ msgs/ run/ vm/

F o - -
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Goruldugu uzere SSH Uzerinden Jailbreak yapilmis cihaza baglanildiginda /var/root dizininde
oldugu gorulmektedir. Ls komutu ile dizinler listelendiginde Application, Developer, Library ve
private gibi bir cok dizin gortulmektedir. Cihaz root haklarinda ¢alistigi igin tim dosya ve

dizinlere erigilebilmektedir.
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~ — ssh root@192.168.1.31

tmp@
usr/

var@

[iPhone-5:/ root# 1s

Applications/ Library/ User@ boot/ dev/ 1lib/ private/
Developer/ System/ bin/ [3TN/ etc@ mnt/ shin/
[iPhone-5:/ root# cd Applications/

[iPhone-5:/Applications root# 1ls
AACredentialRecoveryDialog.app/ Home.app/
AccountAuthenticationDialog.app/ HomeUIService.app/
AdSheet.app/ InCallService.app/
AppStore.app/ Magnifier.app/
AskPermissionUI.app/ MailCompositionService.app/
Bridge.app/ Maps.app/
Calculator.app/ MessagesNotificationViewService.app/
Camera.app/ MessagesViewService.app/
CheckerBoard.app/ MobileCal.app/
Compass.app/ MobileMail.app/
CompassCalibrationViewService.app/ MobileNotes.app/
Contacts.app/ MobilePhone.app/
CoreAuthUI.app/ MobileSMS.app/
Cydia.app/ MobileSafari.app/
DDActionsService.app/ MobileSlideShow.app/
DataActivation.app/ MobileStore.app/
DemoApp.app/ MobileTimer.app/
Diagnostics.app/ Music.app/
DiagnosticsService.app/ MusicUIService.app/
FaceTime.app/ News.app/
FacebookAccountMigrationDialog.app/ Passbook.app/
Family.app/ PassbookUIService.app/
Feedback\ Assistant\ i0S.app/ PhotosViewService.app/
FieldTest.app/ Podcasts.app/
FindMyFriends.app/ PreBoard.app/
FindMyiPhone.app/ Preferences.app/
Fitness.app/ Print\ Center.app/
GameCenterUIService.app/ Reminders.app/
HashtagImages.app/ SLGoogleAuth.app/
Health.app/ SLYahooAuth.app/
HealthPrivacyService.app/ SafariviewService.app/
iPhone-5:/Applications root# [

ScreenSharingViewService.app/
ServerDocuments.app/

Setup.app/
SharedWebCredentialViewService.app/
SharingViewService.app/
SirivViewService.app/
SocialUIService.app/
SoftwareUpdateUIService.app/
Stocks.app/
StoreDemoViewService.app/
StoreKitUIService.app/

TV.app/
TencentWeiboAccountMigrationDialog.app/
Tips.app/

TrustMe.app/

Utilities/
VideoSubscriberAccountViewService.app/
Videos.app/

VoiceMemos.app/
WatchListViewService.app/
Weather.app/

Web.app/

WebAppl.app/
WebContentAnalysisUI.app/
WebSheet.app/

iAdOptOut.app/

iBooks.app/

iCloud.app/

iCloudDriveApp.app/
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System Partition /Applications dizinidir. Temel OS uygulama binary’leri, igletim Sistemi ve isletim
sistemi uygulamalari bulunur. Read Only partition dir.

~ — ssh root&®192.168.1.31

[iPhone—5:/private/var/mobile/Containers/Data/Application root# pwd
/private/var/mobile/Containers/Data/Application
[iPhone—S:/private/var/mobile/Containers/Data/Application root# 1ls —1la

total ©

drwxr—xr—x 56 mobile mobile 1904 Jul 11 42 ./

drwxr—xr—Xx root mobile 272 Jan -/

drwxr—xTr—Xx mobile mobile 2©4 Jan ©13DE3C1—822B—4775—9747—CCCDES482ABD/
drwXxr—xxIr—X mobile mobile 238 Jul ©OFEDEB4A—F84F—4A70—9DED—97C86D2FE4F1/
drwXxr—xXr—Xx mobile mobile 204 Jan A132C6CO8—ESDO—4763—9BFF—96D323DFA331/
drwxr—xxr—Xx mobile mobile 204 Jan A1B2C9747—1Bl7—4943—AFCD—ECEB94FEE&6CS8/
drwxr—xTr—Xx mobile mobile 204 Jan 206F3234—ACAS6—4AB1—A77A—299BOD77E369/
drwXxr—xXxIr—X mobile mobile 204 Jan 21BDI1C8©0—FCB2—4460—8ES5A—A7A1©O14A77DD/
drwXxr—xr—Xx mobile mobile 204 Jan 236868A1—8C1B—4C15—BC82—3B91049645C5/
drwxr—xTIr—Xx mobile mobile 204 Jan 2CBB8F8A3—8027—4CF1—8S5SF1—Cl148810©C4EES&S/
drwxr—xxIr—X mobile mobile 204 Jan 3I593864B—A241 —48F1—-8003—-8388BEFB2F31/
drwXxr—Xxr—X mobile mobile 204 Jan 3B7AOF2F—D3F1L—41B9—-B293-BF320C6E&6606/
drwxr—xr—Xx mobile mobile 204 Jan 3CCS56CO3—E4CO—4CES—ABES—89D88977EAOG3/
drwxr—xxTr—Xx mobile mobile 204 Jan 3D63871D—74B8—491C—976B—1485SD36E16D9/
drwXxr—xXxIr—X mobile mobile 204 Jan 4F9E117C—7289—4DE3—-8C28—-11BFCB18D15/
drwXxXr—xXr—X mobile mobile 204 Jul S2F3E883—CBl11—45EE—B786—742FADA38A10/
drwxr—xxIr—Xx mobile mobile 204 Jan S3ID8SBCSA—CO87—49EC—BB80—-502C82D99BDF/
drwxr—xxTr—X mobile mobile 238 Jul S576D26FF—©744—4F1A—9093-58B966©CA41C/
drwXxr—xXr—X mobile mobile 238 Marxr 593C33F2—1E26—4617—-95F9—-CO1862542905/
drwXxr—xr—Xx mobile mobile 204 Jan 64471 CS8—639A—4A9C—9O0CS9—6BF1L42F325E0/
drwxr—xr—Xx mobile mobile 204 Jan 65B9720A—26A4— 4095 —ADA2—-9639EB9595D9/
drwxr—xxr—X mobile mobile 204 Jan S6C4DS2FB—I1C11—4963—-BDAA—-1C387614DDSE/
drwXr—xXr—X mobile mobile 204 Jan Z7O23EFB7-5809—45E1—87D4—89B471887EBB/
drwxr—xr—Xx mobile mobile 2©4 Jan Z73EBC8A1-S5S6FC—450B—8430—E28000E44072/
drwxr—xxIr—Xx mobile mobile 204 Jan 859501 78—F28D—44C8—-9CF4—7F5FO8700986/
drwxr—xr—Xx mobile mobile 204 Jul 85B1E4BE—33BA—4DCC—-86BA—38AB4Cl1BFO30/
drwXr—xXxr—Xx mobile mobile 204 Jan 897CBF9C—2D48—4038—8704—7816F2E96CecC/
drwxr—xTIr—Xx mobile mobile 204 Jan 9O4EFD7F—2790—4517—-8B73—99FAG@ECD70e5/
drwxr—xr—Xx mobile mobile 204 Jan 915B2C10—3799—410F—8F88—-©4DEE3EBFBB7/
drwXxr—Xr—X mobile mobile 2©4 Jan 9B9BODC1—-F2EE—47DB—BDD1—-FBl1ES8OeFB70e33/
drwxr—xr—Xx mobile mobile 2©4 Jan AOGE2786A—0©O2F—4DB3—ABD8—-FA7SE©7O5ECS/
drwxr—xTIr—Xx Al1l79B3CB—E669—47FF—8074—A871FB4aBCS572/
drwxr—xr—Xx A38CO4D4—7A84—481D—9BOC—DB41421AF42C/
drwXr—xXxr—X A4L9COALD—O949—450E—9O0FO0—23AB6697BFC4/
drwXxr—xTIr—X A78DF6C7—EADA—4©OC1L—9EBD—AOG2B27278F0O09/
drwxr—xr—Xx ADG623FS51—BFB3—449F—AC39—14FAZ7E77D7C7/
drwXxr—xr—X AFZ2EACB7—-C2BF—45E8—9183-A8CC6&69F8A©e8C/
drwXr—xxr—Xx B76CCE12—-8659—48C2—-9666—DES8AB2FASDCS/
drwxr—xrIr—X BAES89FBB—8AC6—45D7—B13D—S51D4CSS7FDE®/
drwxr—xr—Xx CO5e2DC9—C7FC—4F69—949E—OOD7F93562EB/
drwXr—Xxr—X CO643592—F96E—43FF—8BC1—-15B6231BAE38/
drwXxr—xxr—X C6A33e3e—3718—4C4B—BS©©—CBBD1e1BC916/
drwxr—xr—Xx D84 429F5—FF3D—4123—-9BA2—67469©C7ED2©/
drwxr—xr—Xx DBOCAEA2—93C1—44DD—AE13—-A87C67B1A1BS/
drwXr—Xxr—Xx DC3C4AC7—4F18—4F43—AC43—-CS2E4F763837/
drwxr—xxr—X DE9ED2B8—BS5S4F—43A2-A8E7—7A7A655067DE/
drwXxr—xXr—Xx EB25CCC1—9F4A—4570—A1C4—4FFO6943B7DD/
drwXxr—xxr—Xx EC6167B1—5CDF—4CB7—8CS6E—1FEE377F1B9A/
drwXxr—xxr—Xx ECBEB466—611B—477D—912F—69D6AZ2BSE962/
drwXxr—xr—Xx EE9D4©OE8S8—CS81—41C2—ACl1lOe—F29Ce69CA4S52/

mobile mobile 2©4 Jan
drwxr—xr—Xx EEDCO84C—73C4—466D—9EDE—FF770e2ci1e8D7/

mobile mobile 2©4 Jan
mobile mobile 2©4 Jan
mobile mobile 2©4 Jan

mobile mobile 2©4 Jul
mobile mobile 2©4 Jan
mobile mobile 204 Marxr
mobile mobile 2©4 Jan
mobile mobile 2©4 Jan
mobile mobile 2©4 Jan
mobile mobile 2©4 Jan
mobile mobile 2©4 Jan
mobile mobile 2©4 Jan
mobile mobile 2©4 Jan
mobile mobile 2©4 Jan
mobile mobile 204 Jan
mobile mobile 204 Jan
mobile mobile 2©4 Jan
mobile mobile 204 Jan

mobile mobile 204 Jan
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User Partition Private/var dizinidir. App dizinleri benzersiz (unique) klasor isimleri verilmektedir. TUm
3. party app binary’leri /private/var/mobile/Containers/Dara/Application dizininde tutulur.

~— ssh r00t@192.168.1.31

iPhone-5:/private/var/mobile/Containers/Data/Application root# find /private/var/mobile/Containers/Data/Application/ -name *mailx
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/Caches/Snapshots/com.apple.mobilemail
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/Caches/com.apple.mobilemail
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/Preferences/com.apple.mobilemail.plist
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/SyncedPreferences/com.apple.mobilemail-com.apple.mail.conversationRelevanceRule.plist
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/SyncedPreferences/com.apple.mobilemail-com.apple.mail. favorites.plist
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/SyncedPreferences/com.apple.mobilemail-com.apple.mail.listUnsubscribeInfo.plist
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/SyncedPreferences/com.apple.mobilemail-com.apple.mail.senderRelevanceRule.plist
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/SyncedPreferences/com.apple.mobilemail-com.apple.mail.threadinfo.plist
/private/var/mobile/Containers/Data/Application/3B7A0F2F-D3F1-41B9-B293-BF320C6E6606/Library/SyncedPreferences/com.apple.mobilemail-com.apple.mail.vipsenders.plist
/private/var/mobile/Containers/Data/Application/3B7A@F2F-D3F1-41B9-B293-BF320C6E6606/Library/SyncedPreferences/com.apple.mobilemail.plist
iPhone-5:/private/var/mobile/Containers/Data/Application root# [J
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find /private/var/mobile/Containers/Data/Application/ -name *Aranacak_Uygulama* komutu ile
Application dizini altinda bulunan UDID dizin isimlerinden anlasilamayan hangi uygulamanin hangi dizinde
oldugu tespit edilebilmektedir. Yuklenen uygulamanin cihaz tzerinde tutulan verilerini ve dosyalarini bu
sekilde bularak incelenebilmektedir.

Cihaz Uzerine baglanarak uygulama dosyasi tespit edildikten sonra xml, json, txt ve veritabani dosyalarina
hassas veri, guvenlik acigi olusturuabilecek bilgiler Android Uzerinde anlatilan teknikler ile ayni sekilde
incelenmelidir.

Uygulama dosyasi uzerinde bulunan sqlite3 veritabani dosyalari, local dosyalar, log dosyalari giib dosyalar
kontrol edilmelidir. Android dinyasnidan farkli olarak Keychan ve Property List (.plist) dosyalari
incelenmelidir. Keychain de kayit ulasilabilen bir kimlik bilgisi var mi?

Bunun igin cihaza SSH ile baglanilarak http://github.com/ptoomey3/Keychain-Dumper/archive/master.zip
adresinde ki Keychain-Dumper isimli arag cihaza wget ile indirilerek zip dosyasindan gikartilarak

calistinllarak Keychain verileri incenebilir. Property List (.plist) dosyalarinda hassas veriler agik bir sekilde
tutuluyor mu ayrica bunlarda kontrol edilmelidir.



http://github.com/ptoomey3/Keychain-Dumper/archive/master.zip
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Android cihazlar i¢in Burp Suite proxy yazilimi Uzerinden cihaz Uzerinde ki trafigi dinlemistik.
Gerekli baglantilari yapmis ve android cihaza burp suite yaziliminin kendi sertifikasini
kurmustuk.

Ayni islemi su an iOS cihazlar icin gerceklestirecegiz. ilk olarak daha 6nce ki bolimlerde
detayli olarak anlattigimiz Burp Suite yazilimini indirerek bagliyoruz.

Burp Suite yazilimini https://portswigger.net/burp adresinden Ucretsiz olarak indirebilirsiniz.
Indirdiktan sonra yazimimizi agarak Proxy sekmesi lizerinden Options a gelerek Add
butonuna basarak |IP adresi ve port bilgisini giriyoruz ve Ok butonuna basarak bu islemi
tamamliyoruz. Unutulmamalidir ki bilgisayarimi ve iOS cihazimiz ayni aga bagh olmalidir.
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Target Proxy Spider Scanner Intruder Repeater Sequencer Decoder Comparer Extender Project options User options Alerts

Intercept HTTP history WebSockets history Options

Proxy Listeners

Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

Add Running Interface Invisible Redirect Certificate
127.0.0.1:8080 Per-host
Edit > @ Edit proxy listener

ﬁ Request handling Certificate
> These settings control how Burp binds the proxy listener.

| l Bind to port: 1337 I

Each installation of Burp ¢

Remove

cate for use in other tools or another installation of Burp.

Bind to address: Loopback only
Import / export CA © All interfaces
© specific address: 192.168.1.2
? | Intercept Client Req
£ Usethese settings to con
v Intercept requests bi
Add Enable¢
Edit 5|
3 OK Cancel
Remove
Up
Down

Automatically fix missing or superfluous new lines at end of request

v Automatically update Content-Length header when the request is edited

Intercept Server Responses
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No SIM = 13:14 @& %71

No SIM = 13:15 @& %70 @ )
R GUREL < Wi-Fi GUREL
T T

Renew Lease

IP Address 192.168.1.31

Subnet Mask 255.255.255.0 HTTP PROXY
Router 192.168.1.1 ot MEIES Auo |
Server 192.168.1.2
DNS 192.168.1.1, 192.168.1.1
Port 1337
Search Domains home
Authentication §
Client ID )
1 2 3
ABC DEF
4 5 6
Renew Lease GHI JKL MNO
7 8 S
HTTP PROXY PQRS TUV WXYZ
Manual
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Settings -> Wi-Fi tiklanarak bagl olunan ag ayarlari
gelmektedir. Ust kisimdan iOS cihazimizin ip adresini
ogrenebilirsiniz.

Alt tarafta bulunan HTTP Proxy yazan kisimdan Off
durumunda Manual butonuna tiklayarak dinleme moduna
aldigimiz IP adresi ve port bilgisini girecegiz.



I0S (iPhone OS) BurpSuite Baglantisi ve Sertifika YUkleme

No SIM = 13:15 @ %70 =) No SIM = 13:15 @ %70 @ Safari = 13:15 @ %70 @

burp < burp v Cancel Install Profile Install

@ PortSwigger CA

Signed by PortSwigger CA
Not Verified

This website is trying to open Contains Certificate
Settings to show you a

configuration profile. Do you More Details

want to allow this?

Burp Suite Community Edition

Welcome to Burp Suite Community Edition.

Ignore  Allow
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Safari = 13:15 @ %70 )

Safari = 13:16 @& %70

Enter Passcode Cancel Profile Installed Done

PortSwigger CA

Enter your passcode

o O O O

Signed by PortSwigger CA
Verified v/

Contains Certificate

More Details

Install

Cancel
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No SIM = 14:46 @ } %67 m) No SIM = 14:46 @ %} %67 m)
Q Cer © Cancel ¢ About Certificate Trust Settings
Certificate
General - VPN
Certificate Trust Settings Trust Store Version 2016102100
General - About
Use Certificate ENABLE FULL TRUST FOR ROOT
General > VPN CERTIFICATES
Use Certificate )
General > VPN PortSwigger CA L

User Authentication
General > VPN

Learn more about trusted certificates

Root Certificate

Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.

Cancel Continue
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T 14:46 ® 3 %67 @D No SIM = 14:19 @ %68 W)
< About Certificate Trust Settings ©. 0 AT EE ¢
Go gle ahmet gurel n
Trust Store Version 2016102100 Timii  Gérseller Daha fazlasi

ENABLE FULL TRUST FOR ROOT Ahmet Girel
CERTIFICATES https://gurelahmet.com/

Exploit Title: SearchBlox 8.6.7 Out-Of- Band
PortSwigger CA 0 XML eXternal Entity (OOB-XXE) # Exploit

Author: Ahmet GUREL,Canberk ...

AHMET GUREL/Zamansiz Riizgar-
Learn more about trusted certificates Eser:ORHAN ... - YouTube

31 Agu 2011

Aslen Ankara dogumlu
olan sanatgi,Devlet
kadrolarinda Muazik
Egitimciligi gorevi
yapmaktadir ...
m.youtube.com

AHMET GUREL-DIL YARASI
(O.GENCEBAY) - YouTube

I 4 Eki 2014
W .“r’_i 1] Yogun istek Uzerine

< M M &
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Mobil tarayicidan yapilan ahmet gruel aramasi Burp Suite aracinda gorulmektedir. Ayarlar
tamamlanip sertifika basaril bir sekilde yuklendiginde artik iOS cihazimizin trafigi Burp
Suite Uzerinde HTTP History kisminda goruntilenecektir.

Mobil uygulamalarin haberlestigi web servis adresleri, istekleri tamamini buradan ulasip
Web Gulvenligi ve Android Guvenligi kisminda anlattigimiz testler iOS uygulama guvenligi
icinde tekrarlanabilir.

Eger yuklenen uygulamada SSL Pinning var ise bu durumda istekler Burp Suite Uzerinde
gorunmeyecektir. Bunun iginde Android sistemlerde yaptigimiz gibi iOS ortamindada SSL
Pinning atlatma yontemleri mevcuttur.

SSL Kill Switch uygulamasi ile SSL Pinning atlatacagiz.
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arget pider canner ntruder epeater equencer ecoder omparer xtender roject options ser options erts
Targ Spid S I d R S Decod C E d Projs i u Al

Intercept m WebSockets history Options

Filter: Hiding CSS, image and general binary content ?

# ¥  Host Method URL Params  Edited Status Length  MIMEtype Extension Title Comment SSL P

50 https://pS52-keyvalueservice.i... POST /sync v 200 1783 XML v 17.248.147.10
49 https://p52-keyvalueservic POST /sync v 200 1515 XML v 17.248.147.10
48 https://p52-keyvalueservic POST /sync v 200 1783 XML v 17.248.147.14
40 |https://www.google.com.tr GET /search?q=ahmet+gurel&gbv=1&se... v 200 37936 HTML ahmet gurel - Google'd... v 216.58.2123

39 https:/ /www.google.com.tr GET /search?source=hp&ei=CXxIW-jYN4... v 200 227286 HTML ahmet gurel - Google'd... v 216.58.212.3

38 https://p52-keyvalueservic POST /sync v 200 1515 XML v 17.248.147.14
37 https://p52-keyvalueservice.i... POST /sync v 200 1783 XML v 17.248.147.14
36 https://p52-keyvalueservic POST /sync v 200 1515 XML v 17.248.147.14
35 https://pS2-sharedstreams.ic... POST /11958080182/sharedstreams/getc... v 200 1280 XML v 17.248.147.54
34 https://itunes.apple.com GET /WebObjects /MZStore.woa/wa/com.... 200 3667532 XML v 104.86.229.18
33 https://itunes.com GET /version 302 749 HTML 302 Found v 17.178.96.29

ﬁ Params Headers Hex

GET /search?g=ahmet+gurel&gbv=1&sei=IIpIW66DMIPL6ATZWLPACQ HTTP/1.1

Host: www.google.com.tr

Referer: https://www.google.com.tr/

Accept-Encoding: gzip, deflate

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g=0.8

Cookie: CGIC=Ij90ZXh0L2hObWwsYXBwbGljYXRpb24veGhObWwreGlsLGFwcGxpY2F0aW9uL3htbDtxPTAUOSWqLyo7cTOWLjg; 1P_JAR=2018-07-13-11;
ANID=AHWQTUNCM_2ZYOwO-T60ZNbmNhTCKgGEOKES5VUYEry9INPYp92Z_03qZ9SofcOC5U89;
NID=134=yNbn60jVP09aNZBm-xE0qum8M0aOT79rUx1lebOaKkgQTf5EVhkL1ouDXRtgeeBzsHBRGWRO7 JdEJc8eCs6Bp8I jrWwxCIHsRIhULKEYr j2PEMLOGZAsYus7580RRgbmKooTVFOrH10
8KABITLI9-2Sk7cHsA41CH4ZHt-p8hwaSKylsMIxXK581i9MSRMFxpI4EyXkz8rPg

Accept-Language: en-us

Connection: close

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone OS 10_3_3 like Mac OS X) AppleWebKit/603.3.8 (KHTML, like Gecko) Version/10.0 Mobile/14G60
Safari/602.1

Type a search term 0 matches
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Android uygulama guvenligi kisminda SSL Sabitleme (Pinning) guvenlik onlemini atlatmak igin XPosed
modaullerini kullanmistik.

iOS platformunda Jailbreak yapilmis cihaza SSL Kill Switch uygulamasi SSH tzerinden kurularak
uygulamalarda bulunan

SSL Sabitleme (Pinning) guvenlik dnlemi atlatilabilmektedir. SSL Kill Switch 2 uygulamasi github
uzerinden indirilebilir.
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) nabla-c0d3/ssl-kill-switch2: & x

Z' @ GitHub, Inc. [US] ' https://github.com/nabla-c0d3/ss|-kill-switch2

[ nabla-c0d3 / ssl-kill-switch2 @Watch~ 67  uUnstar 767  Fork 142

<> Code Issues 9 Pull requests 0 Projects 0 Wiki Insights

Blackbox tool to disable SSL certificate validation - including certificate pinning - within iOS and OS X Apps
ssl reverse-engineering ios macos ssl-pinning
D 47 commits © 2 branches © 6 releases 42 5 contributors

Branch: master v New pull request Create new file  Upload files  Find file Clone or download ~

nabla-c0d3 Fix package name for new theos requirements Latest commit 4f79d@f on Apr 13
B SSLKillSwitch.xcodeproj Update project settings 3 months ago
B SSLKillSwitch Tweak comments 3 months ago
8 SSLKillSwitchTests Update project settings 3 months ago
| layout Fix package name for new theos requirements 3 months ago
[E) .gitignore Ignore theos build files 3 years ago
B .travisyml Fix travis 3 months ago
[E) BH2012_MobileCertificatePinning.pdf Add BH presentation 3 years ago
[E LICENSE Add license 3 years ago
) Makefile Force a device respring after install 3 years ago
[E) README.md Fix version number 3 months ago
[E) SSLKillSwitch2.plist Add iTunes daemon to bundle filter 2 years ago
README.md
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) nabla-c0d3/ssl-kill-switch2: £ x

C' & GitHub, Inc. [US] | https://github.com/nabla-c0d3/ss|-kill-switch2
Installation
The following dependencies should be installed using Cydia:

» Debian Packager
* Cydia Substrate
» PreferenceLoader

Then, download the latest pre-compiled package available in the release tab of the SSL Kill Switch 2's GitHub page. Copy
it to the device, install it and respring the device:

dpkg -i <package>.deb
killall -HUP SpringBoard

There should be a new menu in the device's Settings where you can enable the extension. Finally, kill and restart the App
you want to test.

The tweak can later be uninstalled using:

dpkg -r com.nablac@d3.SSLKillSwitch2

Intercepting the App Store's traffic

Lots of people have asked about how to intercept the App Store's traffic using SSL Kill Switch 2. | wrote down some
instructions here: http://nabla-c0d3.github.io/blog/2013/08/20/intercepting-the-app-stores-traffic-on-ios/
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Kurulum sayfasinda uygulamayi kurmadan once kurulmasi gereken uygulamalar bulunmaktadir. iOS
SSL Kill Switch yukleyebilmek i¢in kurulmasi gereken U¢ arag vardir.

Dpkg: .deb paketlerini yuklemek icin,

Cydia Substrate: Fonksiyonlari patch’lemek igin,

PreferencelLoader: iOS Ayarlar menustne ekleme yapabilmek i¢in gereklidir.

) Releases - nabla-cOd3/ssl-kil  x

C' @ GitHub, Inc. [US] | https://github.com/nabla-cOd3/ssl-kill-switch2/releases

Pull requests Issues Marketplace Explore

- nabla-c0d3 / ssl-kill-switch2 © watch~ 67 # Unstar 767 Fork 142

<> Code Issues 9 Pull requests 0 Projects 0O Wiki Insights

vOI2

~ nabla-c0d3 released this on Apr 13

<042
“O- 4f79def

Assets

G com.nablacOd3.sslkillswitch2 0.12.deb 7.84 KB

[E) Source code (zip)

[) Source code (tar.gz)

= Added support for iOS 11.
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No SIM =

@ %94 4

D

00:10

No SIM & 00:08 ® %93 Em 4 No SIM & 00:09 @ %94 4 Q Prefe

o ]

Q. Debian Packager Q,_ Cydia Su

o Preference Folders

3 Debian Packager O Cydia Substrate & Preference Tag Clear Theme

Preference WithMe

(3 PreferencelLoader
o PreferenceTag (iOS 7)
PreferenceTag2 (iOS 8)
o PreferenceTag3 (i0S 9)

DrafarhMvFi 2
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[Ahmets-MacBook-Pro:Desktop ahmet$ scp com.nablac@d3.sslkillswitch2_0.12.deb root®192.168.1.31:/tmp
[root@192.168.1.31's password:

com.nablac@d3.sslkillswitch2_0.12.deb 100% 8024  649.2KB/s 00:00
[Ahmets-MacBook-Pro:Desktop ahmet$ ssh root@192.168.1.31

[root@192.168.1.31's password:

[iPhone-5:~ root# cd /tmp

[iPhone-5:/tmp root# dpkg -i com.nablac@d3.sslkillswitch2_0.12.deb

Selecting previously unselected package com.nablac@d3.sslkillswitch2.

(Reading database ... 1216 files and directories currently installed.) '
Preparing to unpack com.nablac@d3.sslkillswitch2_0.12.deb ... com.nablac0d3.ssl
Unpacking com.nablac@d3.sslkillswitch2 (@.12-3+debug) ... Killswitc..._0.12.deb

Setting up com.nablac@d3.sslkillswitch2 (@.12-3+debug) ...
[iPhone-5:/tmp root# killall -HUP SpringBoard
iPhone-5:/tmp root# [
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SSH baglantisi ile cihazimiza baglaniyoruz ve cd komutu ile /tmp dizinine gegis yapiyoruz.

Github readme sayfasinda yazan kurulum komutlari olan linux sistemleri .deb uzantili paketleri
kurmamiza yarayan dpkg —i komutunu kullanarak deb paketimizi kuruyoruz.

Son olarak killall -HUP SpringBoard komutu ile kurulumu tamamliyoruz.
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No SIM = 00:21 @ %99 ) 4

¢ settings SSL Kill Switch 2

No SIM = 00:21 @ %99 4 No SIM = 00:21 @ %99 4

Refresh Changes Settings

New at 10 Jul 2018, 17:30:55 ‘ Game Center
SSL Kill Switch 2 Disable Certificate Validation (>

from Unknown / Local (Tweaks)
Blackbox tool to disable SSL certificate...

SSL Kill Switch 2

New at 10 Jul 2018, 17:00:50 g Twitter
Frida
from build.frida.re (Development) n Facebook

Inject JavaScript to explore iOS apps ov... i
®® Flickr

Frida for 32-bit devices

from build.frida.re (Development) m Vimeo
Inject JavaScript to explore iOS apps ov...

New at 10 Jul 2018, 16:51:55
A _Anime_Theme ‘1 SSL Kill Switch 2

from ZodTTD & MacCiti (Themes)
A _Anime_ Winterboard theme. Enjoy Yu...

A _Apple BootLogo 2
from ModMyi (Addons)
Apple Logo and 'Think Different' text (qu...

%E}G@Q

Sources Changes Installed Search
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Kurulumuna ve kullanimina gegmeden once kisaca Frida’dan bahsetmek gerekirse
Frida dinamik olarak ¢alisan uygulamanin ¢alisma aninda mudahale edip bizim
degisikler yapmamizi saglayan bir ara¢ takimidir.

Python kurulu bilgisayarlarda pip ile kolaylikla bilgisayara kurulmaktadir. Bu tek bagina
yeterli degildir.

Frida’nin agent uygulamasinida test cihazina/emulatore kurmamiz gerekmektedir.
sudo pip install Frida komutu ile kurulumu gosterilmigtir.

Cikan ciktida zaten daha énceden kuruldugu uyarisi verilmistir. ilk defa kuranlarda
boyle bir mesaj ¢cikmayacakiir.
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[Ahmets-MacBook-Pro:~ ahmet$ sudo pip install frida
[Password:

The directory '/Users/ahmet/Library/Caches/pip/http' or its parent directory is not owned by the current user and the cache has been disabled. Pl
ease check the permissions and owner of that directory. If executing pip with sudo, you may want sudo's -H flag.

The directory '/Users/ahmet/Library/Caches/pip' or its parent directory is not owned by the current user and caching wheels has been disabled. ch
eck the permissions and owner of that directory. If executing pip with sudo, you may want sudo's -H flag.

Requirement already satisfied: frida in /usr/local/lib/python2.7/site-packages (11.0.13)

Requirement already satisfied: colorama<1.0.0,>=0.2.7 in /usr/local/lib/python2.7/site-packages (from frida) (0.3.9)

Requirement already satisfied: prompt-toolkit<2.0.0,>=0.57 in /usr/local/lib/python2.7/site-packages (from frida) (1.0.15)

Requirement already satisfied: pygments<3.0.0,>=2.0.2 in /usr/local/lib/python2.7/site-packages (from frida) (2.2.0)

Requirement already satisfied: wcwidth in /usr/local/lib/python2.7/site-packages (from prompt-toolkit<2.0.0,>=0.57->frida) (0.1.7)

Requirement already satisfied: six>=1.9.0 in /usr/local/lib/python2.7/site-packages (from prompt-toolkit<2.0.0,>=0.57->frida) (1.11.0)
[Ahmets-MacBook-Pro:~ ahmet$ frida-ls-devices

Id Type Name

local local Local System
c848e7dc012b8b8O7fffa2b2b77201fd968a2263 tether iPhone

tep remote Local TCP

Ahmets-MacBook-Pro:~ ahmet$ I
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Frida kurulduktan sonra frida-ls-device komutu ile USB ile bagli olan cihazlar
listelenecektir.

Gelelim simdi Jailbreak yapilmis iOS cihaza Frida agent kurulumuna Cydia Uygulama
marketine Frida’nin source adresi eklenmektedir.

Dogrudan Cydia da aratip kurulamamaktadir. Cydia acgilarak asagidaki menuden
Sources’a tiklanmalidir.

Daha sonra ise sag Ust kisimdan Edit’e basilmali ve sonrasinda sol ust kisimda bulunan
Add butonuna basilarak https://build.frida.re adresi Soruce olarak girilmelidir.
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Enter Cydia/APT URL

https://build.frida.re|

Cancel Add Source

gwer tyuiop

Y W W W W W W W W —

.zxcvbnm-
e . o e

No SIM = 23:35 @ %66

Refresh Sources Edit

All Sources

combined package list for below sources
Individual Sources

BigBoss
http://apt.thebigboss.org/repofiles/cydia/

build.frida.re
https://build.frida.re/

Cydia/Telesphoreo

http://apt.saurik.com/

ModMyi (Archive)

http://apt.modmyi.com/

repo666.ultrasnOw.com
http://repo666.ultrasnOw.com/

ZodTTD & MacCiti (Archive)

http://cydia.zodttd.com/repo/cydia/

QO RACHE

e

B O © Q

Cydia Sources Changes Installed Search

No SIM = 23:36 @ %66 )

Refresh Changes

New at 10 Jul 2018, 17:00:50
<> Frida

from build.frida.re (Development)
Inject JavaScript to explore iOS apps ov...

. Frida for 32-bit devices

from build.frida.re (Development)
Inject JavaScript to explore iOS apps ov...

New at 10 Jul 2018, 16:51:55

A _Anime_Theme
from ZodTTD & MacCiti (Themes)

A _Anime_ Winterboard theme. Enjoy Yu...

A _Apple BootLogo 2

from ModMyi (Addons)
Apple Logo and 'Think Different' text (qu...

A _Apple BootLogo 3

from ModMyi (Addons)
Apple, iPhone and loading text bootlogo.

(= A_Apple BootLogo 4

w 0 @ © Q

Cydia Sources Changes Installed Search
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No SIM = 23:36 @ %66 E )

< Changes Details Install

Frida for 32-bit devices
11.0.13 5908 kB

@ Change Package Settings >

D Author >

Inject JavaScript to explore iOS apps over
USB.

E More Information >

SOURCE INFORMATION

build.frida.re

re.frida.server32
build.frida.re - Development

Changes

Kurulumu ve Baglantisi

No SIM = 23:36 @ %66 )
Cancel Confirm Confirm
Continue Queuing >
STATISTICS
Downloading

MODIFICATIONS

Install

23:36 @ %65 )

Complete

Downloading Frida for 32-bit devices

Done: Frida for 32-bit devices

Running Debian Packager

Selecting iously unselected package

re.frid .

(Reading database ... 1218 files and directories
currently installed.)

Preparing to unpack
.../re.frida.server32_11.0.13_iphoneos-arm.deb ...
Unpacking re.frida.server32 (11.0.13) ...
Installing Frida for 32-bit devices

Preparing Frida for 32-bit devices

Unpacking Frida for 32-bit devices

Preparing to configure Frida for 32-bit devices
Running Debian Packager

Setting up re.frida.server32 (11.0.13) ...
Configuring Frida for 32-bit devices
Configuring Frida for 32-bit devices

Installed Frida for 32-bit devices

Return to Cydia
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Ahmets-MacBook-Pro:~ ahmet$ frida-ps -U
PID Name

1199 Cydia

1194 Photos

1406 Settings

1404 h31lix
55 ApplelIDAuthAgent

709 AssetCachelocatorService
7@ BTServer

101 BlueTool

1087 CMFSyncAgent

161 CacheDeleteAppContainerCaches
160 CacheDeleteITunesStore

140 CallHistorySyncHelper

169 CloudKeychainProxy

1098 CloudPhotoDerivativeGenerator
23 CommCenter

186 ContainerMetadataExtractor
113 DuetHeuristic-BM

1062 EscrowSecurityAlert

170 IMDPersistenceAgent

166 KeychainSyncingOverIDSProxy
157 MobileBackupCacheDeleteService
78 MobileGestaltHelper

102 MobileStorageMounter
95 OTATaskingAgent

143 SafariCloudHistoryPushAgent
184 ServerFileProvider

1175 SpringBoard
22 UserEventAgent

100 WwirelessRadioManagerd

185 absd

93 accountsd
178 adid

805 afcd

756 afcd

164 aggregated
138 akd

175 amfid

126 appstored
81 apsd

66 askpermissiond
88 aslmanager
64 assertiond
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& Secure https://codeshare.frida.re/@

Project: 10S DataProtection

function listDirectoryContentsAtPath(path) {
var fileManager - ObjC.classes.NSFileManager.defaultManager();
var enumerator - fileManager.enumeratorAtPath_(path);
var file;
var paths - [J;

((file - enumerator.nextObject())
paths.push(path « '/' +« file);

paths;
}

function listHomeDirectoryContents() {
var homePath - 0bjC.classes.NSProcessInfo.processInfo().environment().objectForKey ("HOME").toString();
var paths - listDirectoryContentsAtPath(homePath);
paths;
}

function getDataProtectionKeyForPath(path) {
var fileManager - ObjC.classes.NSFileManager.defaultManager();
var urlPath - ObjC.classes.NSURL.fileURLWithPath_(path);
attributeDict - dictFromNSDictionary(fileManager.attributesOfItemAtPath_error_CurlPath.path(), NULL));
attributeDict.NSFileProtectionKey;
}

function getDataProtectionKeysForAllPaths() {
var fileManager - ObjC.classes.NSFileManager.defaultManager();
var dict = [J;
var paths - listHomeDirectoryContents();
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function forcetrustcert() {

Interceptor.replace(Module. findExportByName(null, 'SecTrustEvaluate'),
NativeCallback( function(trust, result) {
Memory.writePointer(result, ptr('@x1'));
console.log('pass SecTrustEvaluate');

', ['pointer', 'pointer'])

(ObjC.classes.AFSecurityPolicy) ‘undefined') {
Interceptor.attach(0bjC.classes.AFSecurityPolicy['- evaluateServerTrust:forDomain:'].implementation, {
onEnte function( >)l
ole.log('pass -[AFSecurityPolicy evaluateServerTrust:forDomain:]"')
1,
onlLeave: functior tva
retval.replace(ptr('@x1'));

}

Interceptor.attach(ObjC.classes.AFSecurityPolicy['- setAllowInvalidCertificates:'].implementation, {
onEnter: function( ) {
args[2] ptr('@x1');
console.log('pass -[AFSecurityPolicy setAllowInvalidCertificates:]')
1
onLeave: function(retval) {}
s
Interceptor.attach(0bjC.classes.AFSecurityPolicy['- allowInvalidCertificates'].implementation, {
function(args) {
nsole.log('pass -[AFSecurityPolicy setAllowInvalidCertificates:]")
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frida --codeshare ay-kay/ios-dataprotection -f YOUR_BINARY

frida --codeshare lichao890427/ios-ssl-bypass -f YOUR_BINARY







