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Android Guvenlik Modeli

Application Sandboxing
(Uygulama Koruma Alani)

« Varsayilan olarak Android, Linux kullanici
tabanli koruma modelini kullanir.

« Atanan her android uygulamasi benzersiz
bir UID(unique identifier)'dir ve farkli bir
iIslem olarak calistirilir.

« Android'de, varsayilan olarak, bir
uygulama bagka bir uygulamanln
verilerine erisemez. Bu nedenle, bir
uygulama kotu amacli bir sey yapmaya
caligirsa, kendi baglami ve igletim sistemi
tarafindan atanan izin dahilinde
yapabilir.(?)




Android Guvenlik Modeli

SELinux — Security Enhanced Linux
(Gelistirilmis Glvenlik)

e Android 4.3 den itibaren
desteklenmektedir.

« Uygulamanin yalitiimis bir ortam da
calismasini saglayan MAC(Mendotory
Access Control) kontrolunt kullanir.

* Bu sekilde zararlh bir yazilim kurulursa,
isletim sistemine erisemez veya cihazi
bozamaz.




Android Guvenlik Modell

Application Signing
(Uygulama imzalama)

» Android uygulamalari gelistirici
sahibini belirlemek adina sahibi
tarafindan imzalanir.




Android Guvenlik Modell

Secure Interprocess Communication




Android Guvenlik Modeli

User-based Permissions Model
(Kullanici Tabanli izinler)

« Android default olarak linux ¢ekirdegi
tzerinde calisir.

« TUm istemci ve sunucu arasindaki
iletisimin kontrolt linux ¢ekirdegi
tarafindan yapllir.

« Android igletim sistemi her bir uygulama
Icin izin modeli uygulamaktadir. Bu izinleri
manifest.xml dosyasinda tanimlar.

« Bu izinlerin timi onaylandigi stirece
uygulama kurulabilir.



Android Debug Bridge

» A client: Komutlari bilgisayardan
yazan Kigi

A daemon : Android cihazda
komutlari ¢calistiran arka plan
programi

A server : Client ve Daemon shell commands
arasindaki iletisimi saglayan

bilgisayardaki arka plan sureci

« adb shell : Android cihaz ile baglanti
kurmamizi saglayan terminal

,'! ADB
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APK (Android Package Kit) Nedir?

« META-INF/

* lib/

* res/

 assets/

* AndroidManifest.xml
* classes.dex

* resources.arsc l \ I K
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Android Cihazlarda Rootlama

« Uygun bir Linux sisteminde

yapabileceginiz hemen hemen “

her seyi, telefonunuzda root
erisimi ile yapabilirsiniz. 8
« Sistem uygulamalarini

kaldirabilir,yuklU uygulamalarin
gerektirdigi izinleri iptal edebilir.
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Android Dizin Yapisi

* /[System
e /data
e /[sdcard
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/data

ApiDemos . apk
ApiDemos.odex
CubelLiveWallpapers.apk

e /data/ app. apk dosyalarl CubelLiveWallpapers.odex

st.apk
SmokeTest.odex
SmokeTestApp.apk
stApp.odex
(eyboard.apk
(eyboard.odex

ctPreview.apk

ge "Preview.odex




/data/data

/data/data/com.android.browser



Idata/data/<Uygulama Paket ismi>/

bosismi  |Agkama

lib

files

cache

databases

shared_prefs

Uygulamanin gerektirdigi kutiphane
dosyalari

Gelistiricinin kaydettigi dosyalar

Uygulama tarafindan dnbellege alinan
dosyalar

SQLite veritabanlari ve gtinltuk dosyalari

Paylasilan tercihlerin XML'si
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Imaj Alma (Acquisition)

» Fiziksel: Mobil cihazin tamaminin birebir imajinin alinmasiyla
gerceklestirilir,silinen veriler de geri getirilir. En 1yi delil olarak
nitelendirilir.

« Mantiksal: Dosya ve klasdr sisteminin mantiksal kopyasidir.

« Manual: Incelemeyi gergeklestiren uzmanin, mobil cihaza ait tus
takimi veya dokunmatik ekrani kullanarak, cihazin isletim sistemi
araylzu ve menulerinde gezinip elde ettigi dijital delillerin ekran
gorunttlerini almasi yoluyla gerceklestirdigi veri elde etme
yontemidir. Insan faktori ve dijital delillerin silinmesi gibi ihtimaller
g6z 6nunde bulunduruldugunda, bu veri elde etme ydonteminin
oldukca riskli oldugu belirtiimektedir .



Android Forensic Toollari

Autnpsy

., DIGITAL FORENSIC TOOL

ANDROID DATA EXTRACTOR LITE

LIME

Linux Memory Extractor
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Autopsy Dosya Analizi

£

Case View Tools Window Help

—
Add Data Source a Images/Videos | ] Communications Q Gealocation =

Timeline

i
Fa |

Discovery

Generate Report

= Close Case

D]

Welcome

Autopsy”’

OPEN | EXTENSIBLE | FAST

New Case
‘+.'

Open Recent Case
&)

Open Case
\0.

Close
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Autopsy Dosya Analizi

N Autopsy 4.19.3
Case View Tools Window Help

o X

—
+ Add Data Source . Images,Videos . Communications q Geolocation =% Timeline . Discovery . Generate Report . Close Case

G - Keyword Lists

& Keyword Search

& New Case Information X
Steps Case Information
1. Case Information
2, Optional Information Case Name:
Base Directory: \Autopsy-Analysis!, Browse
Case Type: o Single-User Multi-User

Case data will be stored in the following directory:

< Back Next > Finish Cancel Help

e ————
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Autopsy Dosya Analizi

M 1.19.3

Case View Tools Window Help

_ . -
sl 4dd Data Source ﬂ images/Videos [ communications 9 Gedlocation %, Tmeine Ji Discovery [ Generate Report [ Close Case

[~

© - Keyword Lists

Q\. Keyv

rd Search

cu New Case Information

Steps Optional Information

1. Case Information
2. Optional Information Case

Number:
Examiner
Name:
Phone:

Email:

MNotes:

Organization

Organization analysis is being done for:

Not Specified

Manage Organizations

< Back

Next >

Cancel

Help
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Autopsy Dosya Analizi

£

Case View Tools Window Help

{
—

=
ad Data source [ imagesvigeos [ Communications 9 Geolocation ‘5=, Tmelne | Discovery Gererate Report | g Close Case

@ - Keyword Lists

Qrr Keyword Search

* Add Data Source

Select Host

Steps
1. Select Host

2. Select Data Source Type
3. Select Data Source

4. Configure Ingest

5. Add Data Source

Hosts are used to organize data sources and other data.

(O cenerate new host name based on data source name
pu
) Specify new host name

—
J\ Use existing host

Cancel
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Autopsy Dosya Analizi

Case View Tools Window Help

—
Add Data Source ﬁ Images,Videos Ji&y Communications q Geolocation e, Timeline (i Discovery ||iis| Generate Report | g Close Case | ~<] & - Keyword Lists Qy Keyword Search
& Add Data Source X
Steps | Select Data Source Type
1. Select Host
2. Select Data Source Type
3. Select Data Source Disk Image or VM File
4, Configure Ingest S—
5. Add Data Source
= Local Disk
= Logical Files
= Unallocated Space Image File

- Autopsy Logical Imager Results

‘= XRY Text Export

< Back Finish Cancel Help




Autopsy Dosya Analizi

M test-forensic - Autopsy 4.19.3
Case View Tools Window Help

o X

H —
:‘:: Add Data Source ﬂlmagesj\fldeus | Communications 9 Geolocation %, Timeline AJ Discovery |, | Generate Report | g Close Case

& - Keyword Lists

Qr Keyword Search

M Add Data Source X
Steps Select Data Source
1. Select Host Path:
Fandroid_mage. dd | [ Browse
Configure Ingest 4
5. Add Data Saurce * Open X
Look in: [ v| M-
Recent Items L | — - LW
- — EIEN TEE N
|
Desktop - =
|t L
o -
Documents |[+ ]
m -
-
ol
This PC
. I | |
File name: ‘ Open I Help
Metwork s of typei [ al supported Types Cancd
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Autopsy Dosya Analizi

M
Case View Tools Window Help

—
Add Data Source E Images/Videos i'ﬂ Communications 9 Geolocation :-_t‘. Timeline (i Discovery [f,, Generate Report @ Close Case [~<] &> - Keyword Lists Q; Keyword Search

M Add Data Source X

Steps Configure Ingest

1. SelectHost
2. Select Data Source Type Run ingest modules on: S "

& selected module has no per-run settings.
3..Select Data Source All Files, Directaries, and Unallocated Space ~
. __Conl re Ingest

5. Add Data Source

Picture Analyzer
Keyword Search

Email Parser

]

’ Encryption Detection

’ Interesting Files Identifier

- Central Repasitory
PhotoRec Carver

B  virtal Machine Extractor

B3 oata Source Integrity
Android Analyzer (aLEAFF)
DII Drone Analyzer

2l

-]

Plaso

YARA Anlyzer Extracts recent user activity, such as Web browsing, recently us...

Select Al Deselect Al




Autopsy Dosya Analizi

M
Case View Tools Window Help

—
Add Data Source E Images/Videos i'ﬂ Communications 9 Geolocation :-_t‘. Timeline (i Discovery [f,, Generate Report @ Close Case [~<] &> - Keyword Lists Q; Keyword Search

M Add Data Source X

Steps Configure Ingest

1. SelectHost
2. Select Data Source Type Run ingest modules on: S "

& selected module has no per-run settings.
3..Select Data Source All Files, Directaries, and Unallocated Space ~
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Picture Analyzer
Keyword Search
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’ Encryption Detection
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Autopsy Dosya Analizi

M
Case View Tools Window Help
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M Add Data Source X

Steps Configure Ingest

1. SelectHost
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& selected module has no per-run settings.
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Autopsy Dosya Analizi
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Autopsy Dosya Analizi

Case View Tools Window Help
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Autopsy Dosya Analizi

= |®| Results
= [l Extracted Content
-~ EXIF Metadata (8)
|} Encryption Detected (2)
- 1= Extension Mismatch Detected (9)
%] Installed Programs (40)
-8y Operating System Information (2)
- #  Operating System User Account (8)
& Recent Documents (109)
- # Recyde Bin (9)
- 28 Remote Drive (1)
- #  Shell Bags (110)
Fd USB Device Attached (30)
- #  User Content Suspected (8)
@ Web Cookies (50)
& Web History (374)
& Web Search (130)
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Autopsy Dosya Analizi

Case View Tools Window Help
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W] ()bt

1+

i

ut

To:  dollarhyde86@comcast.net

CC:

Subject: Microsoft Office Outlook Test Message

Headers Text HTML

This is an e-mail message sent automatically by Microsoft Office Outlook's Account Manager while testing the settings for your POP3 account.



Autopsy Dosya Analizi

Case View Tools Window Help
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