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Zafiyet Kesfi
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@ Konular

« Zafiyet Nedir?

Zafiyetin Kaynagi Nedir?

+ Zafiyet Yonetim Dongusu

* Otomatize Zafiyet Tarayicilar
» Zafiyet Veritabanlan

*  Sik Kullanilan Araclar

*  Uygulamalar
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@ Zafiyet Nedir?

* Herhangi bir uygulamada, servis veya protokolde, daha once yapilan arastirmalarda tespit
edilmis veya yeni kesfedilen ve siber saldirganlar icin bir atak turune izin veren, sistemin
akisini etkileyebilecek zayifliklardir.

* [Senaryo]
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@ Zafiyetin Kaynagi Nedir?

+  Eski surum / guncellenmemis uygulama ve servisler
*  Yama eksiklikleri

* Hatah konfigurasyonlar

* Guvenli yazihm gelistirme sureg eksiklikleri
 Giivensiz ag mimarisi tasarimlari

* Insider, bilingsizlik
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@ Zafiyet Yonetim Dongusu

Discover
Management
v CBERBU!ITéDMI EE/N}E www.[?rismacsi.com

Pﬁoﬁtiz;
Assets
ﬁ Vulnerability
Life Cycle
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v Zafiyet Tarayicilan

* Netsparker
* Acunetix

* Burpsuite

* Appscan

*  Webinspect
*  W3af

* Arachni

* Nikto

*  Sqlmap

: CYBER SECURITY ANDO INTELLIGENCE

Nessus
Nexpose
OpenVAS
Qualys

Core Impact
Vega
Skipfish
Commix

nmap

D0
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Nessus @)

penVAS

Inerability Assessment System

SUITE

@ Qualys. FLER




@ Neden ihtiyac duyanz?

* Riski tani!

 Riski yonet!

 Olasi siber saldinlarin bir nebze de olsa onune gec!
*  Wannacry vakasi!

* Gecmiste yasanan siber olaylardan ders cikar!
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@ Anahtar Kelimeler

*  POLICY: Gerceklestirilecek taramalar icin yapilan ozel ayarlamalara verilen isimdir. 6rne§in ag
taramalarinda kullandigini POLICY ile web uygulamalan taramasi icin kullandiginiz POLICY
farklhihk gosterir.

*  PLUGIN: Guvenlik kontrolleri icin gelistirilmis olan kucuk araclar/scriptlerdir.

* SCAN: Tarama islemi
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@ Zafiyet Veritabanlar

* Zafiyet veritabanlan tespit edilmis

olan zafiyetlerin listelendigi

veritabanlaridir.

* https://nvd.nist.gov/

*  https://www.cvedetails.com/

PRISMA
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22'VVE Details

Search

(e.g.: CVE-2009-1234 or 2010-1234 or 20101234) =

View CVE

The ultimate security vulnerability datasource

LogIn Register

Switch to https://

Vulnerability Feeds & WidgetsNew IR Voe [ Reon]

Home
Browse : . AR
Vendors Enter a CVE id, product, vendor, vulnerability type... Search
Products
Vulnerabilities By Date
Vulnerabilities By Type
Reports : Current CVSS Score Distribution For All Vulnerabilities
CVSS Score Report
CVSS Score Distribution ibution of all ilities by CVSS Scores Vulnerability Distribution By CVSS Scores
Search : CVSS Score Number Of Vulnerabilities Percentage CVSS Score Ranges
Vendor Search - 2257 2.10 Mo+
Product Search _ 528 0.80 24344 12
Version Search — . 22342 ] W23
23 4161 3.90 20714 34
By_Microsoft References 3-4 3393 3.20 45
Top 50 : 4-5 22342 20.80 13996 s Zj
Vendors 5-6 20714 19.30 78
:en:ucrthss Scores 6-7 13996 13.10 :8-9
Products 910
Product Cvss Scores Zat 24344 22.70 2257 g2 - 464
Versions 464 0.40 — . —
Other : 14663 13.70
Microsoft Bulletins Total 107162
Bugtrag Entries Weighted Average CVSS Score: 6.6
CWE Definitions
About & Contact Looking for OVAL (Open ility and L ) iti http://www.itsecdb.com allows you to view exact details of OVAL(Open Vulnerability and Assessment Language) definitions
72?:1:::: and see exactly what you should do to verify a vulnerability. It is fully integrated with cvedetails so you will be able to see OVAL definitions related to a product or a CVE entry.
FAQ . Sample CVE entry with OVAL definitions : CVE-2007-0994
Articles
External Links : www.cvedetails.com provides an easy to use web interface to CVE vulnerability data. You can browse for vendors, products and versions and view cve entries, vulnerabilities, related to them. You can view statistics
NVD Website about vendors, products and versions of products. CVE details are displayed in a single, easy to use page, see a sample here.
CWE Web Site CVE vulnerability data are taken from National Vulnerability Database (NVD) xml feeds provided by National Institue of Standards and Technology. Additional data from several sources like exploits from www.exploit-
View CVE db.com, vendor statements and additional vendor supplied data, Metasploit modules are also published in addition to NVD CVE data.
& co

(e.g.: CVE-2009-1234 or
2010-1234 or 20101234)

(e.g.: 12345)

Search By Microsoft
Reference ID:

Reference

Vulnerabilities are classified by cvedetails.com using keyword matching and cwe numbers if possible, but they are mostly based on keywords.
Unless otherwise stated CVSS scores listed on this site are "CVSS Base Scores" provided in NVD feeds. Vulnerability data are updated daily using NVD feeds.Please visit nvd.nist.gov for more details.

Please contact admin at cvedetails.com or use our feedback forum if you have any questions, suggestions or feature requests.
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@ Guvenlik Tarayicilan

* All In One mantig

* Network uizerindeki zafiyetleri bulmakta daha iyiler

* Daha ¢ok sunucu/istemci tabanl zafiyetlerin kontrollerinde kullaniliyorlar
*  Uyumluluk, konfigurasyon, zafiyet testleri

* False positive durumlarla karsilasihiyor

* Test suresini ciddi oranda kisaltiyor
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v OpenVAS Security Scanner - DEMO

* Acik kaynak zafiyet tarama aracidir.
- Icinde gelismis ozellikler barindinr.

* Nessus alternatifi olarak kullanilabilir.

PRISMA
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Greenbone Logged in as Admin admin | Logout

< Security Assistant FriJul 12 21:12:01 2013 UTC

Scan Management Asset Management SecInfo Management Configuration

Tasks 1- 10 of 20 (total: 20) @ BI'NHE W v | \Apply overidas ¥

Filter: |apply_ovemdes 1 first=1 rows=10 sort=name Uad) ‘i‘ g

Total Trend Actions
N N

T S LA ek
_
E:E::;rcrr:r:;r;‘z;ac:'g\ ———rara 1 Jul 112013 a @[ QA e
ﬁ%’&";.ﬁﬁﬁmﬁf o 1 Jul 11 2013 a @] Alel
a%ﬂ:-ltzrsomm':t.:ael)t r——r | 1 Jul 11 2013 g (i [ # =] ¥
e e 0 ewes e 2 CLEEl
?ﬁ;&fﬁﬁ'ﬁ&ﬁ?ﬁeﬂ —ane 1 Jul 11 2013 ()| (@ [~ =] §
:zﬁse;t){::::g:ulﬁsom oo 1 Jul 11 2013 a (@[] A] ] ¥
::::‘seg;eatc.:gllor;veb-com ———ne 1 Jul 11 2013 [ ) a (@ [ ~[ ] ¥
:z:ltjzgg;(v: cl:;:;b.com o 1 Jul 11 2013 a i Q] 4] $
(Applied filter: apply_overrides=1 first=1 rows=10 sort=name
Greenbone Security Assistant (GSA) Copyright 2009-2013 by Greenbone Networks GmbH, www.greenbone.net
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&) Nmap NSE - DEMO

Nmap Scripting Engine ile zafiyet taramasi root@PRISMACSI: ~ © o0
File Edit View Search Terminal Help
yapmak mumkiindur. :~# nmap -h

Nmap 7.70 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
Acik kaynak yazilim. Siz de katki e _ _
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254

ilircini TP aT - -iL <inputfilename>: Input from list of hosts/networks

VereblllrS"“Z ve UStune mOdu"er -iR <num hosts>: Choose random targets

--exclude <hostl[,host2][,host3],...>: Exclude hosts/networks
icki ilivecini --excludefile <exclude file>: Exclude list from file

gelistirebilirsiniz. e LudeTl e

-sL: List Scan - simply list targets to scan
i H -sn: Ping Scan - disable port scan

HIZII tqrama Imkanl "er“’or' -Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports

Genelde tijm testlere nmap ZCIfi\[et -PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes

-PO[protocol list]: IP Protocol Ping

-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
H --dns-servers <servl[,serv2],...>: Specify custom DNS servers
taramqla" Ile baslanlr' --system-dns: Use 0S's DNS resolver
--traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-5S/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sU: UDP Scan
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@ Nessus - Uygulama

* En sik kullanilan zafiyet tarama aracidir.

- Penetration test vs zafiyet taramasi
konusuna geri doniis!

* Lisansh ve Free surumleri mevcuttur.

* Free surum ile de bircok guivenlik
kontroliinu gerceklestirebilirsiniz.

*  Web, Network, SCADA, Uyumluluk

taramalarn gibi secenekler mevcuttur.

* Daha cok network taramalarinda kullanilir.

MPRISMA
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@ Nessus - Uygulama

* Yeni Tarama Baslatma

Policy

Gelismis Tarama
Duzenlenebilir

Taramayi kendinize gore
ozellestirebilirsiniz ve
gelismis ayarlar

yapabilirsiniz.

MPRISMA

CYBER SECURITY ANDO INTELLIGENCE

Nessus @)’

| B ]

My Scans
Avivasa
All Scans

Trash

Policies

Plugin Rules

Scan Templates

< Back to Scans

Scanner User Defined

M Lo

Advanced Scan Audit Cloud Infrastructure

Host Discovery Intel AMT Security Bypass

g 5=

PCI Quarterly External Scan Policy Compliance Auditing

Www.prismacsi.com
© All Rights Reserved.

Badlock Detection

Internal PCI Network Scan

SCAP and OVAL Auditing

Bash Shellshock Detection

%

Malware Scan

&

Shadow Brokers Scan

y

Basic Network Scan

MDM Config Audit

&

Spectre and Meltdown

: O

Credentialed Patch Audit DROWN Detection

Mobile DEVicB Offline Config Audit

= °

WannaCry Ransomware Web Application Tests

A mkdlr o
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@ Nessus - Uygulama

* Yeni Tarama

Hedef Sistemler
Pluginler

Zamanlama ayarlar
Kaba kuvvet saldinlan

Gelismis Ayarlar

MPRISMA

CYBER SECURITY ANDO INTELLIGENCE

My Scans

Avivasa

uuuuuuuuuuu

New Scan / Advanced Scan
< Back 1o Scan Templates

ttttt

Description

ASSESSMENT Folder

AAAAAAAA

Www.prismacsi.com
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@ Nessus - Uygulama

« Tarama sonuclan bircok farkl Oitmn o oo G — =

Comprehensive Scan < Share Expot v Submit for PCI Audit Trail v
tt I B kt I Scans > Hosts Vulnerabifties Remediations Notes Hida Details

ormatia sunuiuyor. bu CiKtlar

Host Vulherabiities & Scan Details
i T irno P 172262125 [ N I T o Corvienswsen
lie buyu Ir agin dani Kkolayca Foder My Scare

722821100 T Sutis Compiled

Policy: this is the scan to use for PCI
1722621.108 [ Se Shard w1 ser

analizi yapilabilir. = mans

1722621220 N .
Start time: Wod May 14 12:62:57 2014
1722621.106 [ 5o I Enatme: Wiy 14 144040201
° D t I I H Elapsed: 2 hours
etayil ananz mazszi1e I I
Vulnerabilities
12282110 I [
n n L] n L] -
¢ FIUIKIIK Seviyelerl 1722621180 0 -
Medum
1226212 i .o
-
e 1 T
P (Fe ) N
1722621104 [ & | s a7
172.26.21.109 l —
172.26.21.147 [ 7
470 ne ne 180 o - |
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Nessus - Uygulama

Scans Policies admin

Configure Audit Trail Launch ~ Export v

Hosts > 192.168.56.102 > Vulnerabilities Compliance

Severity a Plugin Name Plugin Family Count Host Details
CentOS 6/7 : openssl (CE...  CentOS Local Security Checks 1 IP: 192.168.56.102
DNS: sto1.i
CentOS 7 : glibc (CESA-201...  CentOS Local Security Checks 1 MAC: 08:00:27:db:3e:a2
Os: Linux Kernel
m CentOS 7 : graphite2 (CESA... CentOS Local Security Checks 1 3.10.0—32?.4,5.el7.x86_64 on
CentOS Linux release 7.2.1511
(Core)
[EER  centos 7 : kemel (CESA-20...  CentOS Local Security Checks 1 Start: May 11 at 10:34 PM
End: May 11 at 10:39 PM
EEE  centos 7: mariadb (CESA-...  CentOS Local Security Checks 1 Elapsed: & minutes
KB: Download
E CentOS 5/6/7 : bind (CES... CentOS Local Security Checks 1
CentOS 6/7 :ipa/libldb/li... CentOS Local Security Checks 1 Vulnerabilities
CentOS 6/ 7 : libssh2 (CES...  CentOS Local Security Checks 1 " ® Critcal
® High
Medium
CentOS 6/ 7 : nss-util (CES...  CentOS Local Security Checks 1 ® Low
® Info
z CentOS 6/ 7 : samba (CES... CentOS Local Security Checks 1

»
MPRISMA
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@ Nessus - Uygulama

Scans !

test / Plugin #90317

< Back 1o Vulnerabilites

Haosts 1 Vulnerabilities 10

SSH Weak Algorithms Supported

Description

Polices Nessus has detected that the remote SSH server Is configured 10 use the Arcfour stream cipher or no c

due to an issue with weak keys.

@ Plugin Rules

Solution

Contact the vendor of consult product documentation to remove the weak ciphers.

See Also

hitps:/tools.ietf.org/htmiiricd 253¢section-6.3

Output

The following weak server-to-client encryption algoerithms are supported
arclfour
arcfouri2a
arcfour256

The Tollowing weak client-to-server encryption algorithms are supported
arcfour

arcfour12s
arcfour2se

Port Hosts

22itep ! ssh

MPRISMA
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pher &t all. RFC 4253 advises agamst using Arctour

Www.prismacsi.com
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Configure

Plugin Details

Severity Medium

D 90317

Version SRevision: 1.3 §
Type: remaote

Family Misc

Pubkshed April 4, 2016
Modified December 14, 2016

Risk Information

Risk Factor: Medium

CVSS Base Score: 4.3

CVSS Vector
CVSSZEAVNIACMALNICPIIENIAIN




@ Nessus - Uygulama

*  Tarama raporu asagidaki

formatlarda sunulmaktadirve ;.=
@ Trash

bu formattaki ciktilar ile birlikte _
@ Pugin Rules

diger penetration test araclar
ile entegre calisilabilmektedir.
*  Formatlar
« XML
* HTML

* Nessus

MPRISMA
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Scans.

test

« Back to My Scans

INFO

INFO

INFC

INFC

INFC

INFO

INFC

INFO

INFC

Vulnerabilities 16 History 1

Name

SSH Weak Algorithms Supported

SSH Server CRC Mode Ciphers Enabled

SS5H Weak MAC Aigorthms Enabled

Backported Security Palch Detection (SSH)

Common Platform Enumeration (CPE)

Device Type

ICMP Timestamp Request Remote Date Disclosure

Nessus Scan Info

Nessus SYN scanner

OS Identfication

Service Detection

SSH Algarithms and Languages Supported

SSH Protocol Versions Supported

SSH Server

and Viersion Information

TCP/IP Timestamps Supparted

Www.prismacsi.com
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Family

Misc

Misc

Misc

General

General

General

General

Settings

Port sca

General

Senvice detection

Misc

General

Sarvice detection

General

Count

Configure

Auit Trail Launch Export =
Nessus
POF
HTML

Scan Detalls. cwv
Nessus DB

Name: test

Status: Completed

Policy Advanced Scan

Scanner Local Scanner

Start Today at 10:49 AM

Today at 10:52 AM

3 minutes

Vulnerabilities

@ Critical
‘ ® High

Medium

Low

® Info

NG MD



@ Core Impact - Tanitim

* Security Scanner

- |cerisinde ileri seviye bircok giivenlik
kontrolu mevcut ve kendine has araclari da
barindiriyor.

- Ozel exploitler mevcuttur.

- Ozel Zeroday ekibi vardur.

» Lisans bedeli ©

MPRISMA
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© Demos - Core Impact

=leix]

| status
10272047 9532...Stooped
RIS AL Stooped  focsagent Yes
19 rihed focssgnt T
1017945, Frished focdagmt o

3 [lNetwork Attack a
1) CillAgent Connector

2 Sraope

e zae because the carget me
- 27.0.0.1,

(1

oaming\ IMEACT\, 2 1\a1ze-pe
args, *sioeras)

3

return self._sock.connect (addr)
error: [Errmo 10011 No connection could be zade because the carget ne
oo oot 27 0 2017 - 1352 - O0PServer seems [T

a
Fri Oct 27 03:41:25 2017 - 1382 - OOBServer running

Module finished execution after 2 mimuve(s) and 1¢ secs.

.
[ Module Outout | ] Modue Log | (5] Modue Parameters

Www.prismacsi.com
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Fopd Peneraton Test e
Network RPT st
N eruork Informaton Gatherng sl
Python shel
A etk Attack snd Penetrason
I ocl iormasion Gherng e
EJ Prisege Excalaten S
B cente Tstal P Phagn
a =
e P los Arch 5
Select Host Adress
T etk Vuneratity Test
[ p— -
[ Vuber bty Scarver Vaidator Getsaesrarot 192.168.123.200 Widows 8654
GetProcess ot
Setemp Alve... 21681281 U a6
Set Recormecion Pokcy. s2168.123.11 Unkaown Unkown
Update Comnecton Statss w22 nax 06
‘Show mod.fes executed on ths target 192 168.123.13. Unknown Unknown
Recent Moides 192.168.120.14 wndons 8564
prrp— 192168.123.15 Unax ey
019218 peete 192.368.123.22 Lk 6
2R g 19216812333 U e
92 158.123.94 19216812394 Unkaown [
emazss 192.168.123.55 Wriows 86
19215812386 19216812365 Uniown Urinown
@iz s2168.2377 wndows 86 =
w2 15812399 192168.12399 Unkaown Unkaonn
e 192,18, 123,100 wndons w554 =l
uichSndormatin
£} agent(0)
General
) —— Twwe =
1| visibity patn 182188 123 33/sgen0)
ises
121001203




@ Web Guvenlik Tarayicilari

*  Web uygulamalan ve servislerinin guvenlik taramalari icin kullaniliyor
* Manuel testlere de imkan saglayanlari mevcut
* Netsparker Dunya genelinde kabul edilmis en basarl zafiyet tarayicisi

*  Burp suite en kritik arac!
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@ Netsparker - Uygulama

* \Web uygulama guvenlik tarama araci

* Lisansh ve Free surumleri mevcut

* Web teknolojileri 0zelinde gelistirilmis
bir yazilim.

* Netsparker Cloud ile birlikte daha

gelismis ve entegre ¢oziim

MPRISMA
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Er R < @

New  Schedule Incremental  Schedule  Newlnstance = Import Export  Scan Policy ReportPolicy  Options

Incremental Editor Editor =

Repaorting Help
2] < =

Start Scan Scan Session Tools

\Welcome

n Netsparker

Updates
We release an update for Netsparker Desktop every month. Updates include new security checks, new features and bug fixes. Click on the below links to view:

B Netsparker Scanners Release Announcements

B Netsparker Desktop changelog

Web Application Security Blog Support and Resources

B Sumeru Solutions — Netsparker Case Stud
B Netsparker To Exhibit at OWASP AppSec EU 2018 in London
B May 2018 Netsparker Update — New plans, Ul & Single Sign-on Support

B Netsparker Plans & Editions Integration

Should you have any queries please do not hesitate to get in touch with us.
Below are also some useful links you can refer to:

® Support page
m FAQs

B Netsparker videos

B Netsparker and Single Sign-On Support

Follow Us on Social Media

Follow us on any of our social media channels to keep yourself up to date with what is happening in the world of web application security and Netsparker.

Www.prismacsi.com
© All Rights Reserved.
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@ Burpsuite - Uygulama

* Web uygulama Proxy araci ve Guivenlik
Tarayicisi

* Lisansh ve Free surumu var

* WWeb teknolojileri ozelinde

* En kullanish arac

* Hackerlarin, Pentesterlarin eli kolu

PRISMA
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‘] Burp Suite Professional

Burp Intruder Repeater Window Help
Target I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]
Site mapT Scope ]
I Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders @
v http://0b7bd624bab7. mdseclabs.net Host | Method | URL | Params | Sta... 4| Length | MIME type | Title
[RY http://0b7bd624bab7... GET /addressbook/32/ [J 200 2765 HTML Contacts
- L httn//0h7hdR24hah?  POST  [(addressbook/32/De... ] 200 3100 HTML Contacts
> [ admin [ http://0b7bd624bab7. mdseclabs. net/addressbook addressbook/32/De... [ 200 4914  HTML Contacts
" [’: app Add to scope addressbook/32/De. .. ™ 200 2835 HTML Contacts
: = ::;hk Spider this branch addressbook/32/De... J 200 2765 HTML Contacts
» [ cclookup Acuvly scan th|sbranch
» B employees Passively scan this branch
» B3 error Engagement tools > > S
» [ feedback Compare site maps —
» [ filestore Expand branch
» [ search Expand requested items
» [ settings Delete branch
» [ shop Copy URLS in this branch - 2
» [ updates Copy links in this branch Vindows NT €.1; WOWE4; rv:l€.0) Gecko/20100101
> £ hitps://0b7bd Save selected items ) o
ion/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Site map help q=0.5
ECCEPU=LNCOUINg: gzIp, a=Llate
Proxy-Connection: keep-alive
Referer: http://0b7bdé24bab7.mdseclabs.net/ labs/lab.ashx?lab=7
b
|
? < + > | | Type a search term 0 matches
Www.prismacsi.com
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v Nikto Security Scanner - Uygulama

Web uygulama ve sunucu guvenlik

root@PRISMACSI: ~ e ® O

File Edit View Search Terminal Help

Use this config file

Turn on/off display outputs

check database and other key files for syntax errors
save file (-o) format

:~# nikto -h
tﬂl‘ﬂ\[lClSldlr. Option host requirzi ag argument
Sik kullanilan pratik bir uygulamadir. -config+

-Display+
" . -dbcheck
Komut satiri uzerinden kullanilir. -Format+

-Help
-host+
-id+
ass:realm
-list-plugins
-output+
-nossl
-no404
-Plugins+
-port+
-root+

-ssl
-Tuning+
-timeout+
-update
-Version

MPRISMA
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Extended help information
target host
Host authentication to use, format is id:pass or id:p

List all available plugins

Write output to this file

Disables using SSL

Disables 484 checks

List of plugins to run (default: ALL)

Port to use (default 80)

Prepend root value to all requests, format is /direct

Force ssl mode on port

Scan tuning

Timeout for requests (default 10 seconds)
Update databases and plugins from CIRT.net
Print plugin and database versions




@ W3af Web Scanner - Uygulama

*  Web uygulama guvenlik tarayicisidir.

*  OWASP tarafindan gelistiriliyor.

- Icinde politikalar mevcut ve ozellestirilmis
taramalar yapilabiliyor.

* Sik kullanilmasa da oldukga kullanishdir.

MPRISMA
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w3af - Web Application Attack and Audit Framework

Profiles Edit Jools Configuration Help
| B M L R T e
Wizards New Save Manual Request Fuzzy Request Encode/Decode Compare  Proxy
Scan config
Profiles | Target: |Insert the target URL here ‘ b 4
fast scan Plugin Active
full_audit v audit =
-AuCH i buffOoverflow
full_audit_manual_disc LDAPi ™
|52 blindSqli
buffOverflow v
dav
eval ¥
|57 fileUpload

formatString

This plugin will find buffer overflow vulnerabilities.

|4 frontpage Users have to know that detecting a buffer overflow vulnerability will be only possible if the ¢
54 generic to return errors, and the application is developed in cgi-c or some other language that allows
- do their own memory management.

globalRedirect

Plugin Active
b output [l

This plugins has no options to configure
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v Sqimap - 5QL Injection Scanner — Uygulama

SQL Injection saldirilar icin ozel olarak root@PRISMACSI: ~ © o0
File Edit View Search Terminal Help

gelistirilmigtir. :~# sqlmap -h

-1 - DI | - .
R [)1_|_|_|_.l -

Acik kaynak IV |

Python programlama dili ile gelistirilmekte

: python sqlmap [options]

Gelismis parametrelere ve atak

-h, -- Show basic help message and exit

methodla"na sahip - Show advanced help message and exit
--version Show program's version number and exit
-v VERBOSE Verbosity level: 0-6 (default 1)

Target:
At least one of these options has to be provided to define the
target(s)

-u URL, --url=URL Target URL (e.g. "http://www.site.com/vuln.php?id=1")
-g GOOGLEDORK Process Google dork results as target URLs

Request:
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@ Zafiyetler sadece uzaktan mi kontrol edilir?

* Bir tarama sadece uzaktan web uygulamasina vyonelik veya bir sunucuya vyonelik
gerceklestirilmek zorunda degil.

* Ayni zamanda bir sunucunun icerisine giris yaparak isletim sistemi ozelinde de tarama
gerceklestirilebilir. (RDP, SSH login —> iceride tarama)

*  Uyumluluk veya konfigurasyon kontrolleri gerceklestirilebilir

 Statik kod analizi gerceklestirilebilir
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@ Sonug olarak:

 Elimizde en basta topladigimiz bir ¢ok istihbarat verisi var.

* Artik karsimizda var olan ve ayakta olan sistemleri taniyoruz.

* Bu sistemlerde acik portlari kesfettik ve bu portlar uzerinde calisan yazilimlar biliyoruz.

*  Bu yazihmlar istiinde calisan uygulamalarda var olan veya servisler lizerinde kesfettigimiz
acikhiklar da kenara not ettik.

 Simdi sirada bu zafiyetleri nasil kullanacagimizi kavramakta!
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UYGULAMALAR
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SORULAR?
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